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ABSTRACT 

Due to the higher concern of information security and daily threats which could make a tremendous impact on 
businesses and consumers this paper will discuss information security surveillance programs called PRISM, which 
affects the national information security. Detailed information will be provided about the program and different 
perspectives of security practitioners and company owners as well as the explanation of the slides leaked by Edward 
Snowden NSA contractor. The paper will also discuss the security influences in terms of privacy, trust and security 
awareness. 

Index Terms— NAS PRISM, information security, infosec policy and strategy 

1. INTRODUCTION 
 

The information security is the data protection against theft and 

misuse. It keeps the data safe whether form unauthorized access 

or dangerous modification. NSA surveillance programs have 

recently affected information security from different aspects. 

 

The national security agency NSA is an American organization, 

which found in 1952 for the purpose of an international moni-

toring, spying and data translation, analysis, coding and decod-

ing. It works under the department of defense DOD jurisdiction 

and notifies to the National Intelligence director. The United 

States almost spends highest budget on this project. NSA is 

created to protect the information system and communication of 

the United States of America government. It started with col-

lecting the domestic phone recodes.  

 

In 2007, clandestine program called PRISM was created and 

worked under the national security agency NSA in which it uses 

the data mining to get and detect the data, which is related to 

the suspects, terrorists and criminals. It collects and investigate 

information on both foreign subjects and US citizens.PRISM 

considered as top seceret surveillance program, which costs 20 

million a year. The data is captured from the majority of the 

Internet companies such as Google, Facebook, Microsoft, Ap-

ple, Yahoo, AOL, Skype and YouTube. It offers a direct access 

to those servers.  

 

The NSA contractor Edward Snowden firstly leaked the PISM, 

he exposed that the PRISM also collects the private data, which 

is not related to any suspects and that is considered as a crime. 

In another disclosure, they give more details on how non- U.S 

data is collected and filtered. 

 

If the security practitioners have admitted that U.S. government 

is tracking communications over the Internet then the bigger 

issue for their companies is whether the news will impact their 

IT security programs or not, in which those leaks constitute a 

threat to many productive companies. PRISM disclosure 

opened up a challenge for those companies on how to mange 

this kind of threats balancing between privacy and security. 

 

2. LITERTURE REVIEW  
 

According to Business Wire (2013), a report made by CISCO 

members of Wisegate that investigate the recent disclosure of 

the NSA PRISM program and the issues of balancing privacy 

vs. security and how to obtain the suitable balance. The most 

important issue for CISO is whether this leak will affect their IT 

security programs or not. Badrin, a member of CISO, said that 

with the awareness of the PRISM program it gives an oppor-

tunity to be ready for the challenges that appear from control-

ling the threats, discovering the right balance between privacy 

and security, and building organizational support for security 

programs. As it is been mentioned in the report a massive ma-

jority of Wisegate members (76%) thinking that the discovery 

of NSA PRISM program will have an impact on IT security, 7% 

expecting a considerable impact, while 31% of them believe 

that the impact will be medium and 36% are not certain of the 

exact impact.  

 

In a recent survey conducted by Pew Research and the Wash-

ington Post (2013), found that 56% of respondents thought it is 

acceptable that the NAS program tracks collection of telephone 

records and Internet traffic in an effort to prevent possible ter-

rorism, while 41% say it is rejected for the NSA to intrude on 

personal privacy even if limits its ability to suspect terrorists 

threats.  

 

As Kenneth (2013) noticed that the U.S. Cloud companies suf-
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fer from the disclosure of NAS PRISM program. The foreign 

firms and governments have problems in doing business with 

U.S. cloud companies because they worry about the privacy 

risk that may face them from the PRISM program.  

 

He also mentioned that the U.S. government has direct and 

unbounded access to the data exists on the servers of companies 

like Google and Microsoft. Thus, consumer’s worry about their 

data when it will resides in the cloud. They have no trust in 

cloud companies.  

 

Bowden and Bigo (2013), noticed that the recent revelation of 

the PRISM program has an impact on European citizens’ rights 

in privacy and data protection. It also note clearly asserted that 

cloud computing and related US regulations presented an un-

precedented threat to EU data sovereignty.  

 

According to Sweney (2013), Sir Marin Socrrell, the founder of 

the world marketing Services Company, think that the NSA 

PIRSM surveillance program revelation is a “game changer”. 

He believes that it will have a very great impact on the web 

privacy and its fundamental polices, and it will be moved to 

higher level. He also predicted that more and more online ser-

vices are going to apply encryption, not only to protect them-

selves from PRISM spying but also for better security precau-

tions.   

3. HOW IT WORKS 

The new Press report paints the best picture of how the PRISM 

program grew out of post-9/11 lawmaking and became the 

broad government surveillance project it is now. In 2008, Con-

gress approved amendments to FISA allowing, among other 

things, the government to conduct warrantless wiretaps of elec-

tronic communications, contingent upon judicial approval. Sev-

eral subsequent votes have extended those powers, and Presi-

dent Obama and his administration defended the oversight by 

secret courts.  

 

As disclosed in slides leaked by former contractor Edward 

Snowden to the Guardian, the NSA collects data on foreign 

nationals from the fibre optic wires that carry most of the Inter-

net's data from servers in the U.S. and beyond. That means they 

scoop up "emails, telephone calls, video chats, websites, bank 

transactions and more," the AP explains. But ever since the 

world was keyed into PRISM's existence, we have seized any 

explanation, any morsel of information that tells us what this 

program does, doesn't do, or only maybe possibly occasionally 

does. We still have very little idea. But, thanks to this report, we 

have the clearest definition of PRISM's function for NSA spy-

ing yet: 

 

“Prism, as its name suggests, helps narrow and focus the 

stream. If eavesdroppers spot a suspicious email among the 

torrent of data pouring into the United States, analysts can use 

information from Internet companies to pinpoint the user. 

 

With Prism, the government gets a user's entire email inbox. 

Every email, including contacts with American citizens, be-

comes government property. Once the NSA has an inbox, it can 

search its huge archives for information about everyone with 

whom the target communicated. All those people can be investi-

gated, too. That's one example of how emails belonging to 

Americans can become swept up in the hunt.” 

 

The Press report also illuminates the process in which the NSA 

requests user information from the major tech companies who 

unknowingly participated in PRISM for years:  

 
“ Every year, the attorney general and the director of national 

intelligence spell out in a classified document how the govern-

ment plans to gather intelligence on foreigners overseas. 

 

By law, the certification can be broad. The government isn't 

required to identify specific targets or places. A federal judge, 

in a secret order, approves the plan. With that, the government 

can issue "directives" to Internet companies to turn over infor-

mation. 

 

While the court provides the government with broad authority 

to seize records, the directives themselves typically are specific, 

said one former associate general counsel at a major Internet 

company. They identify a specific target or groups of targets. 

Other company officials recall similar experiences.” 

 

Facebook and Microsoft were the first to release broad infor-

mation about government information requests, including those 

under FISA, on Saturday morning. The major companies ac-

cused of cooperating with the program all claimed innocence in 

the wake of PRISM's unveiling. They claimed to have no 

knowledge of a program called PRISM. But that's because they 

had been cooperating with the program since before it was ever 

given a fancy new title. When Google, Facebook and Microsoft 

started granting both top-secret and transparent requests for 

information from the government, activity that skyrocketed 

after 9/11 and has only increased since, they were already par-

ticipating in the PRISM program. "What the NSA called Prism, 

the companies knew as a streamlined system that automated 

and simplified the "Hoovering" from years earlier," a source 

told the AP. "The companies, he said, wanted to reduce their 

workload. The government wanted the data in a structured, 

consistent format that was easy to search." But the myth put 

forward by the slides leaked to the Guardian about the NSA 

having "direct access" to tech company servers is largely false. 

As has been explained since PRISM's reveal, different tech 

companies have different delivery methods for the information 

seized by the NSA.  
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"Technology experts and a former government official say that 

phrasing, taken from a PowerPoint slide describing the pro-

gram, was likely meant to differentiate Prism's neatly orga-

nized, company-provided data from the unstructured infor-

mation snatched out of the Internet's major pipelines," the Press 

explains. The bad news is that, yes, American email accounts 

are occasionally included in the NSA's broad sweeping of the 

fibre cables and information dumped from the tech companies. 

The good news is that any information identified, as belonging 

to an American is stored in a secure server the NSA isn't al-

lowed to touch without a warrant. The AP explains: 

 

“The government has said it minimizes all conversations and 

emails involving Americans. Exactly what that means remains 

classified. But former U.S. officials familiar with the process 

say it allows the government to keep the information as long as 

it is labeled as belonging to an American and stored in a spe-

cial, restricted part of a computer. That means Americans' per-

sonal emails can live in government computers, but analysts 

can't access, read or listen to them unless the emails become 

relevant to a national security investigation.” 

 

The government doesn't automatically delete the data, officials 

said, because an email or phone conversation that seems innoc-

uous today might be significant a year from now. So, when the 

NSA collects American communications, they store it in a spe-

cial place just on the off chance you are one day wrapped up in 

a national security investigation. It's like the broadest insurance 

policy ever. It's the ultimate investigative what if. And it's all 

100 percent legal.  

 

NSA Two Kinds of Data 
 

While PRISM has been the most talked-about story to come out 

of Snowden’s leaks, the disclosures have shed light on a vast 

array of NSA surveillance programs. Broadly speaking, these 

can be split into two categories: “upstream” wiretaps, which 

pull data directly from undersea telecommunications cables, 

and efforts like PRISM, which acquire communications from 

US service providers. One of the slides in the leaked PRISM 

presentation instructs that analysts “should use both” of these 

sources. 

 

NSA programs collect two kinds of data: metadata and content. 

Metadata is the sensitive byproduct of communications, such as 

phone records that reveal the participants, times, and durations 

of calls; the communications collected by PRISM include the 

contents of emails, chats, VoIP calls, cloud-stored files, and 

more. US officials have tried to allay fears about the NSA’s 

indiscriminate metadata collection by pointing out that it 

doesn’t reveal the contents of conversations. But metadata can 

be just as revealing as content — Internet metadata includes 

information such as email logs, geolocation data (IP addresses), 

and web search histories. Because of adecades-old law, metada-

ta is also far less well protected than content in the US. 

 

Data Collection 
 

Many crucial details on how and under what circumstances the 

NSA collects data are still missing. Legally speaking, surveil-

lance programs rely on two key statutes, Section 702 of the 

FISA Amendments Act (FAA) and Section 215 of the Patriot 

Act. The former authorizes the collection of communications 

content under PRISM and other programs, while the latter au-

thorizes the collection of metadata from phone companies such 

as Verizon and AT&T. However, multiple reports and leaked 

documents indicate the statutes have been interpreted in secret 

by the FISA intelligence courts to grant much broader authority 

than they were originally written to allow. They also indicate 

that the FISA courts only approve the NSA’s collection proce-

dures, and individual warrants for specific targets are not re-

quired. 

 

 

Figure1: Data Collection, NSA Slides 

 
The PRISM Data-Collection Program 

 

The top-secret PRISM program allows the U.S. intelligence 

community to gain access from nine Internet companies to a 

wide range of digital information, including e-mails and stored 

data, on foreign targets operating outside the United States. The 

program is court-approved but does not require individual war-

rants. Instead, it operates under a broader authorization from 

federal judges who oversee the use of the Foreign Intelligence 
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Surveillance Act (FISA). 

 

 Some documents describing the program were first released by 

The Washington Post on June. The newly released documents 

below give additional details about how the program operates, 

including the levels of review and supervisory control at the 

NSA and FBI. The documents also show how the program in-

teracts with the Internet companies. These slides, annotated by 

The Post, represent a selection from the overall document, and 

certain portions are redacted. 

 
Upstream Program 

 
This slide shows PRISM as only one part of the NSA’s system 

for electronic eavesdropping. The "Upstream" program collects 

from the fiber-optic cable networks that carry much of the 

world’s Internet and phone data. The underlying map depicts 

the undersea cables that connect North America to the rest of 

the world. 

 

 

Figure 2: Upstream leaked slide, NSA Slides   

 

Acquiring Data  

 

This slide describes what happens when an NSA analyst "tasks" 

the PRISM system for information about a new surveillance 

target. The request to add a new target is passed automatically 

to a supervisor who reviews the "selectors," or search terms. 

The supervisor must endorse the analyst's "reasonable belief," 

defined as 51 percent confidence, that the specified target is a 

foreign national who is overseas at the time of collection. 

 

Figure 2: PRISM tasking process leaked slide, NSA Slides   

 

PRISM tasks are issued by analysts and describes the ap-

proval process of an individual requests. To begin with, an 

NSA analyst "tasks" PRISM to gather information about a 

surveillance target.  The system then temporarily freezes 

that request and automatically ask for an approval from a 

supervisor.  If the superior decides that the request pos-

sesses a "reasonable belief" of perceived threat, then 

PRISM goes to work.  

 

 The FBI uses government equipment on private company 

property to retrieve matching information froma participat-

ing company, such as Microsoft or Yahoo and pass it with-

out further review to the NSA. 

 For stored communications, but not for live surveillance, 

the FBI consults its own databases to make sure the selec-

tors do not match known Americans. 

 This is where data enters NSA systems, described more 

fully on the next slide. 

 

 

Analyzing Information  
 

After communications information is acquired, the data are 

processed and analyzed by specialized systems that handle 

voice, text, video and "digital network information" that include 

the locations and unique device signatures of targets. 
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Figure 4: PRISM collection dataflow leaked slide, NSA Slides   

 

In the surveillance process, NSA often obtains its live data from 

the FBI that retrieves matching information, using government 

equipment from companies such as Google, Microsoft and Ya-

hoo. With the participation of those companies, PRISM – and 

therefore Washington intelligence workers – "incidentally" have 

access to the bulk of Americans’ email, video and voice chat, 

videos, photos, voice-over-IP (Skype) chats, filetransfers and 

social networking details.  For stored data, the FBI deploys its 

own databases that review the selects request, before it is for-

warded to the NSA.   

 

Case Notation 
 

The PRISM case notation format reflects the availability, con-

firmed by The Post's reporting, of real-time surveillance as well 

as stored content. 

 

Figure 5: PRISM case notation leaked slide, NSA Slides   

The information is analyzed and processed by a system that 

can interpret voice, text, video and “digital net-

work information.”  

 

The FBI interceptions from private firms are also being 

channeled to more "customers" at the NSA, CIA or FBI. 

Each target is then assigned a PRISM case notation, which 

reflects the availability of real-time surveillance as well as 

stored data.  

 

PRISM Database 
 

On April 5, according to this slide, there were 117,675 active 

surveillance targets in PRISM's counterterrorism database. The 

slide does not show how many other Internet users, and among 

them how many Americans, have their communications collect-

ed "incidentally" during surveillance of those targets. 

 

 

Figure 6: REPRISMFISA tips, NSA Slides   

 

Depending on the access to private firm’s information, the NSA 

begins to monitor live notifications of the target’s mobile logs. 

Monitoring  

 

This diagram shows how the bulk of the world’s electronic 

communications move through companies based in the United 

States. 
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Figure 7:U.S as World’s telecommunication backbone, NSA 

Slides   

 

Providers and Data 
 

The PRISM program collects a wide range of data from the 

nine companies, although the details vary by provider. As seen 

in figure 8 different services from different providers such as 

videos, photos, E-mail, VOIP, file transfer and so on from 

google, yahoo, Microsoft, facebook etc..  

 

 

Figure 8: PRISM collection details, NSA Slides   

 

 

Participating Providers 
 

This slide shows when each company joined the program, with 

Microsoft being the first, on Sept. 11, 2007, and Apple the most 

recent, in October 2012. 

 

Figure 9: PRISM providers timeline, NSA Slides   

4. IMPACT ON INFOSEC 

Information security is one of the important assets in most of 

organizations. No doubt that the leaks of the NSA-PRISM sur-

veillance program affect the information security policy and 

strategy. Since PRISM program has unlimited access to many 

companies servers then no privacy rights are considered. Evi-

dently, one of the main goals of information security is to 

achieve the confidentiality, which means information protection 

from being disclosed to unauthorized parties. Therefore, PISM 

program broke the whole story of the confidentiality as well as 

the policies created to achieve it. In case the confidentiality is 

vanished the information whether it is personal information or 

related to business is in a high risk causing harm by information 

disclosure. Additionally, all the policies behind achieving the 

confidentiality will be inefficient and not trustable therefore the 

policies must always be changed and up to date.  

In nowadays world, data is no longer stored on hardware it is 

replaced by soft copy data due to IT capabilities. It also extends 

to cloud services, processing and outsourcing. The involvement 

of third party in storing data made it more fluid and flows in 

and out of organizations in many different ways and forms as 

well as controlling the stored data. Businesses and consumers 

trusted tech companies with their data because they promised to 

keep it secure. That trusts was hesitated after the NSA-PISM 

program disclosure, in which they know that the U.S govern-

ment will be able to freely access their data, that makes them 

worry about how their data will be handled when it resides in 

third parties companies servers. Thus, the situation will be total-
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ly against the third party companies in terms of security con-

cern. 

However, the NSA-PRISM surveillance program leak increase 

the security awareness among businesses and consumers which 

give them the chance to predict threats and take action to pro-

tect their assets such as thinking carefully about what compa-

nies are entrust the data to, reviewing their terms and condi-

tions, updating the existent policies and strategies, creating new 

once to ensure the privacy options and applying different levels 

of encryption. The technology will focus more and more on 

encryption, thus it will be a motivation to encryption companies 

to improve their methods and create new algorithms, which will 

help them to develop their business. 

5. CONCLUSION 

In today's high technology environment, organizations are be-

coming more and more concern about the security of their in-

formation; and here comes the mission of information security. 

Where the main objectives of information security is to make 

sure of the integrity, availability and confidentiality of infor-

mation and information system. The NSA PIRSM surveillance 

program reviled in June 2013 caused a privacy issue for person-

al and business organizations, who were dealing with the com-

panies that gave the U.S. NAS the rights to spy on their servers 

reside in U.S., like Google, Yahoo, Microsoft, etc. Thus, 

PRISM affects the policies and strategies use to achieve the 

confidentiality. Moreover, businesses and consumers have a 

trusting issue when they deal with third parties; they knew that 

their data is being disclosed by unauthorized access. However, 

this leak caused security awareness growth and they became 

more and more prepared for the privacy breakthroughs. For 

more precaution, companies tend to encrypt transferred and 

stored data, which increase the usage of different levels of en-

cryption. 

 

REFERENCES 
 

[1]. Wisegate (2013). IT Security Leaders from Wisegate 

Discuss Impacts of NSA PRISM Leak and Strategies 

to Escape the “Big Brother” Stigma of Security. 

 

[2]. Press, P. R. C. F. t. P. ( 2013). "Majority Views NSA 

Phone Tracking as Acceptable Anti-terror Tactic." 

 

[3]. Corbin, K. ( 2013). "U.S. Cloud Firms Suffer From 

NSA PRISM Program." CIO. 

 

[4]. Sweney, M. (2013). "NSA Prism programme a game 

changer on web privacy, says Sir Martin Sorrell." 

theguardian. 

 

[5]. Mr Caspar BOWDEN, Prof. Didier BIGO, et al. 

(2013). The US surveillance programmes and their 

impact on EU citizens’ fundamental rights. 

 

[6]. Staff, V. (2013). "Everything you need to know about 

PRISM." The Verge. 

 

[7]. KELLEY, M. (2013). "The Best Explanation Yet Of 

How The NSA's PRISM Surveillance Program 

Works." businessinsider. 

 

[8]. Michael Kelley (2013). "The Best Explanation Yet Of 

How The NSA's PRISM Surveillance Program 

Works." FSGATE. 

 

[9]. ZDNet Community  and Z. Whittaker (2013). 

"PRISM: Here's how the NSA wiretapped the Inter-

net." zdnet. 

 

[10]. The Guardian (2013). "NSA scandal: what data is be-

ing monitored and how does it work?" theguardian. 

 

 

 

http://www.esjournals.org/

