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Preface 

„You can say, well show me proof that this really worked. I can show you proof that the 

lack of this really failed. And, when you lose 3,000 people, that proof is pretty 

compelling“, National Security Agency (NSA) Counsel Stewart Baker said in a video 

interview, published by The Guardian on November 1, 2013. The interview is part of a 

The Guardian special site that shall explain the NSA online surveillance programme and 

the motivation of the intelligences to spy on peoples communication and online 

behaviour en masse. After the revolutionary and brave act of Edward Snowden to blow 

the whistle on the US intelligences surveillance programs of which only three of them 

are in general a known term to the public (PRISM, XKeyscore & Tempora), we can all 

know for sure, that all our communication data is stored, logged and evaluated on a 

huge scale and that privacy using an electronic communication device is definitely not 

g iven in mos t c i r cums tances . A l so Germany and i t s i n t e l l i gence 

Bundesnachrichtendienst (BND) has become notorious for it’s spying activities. When 

the BND officially used to store meta data only, the plans for 2017 have changed with 

the establishment of an intelligence unit called Zitis that is supposed to also save and 

analyse content data communicated over electronic devices. 

 In this Thesis, I argue, that we live in the Foucauldian panopticon already. That 

reality goes beyond what Orwell and the other dystopian novelists were brave and smart 

enough to anticipate. I will show up, how surveillance became an issue, how mass 

surveillance is not in line with democratic values, and what security studies can explain 

in (most importantly the Copenhagen school as it brings in the social variable) what has 

been called securitization. After looking at all the relevant developments to the status 

quo, and after explaining the most prominent surveillance programs, I will come to the 

point, where I explain in detail, how I think that we live in a total surveillance prison. I 

will use Willey Reveley’s sketch of a panopticon prison, used by Michel Foucault to 

illustrate a state of total surveillance, in order to demonstrate, that every element of this 

prison is actually transferable to the state of surveillance we live in right now. Our 

homes and offices are our prison cells, our bosses, IT specialists and the states 

intelligence members are the wardens that control us, and they are even being controlled 

themselves. We live in an age of non-privacy, where all the big rights and humanist 

achievements after the French revolution have become meaningless. Welcome, prisoner. 
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1. Introduction 

Democracy. Of course. In the year 2016, we live in the time, when democracy is 

considered self-evident in the Western hemisphere. Categorisation of political and 

governmental instruments and entities, might it be the possibility to buy a newspaper, 

the possibility and the right to belong to a right wing party, or the engagement in an 

environmental protection organization, into left, right, democratic and restrictive, just to 

mention view of adjectives, pregnant with meaning, seem to be a finished task, that has 

been successfully accomplished in the post WWII era. We seem to drift into the 

acceptance of the claim, that Germany and every daily life content that affects society 

would be an element of democracy, therefore it seems to be legit, therefore it seems to 

deserve acceptance by the people. Even in political sciences, most of the researchers 

wouldn’t doubt that — and I do not want to construct a causal link between states, that 

are economic partners in a globalised world order and their obvious reciprocal approval 

of being a democratic state — Germany is a democratic state, that follows the rules of a 

democracy, that grants the basic rights of a democracy to it’s people, that is open, 

liberal, progressive, whose people are free in the expression of speech, arts, in the 

performance of sciences and everyday personal decisions. Convinced? Yes? If so, why 

are we convinced, that Germany fulfils the criteria of a democracy? And if Germany is a 

democracy — to which extend? We use words and expressions like democracy, 

freedom, freedom of speech, freedom of choice, freedom of communication in a highly 

self-evident way. 

 In this Master’s Thesis, I am going to investigate on one out of many elements 

that constitute a modern democracy. This element is surrounded by many implications 

of constitutionally granted rights and by law in force of most of the modern 

democracies. I am going to examine the implications and consequences of online and 

Internet mass surveillance. The usage of the Internet is both protected and surrounded 

by many basic and specific rights. It is a complex and abstract issue, as high-tech 

surveillance is a very sublime and mostly imperceptible type of control and suppression 

by the holders of power in a state. For this instance, I am going to light the subject from 

mainly three different angles: Firstly I am going to examine the value and the meaning 

of democracy in the 21st century for one, secondly the development of securitization 
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and surveillance by governmental entities, and thirdly the implications, consequences 

and problems this kind of surveillance provokes for society. 

 As this examination, this topic is highly complex, I will narrow down the key 

assumptions of different concepts of democracy, different schools of securitization 

studies, and finally, I am going to examine the implications that can be derived from 

these means of securitization and online surveillance with the assumptions and the 

consequences they might evoke for society from the perspective of the key assumptions 

and conclusions of Michelle Foucault, Jeremy Bentham and David Lyon. For now, I 

shall focus on the definition of the actual research problem, that I see in the relation 

between online surveillance and democracy. 

1.1  Research Problem Definition: Surveillance vs Democracy 

The research problem, that we are confronted with in this paper, is, just as the technical 

circumstances of surveillance, quite complex. Surveillance as such and especially the 

type of surveillance that is investigated upon in this Thesis, can be defined and 

explained quite detailed, as we will see alongside the examination of the specifications 

of the National Security Agency (NSA) and Bundesnachrichtendienst (BND) 

surveillance techniques later on. But within the means of the research problem that shall 

be investigated upon, we have to ask the question: Where does online surveillance 

interfere with basic rights, basic human rights, and values and circumstances, that are or 

should be features of modern democracy? 

 We can assume, that online surveillance by, in our case a government, is an 

instrument to express power. This notion, either in specific (Lyon, 1994, 2001, 2006, 

2007; Bain, 2006, et al.) or in more general terms of surveillance by the holders of 

power over a considered inferior group (Foucault; Bentham; et al.) can be found in the 

papers of many authors. So firstly, we have to examine to which extend online 

surveillance in the 21st century is given. How much information is being captured, how 

far goes the knowledge of the government of everyday online actions? 

 Alongside online surveillance, and basically alongside many types of 

surveillance, we can identify many problems from the perspectives of many professions 

and philosophies. We can argue and assume, that online surveillance interferes with 

basic human rights, as the right to privacy is being infringed, the right of the 
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inviolability of the flat / the house is infringed, people are being paternalised. Isn’t it a 

highly scary thought, that we live in the illusion of privacy, in the illusion of being 

protected effectively by law from the government to spy on us, as we are streaming 

videos on YouTube, as we are searching for our next holiday destination on Google, as 

we are booking a flight online, as we are communicating via voice over IP (VoIP) with 

friends and colleagues. As we are watching porn, as we are streaming movies, legally or 

illegally, as we check our banking accounts, as we send photos, as we write emails, as 

we play games — and so on. As we will see within the explanation of the technical 

circumstances of online surveillance by the NSA and the BND, all and much more as 

the mentioned examples are both possible to be conducted and actually conducted in 

reality. 

 Now, and this is the core of this research, I am going to formulate the actual 

research question, that I will deduct from the assumptions above. 

1.2  Research Question: What are the consequences of online surveillance for   

       the German society and for democracy? 

From the research problem statement above, we can draw the landscape this research 

paper will be located within. We have the society on the one hand side. As we can see 

from chapter 4 of this paper, mainly the case of retention and surveillance in Germany 

shall be investigated upon. In this landscape, we have to examine mainly two cases that 

I consider relevant for this Thesis. First of all, we have the case of retention (Ger. 

Vorratsdatenspeicherung) in Germany, that became law in force on December 18th, 

2015 (Bundesministerium der Justiz und für Verbraucherschutz, 2015). Detailed 

explanation on the content and consequences of this law will follow also under chapter 

4. Secondly, we have to examine the surveillance that is conducted by the NSA. Now, 

we have two entities, that can be considered in conflict with each other. To put it simple: 

The freedom of the people is threatened and undermined by the retention of the BND, 

and it is furthermore threatened and undermined at large stakes through the surveillance 

programmes of the NSA intelligence. The case of the NSA and CIA, to put it simple: of 

intelligence surveillance programmes, is so intense and complex, that I will explain the 

circumstances and technical issues that are necessary to later on define properly the 

implications that are evoked through the perspectives and theories of Foucault, Bentham 
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and Lyon in detail. For now we just have to state: Both the NSA and BND surveillance 

programmes are in force today, gathering information at large, where they have no right 

to perform as such. Intelligences and for this instance state powers have become loose. 

 The right to privacy, data security, the right of free speech and expression is not 

only undermined and infringed at large for private persons, but the privacy rights of 

professionals, who would have to rely on data security, privacy and integrity in order to 

perform their duties, jobs and services with the inherent self understanding and 

trustworthiness that is inherent in them. Confidential and intimate data of lawyers, 

medicinal doctors, priests, educators, social workers are being captured, yes, stolen, and 

even if content data should not be stored by the government, the sheer surveillance, the 

insight on sensible data is theft. We can draw this conclusion from paragraph 202, Lit. a, 

German criminal code, quote:  

 „(1) Whosoever unlawfully obtains data for himself or another that were not 

intended for him and were especially protected against unauthorized access, if he 

has circumvented the protection, shall be liable to imprisonment not exceeding 

three years or a fine. 

 (2) Within the meaning of subsection (1) above data shall only be those stored or 

transmitted electronically or magnetically or otherwise in a manner not 

immediately perceivable.“ (German Criminal Code, paragraph 202, Lit. a) 

The actual research question therefore shall be put as follows: 

What are the consequences of online surveillance for the German society and for 

democracy? 

 I consider this research question straight and to the point. It will fit the paper. 

But for the sake of the actual research and the discussion of implications of online 

surveillance,  I want to come up with a more detailed research question, even some 

subquestions, that can be considered rather in-depth research questions, so to say 

working questions for the actual research process that account for the landscape that I 

investigate upon. They are both necessary and practical to justify the upcoming 

discussion and for that the proper understanding of consequences of surveillance / 

online surveillance: 
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So, we should ask and discuss: Which implications can be drawn from the sheer fact 

of being surveilled online? What consequences are evoked through online surveillance, 

that takes place 24/7? What does it mean for a society, when privacy is undermined? 

How is surveillance actually developing? The question of how surveillance is actually 

developing is very important, as I want to investigate on the actual impacts and 

implications online surveillance evokes for a society, that is officially recognized and 

claims to be a democracy and therefore claims to uphold the values of a democracy. 

Very prominently I will try to show up the parallels between the system of surveillance 

we live in, and the panopticon by Michel Foucault. Very prominently, I am trying to 

show up the parallels between the consequences of online mass surveillance as operated 

by the BND and NSA and the system of surveillance in a panoptic prison. 

 I think, it is time, to redefine the political system of Germany. For this instance, I 

am asking: What political system do we actually have in Germany, if we try to find an 

answer to this question from the perspective of the case of online surveillance? Is this 

still a democracy? Can democratic leaders justify the actions of online surveillance 

within the democratic system? For all those questions, we have to define the two most 

important entities this research paper is revolving around: Democracy and surveillance. 

1.3 Securitization & Surveillance: When did all this start? 

It makes no difference whether we look at the surveillance of public places via video 

cameras, the plans to rigorously reinforce the German police by for example shoulder 

cameras officers can switch on to film what is going on in front of them (Blasius, 2016) 

that even the traditionally left eco party Bündnis 90/Die Grünen are voting for (Bündnis 

90/Die Grünen, 2016) or in our case, the digital surveillance of communication and acts 

online. We can summarise these happenings under the term securitization. Within 

international relations, the term securitization was mainly introduced by Ole Wæver in 

1995, who is considered the ‚founding father‘ of the Copenhagen School of 

Securitization, which I will explain in detail later on. One of the key assumptions of The 

Copenhagen School of Securitization is, that security should be seen „as a speech act, 

where the central issue is not if threats are real or not, but the ways in which a certain 

issue [] can be socially constructed as a treat“ (Munster, 2012). That means, that certain 

entities (that are not part of classical security studies like international security and 
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global security, that root in classical realism (Hobbes, Machiavelli, Rousseau), 

neorealism (Waltz) or liberalism rooting in Kant (Cristol, 2011), international relations 

theories) that have not been an issue of security politics become a relevant factor. This is 

the case in online mass surveillance and retention, as the communication of normal 

people is not a factor of classical security politics at all.  

 The roots of this modern securitization in the context of online surveillance can 

be traced back to the caesura of modern international relations and security politics: the 

9/11 attacks. But digital surveillance itself can be traced back to the establishment of the 

first Local Area Networks (LAN). We can state, that surveillance and espionage within 

digital contexts have risen with the establishment of digital information sources 

themselves. With the first personal computers available that were actually afford- and 

due to a lower weight portable in the 1960s and 70s and the rise of the first LAN the 

interest in information stored, processed and communicated over them — rising from 

legal or illegal motivations — led to the first cases of espionage, hacking, and if we may 

say so: to the first forms of digital surveillance: „Governments and military 

organizations routinely use computer networks for finding and relaying intelligence 

information, as well as data that may be relevant to surveillance at some future 

date“  (Petersen, 2013, p. 168). 

 All of a sudden, and excuse this profanity as it fits, nothing was as it has been. 

After the devastating chaos of September 11, 2001, the dominating, thriving power in 

US politics was fear. And if we recall the quote I started with in the preface to this 

paper, former NSA Counsel Stewart Baker is still justifying mass surveillance and 

control with exactly the same constellation: The need for more surveillance, more state 

power in the presumed and much exploit idea, that without excessive use of surveillance 

techniques security would not be given for society. Six weeks and two days after 

September 11, 2001, on October 25, 2001, the USA PATRIOT ACT (an acronym for: 

Uniting and Strengthening America by Providing Appropriate Tools Required to 

Intercept and Obstruct Terrorism Act of 2001) passed congress, went to law in force 

and is ever since the national juridical foundation citizen freedom is cut enormously 

upon and the NSA surveillance programs like PRISM or UPSTREAM (we come to this 

under paragraph 4.2) are collecting, storing and processing data worldwide. 
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The USA PATRIOT ACT, consists of ten sections (so called Titles). Under Title I and II 

(Enhancing Domestic Security against Terrorism and Enhancing Surveillance 

Procedures), the most important regulations in terms of an enormous shift of power to 

state, governmental and intelligence organs is regulated. Section 103 of title I regulates 

„Increased funding for the technical support centre at the Federal Bureau of 

Investigation“ (US Congress, 2001), section 105 permits the „Expansion of National 

Electronic Crime Task Force Initiative“ and sections 201 to 225 permit the surveillance 

and interception of basically all digital entities to be used by society. From SEC. 201. 

we can learn, that law enforcement agencies and intelligences, among them the Federal 

Bureau of Investigation (FBI), have the „authority to intercept wire, oral and electronic 

communications relating to terrorism“ (US Congress, 2001). Also surveillance, here 

called interception, is made legal in the context of „computer fraud and abuse offences“. 

But the US surveillance programs German intelligences are also benefiting from, 

actually are capable of much more, this, the USA PATRIOT ACT permitted them to do. 

 The PATRIOT ACT can be seen as the juridical foundation for the so called War 

on Terror or Global War on Terrorism that has been proclaimed by the Bush 

administration after the attacks on the World Trade Center.  

2. Defining Democracy, defining Surveillance 

After defining the research problem and the research question, two elementary pillars of 

our construction have to be explained carefully in order to later on gain valid, solid 

statements on the discussion about the tension, the problems between democracy and 

surveillance: The terms democracy and surveillance themselves. Therefore, this second 

chapter will consist of three points: The definition and the discussion of the term 

democracy, the definition and the discussion of the term surveillance and to finalise this 

chapter, the formulation of the hypothesis that can be drawn from the inherent tension 

in-between those two concepts. 
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2.1 What is Democracy? 

Well, yes, what is democracy actually? Let’s take a glance at the etymology. The term 

democracy has it’s rules in the Greek word dēmokratia (grek. δηµοκρατία), which 

consists of the words dēmos (grek. δῆµος, engl. people) and krátos (grek. κράτος, engl. 

force, power, Oxford Dictionaries, 2016). So, put together, democracy means the power 

of the people. Political sciences differentiates  many different forms of democracies and 

a short overview is provided under point 2.1.5 of this paper. But for now, we shall 

mention one very important dichotomy to distinguish at least between two forms of 

democracy: indirect and direct democracies. In an indirect democracy, the people vote 

other people and therefore supply them with power, in order to authorise them to make 

decisions for them. In a direct democracy, the people themselves have the right to 

decide over the politics of a state. Hansen describes indirect democracy as follows: „[] 

la seule décision que chacun a le droit de prendre, c’est de choisir ses 

décideurs.“ (Hansen, 2003, p. 21).  

In my opinion, according to my experiences, the assumptions and the perception of 

democracy among people and also the elements that should or should not constitute a 

democratic state, or to put it more simple, that constitute a democratic conglomeration 

of people that share common values, a common land to life on, and a regulatory, 

official, power if we want to stick with Georg Jellinek’s doctrine of the three elements 

that constitute a state (Jellinek, 1900), are varying vastly. 

We have to strictly define what we understand under the term democracy, and also what 

subtypes and hybrid regime we know of, as I am going to discuss the implications of 

surveillance on a normative basis later on.  

 The Federal Republic of Germany (FRG) claims to be a representative 

democracy. That means, that the government shall be controlled by a parliament. The 

German parliament is called Bundestag. The members of Bundestag are elected by the 

German people, that have the right to vote. This mechanism goes seemingly along with 

the constitution, the basic law of Germany, that is the foundation to define whether a 

political decision, a political act is legitimate or illegitimate. From the German 

constitution, so called Grundgesetz, we can learn from article 20, and I quote:  
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 „(1) The Federal Republic of Germany is a democratic and social federal 

state. (2) All state authority is derived from the people. It shall be exercised 

by the people through elections and other votes and through specific 

legislative, executive and judicial bodies. (3) The legislature shall be bound 

by the constitutional order, the executive and the judiciary by law and 

justice. (4) All Germans shall have the right to resist any person seeking to 

abolish this constitutional order, if no other remedy is available.“ (Article 

20, German Basic Law). 

So, we can learn from the very foundational law of Germany, that the FRG considers 

itself a democracy, which has no power of it’s own. There is no power of the state as a 

governmental organ, there is no power of few over many, no authority empowered over 

the mass of people it should govern and represent. State authority is supposed to be the 

representative will of the people, summarised in smaller units to maintain daily politics. 

 As we want to define how the present online surveillance activities can be threat 

to the democracy and democratic norms, we have to take a look at different forms of 

democracy. And not only we may focus on the definition of different forms of 

democracy, we may also discuss more restrictive and autocratic forms of governments / 

states, in order to widen the set of instruments we operate with during the discussion of 

the implications and consequences of online surveillance. W i t h i n t h i s 

chapter, I will give an overview of the development of democracy and different 

(relevant) forms of democracy we know of. Furthermore, I am going to make clear, why 

this Thesis will focus on a normative approach instead of a realistic approach, when we 

talk about the tension between democracy and online surveillance. Why the freedom of 

the Internet is so enormously important for a modern, functioning democracy, I will 

explain under point 2.1.4. For now, we shall start with the discussion of what democracy 

actually was supposed to be in the beginning. We shall take a look at the very dawn of 

democracy. 
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2.1.1 Dawn of Democracy: The Greek concept 

The history of democracy dates back thousands of years by now. In recent years, 

historians have dated back the birth of democracy to 508/507 B. C. (Raaflaub, Ober & 

Wallace, 2007, p. 1) in ancient Greece. We can furthermore determine the years 410 to 

399, when we want to look at specific characteristics of the organization of society and 

the state, as law in Greece has been revised until that period (Hansen, 1999). 

 One of the most important characteristics of the Athenian democracy within the 

context of this research is, that within Greek democracy, society „distinguished between 

a public and a private sphere“ (Hansen, 1999, p. 123). That means, that the 

governmental institutions of ancient Greece did not intervene and not regulate into 

private issues, that were not connected to the administration of the state or that were to 

interact with the interests of the society as a whole. Social activities, also upbringing, 

agriculture, craft, trade and other entities were not subject of state regulation (Hansen, 

1999, p. 123). That means, that privacy was respected even 2,500 years ago. Nowadays, 

we highly value privacy in democratic states as well and we can learn from a multitude 

of law and conventions and declarations in both national and international law that 

privacy is an extremely important entity that demands to be protected. It is one of the 

most important values, one of the most important issues that serve the well being and 

the development of human.  

 In the field of democracy research, we can distinguish between normative and 

realistic concepts. Normative approaches investigate upon democracy from very basic, 

so to say ideological points of views, while realistic democratic concepts focus on the 

meaning and the functioning of democracy and democratic elements embedded in a 

certain system that shape the actual phenotype of democracy. This certain system, like I 

just called it, can be summarised under the terms capitalism and the (mis-)use of power 

by the powerful. As I already announced, that I will discuss the consequences of online 

surveillance for society and democracy from the normative perspective, we shall now 

define and distinguish between the normative and realistic approach in democracy 

research.  
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2.1.2 Normative vs Realistic Democratic Concepts 

The discussion of online surveillance in Germany in this paper is, like I already wrote, a 

quite complex topic. When we want to know, how surveillance, especially online 

surveillance is threat to freedom, to democracy, and to privacy in everyday life of the 

people, we have to define two very prominent perspectives, two approaches in 

democracy research: Normative and realistic approaches.  

 From the perspective of the normative approach, we can argue, that certain 

norms, that are considered valid in a democracy — independent from it’s actual 

fulfilment — have to be fulfilled. If this norms have become constitutionalized, we can 

argue, that we can rely on this constitution, on this very basic declaration of a state, on 

its ground rules. It is the rules of the game our society is supposed to function along. It 

is the basic rights that define our personality, our character, it is the foundation every 

act, might it be societal and / or governmental, has to be grounded on without conflicts. 

If this foundation is rocked, we have to question, we have to highly doubt, we have to 

disagree with the claim of being the thing we claim. We have to disagree with the claim, 

that Germany is a state, that grants and protects fundamental rights. 

Normative definitions of democracy try to come up with moral definitions, moral 

thoughts and explanations why democracy is desirable after all (Christiano, 2015). 

 In contrast to normative definitions of democracy, we shall look at the realistic 

approach on democracy. Like the name of this approach already implies, the realistic 

approach in democracy theory tries to implement certain democratic instruments into 

the process of politics that root in democratic desires, like participation in general or the 

possibilities to introduce more participation by the people in daily politics. The realist 

approach considers certain elements of a status quo democracy as already given and we 

might say, it does not further question them. Realist approach is not an in-depth 

ideological approach, but the attempt to operate in a rather democratic way within a 

certain political setting that is not further questioned (for example a representative 

electoral system). Jack Walker summarises the downsides — as I like to call it here — 

of the realistic approach in democracy theory from the perspective of elitist theory. He 

argues, that  

 „the adequacy of the elitist theory of democracy, both as a set of political 

norms and as a guide to empirical research, is open to serious question. It 
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has two major shortcomings: first in their quest for realism, the revisionists 

have fundamentally changed the normative significance of democracy, 

rendering it a more conservative doctrine.“ (Walker, 1966, p. 286). 

Elitism and realism we can argue, is very much connected in Germany. We are far away 

from a political utopia that grants equal rights for everybody. Instead, the so often 

referred to scissor between rich and poor, or to adopt the picture more adequately: the 

scissor between the mighty and the ruled-over is opening ever more. Using the realist or 

elitist approach, we could explain why German „democracy“ is an in fact non-

representative system that supports elites and how they got, where they are. The place of 

elitist theory in democracy is pretty much explained in John Nagle’s System and 

Succession (1977). For now, let me explain, why I tend to use a normative perspective. 

2.1.3 Why we chose the normative approach 

I want to explain, why surveillance and online surveillance in particular is a severe 

infringement of democratic principles; why surveillance is one of the greatest dangers to 

a societal community mankind can imagine. Of course we can explain and criticize 

surveillance from a realist perspective, and I even will shift slightly to a realistic 

argumentation when we come to the explanation of surveillance in the context of 

securitization. We then will see the motivations of a state, of both Germany and the 

USA to perform likewise. And we will see, that surveillance is a powerful instrument to 

suppress political and individual freedom of one and society likewise. The realistic 

approach in security studies is very useful to explain why states and intelligences are 

performing like they do. But state authorities are neglecting normative perspectives on 

purpose, I want to claim. There is no humanist approach, no normative social 

justification to the greatest misuse of  power by governments and intelligences we have 

ever seen. 

 Using a normative approach, we can come up with an in-depth critique on 

surveillance and it’s infringements of human rights and basic human values, as 

normative is defined as „Establishing, relating to, or deriving from a standard or norm, 

especially of behaviour []“ (Oxford University Press, 2016). This means, that we can 

use very basic values, the most fundamental legal and moral agreements the human race 

ever came up with in order to criticize online surveillance. 
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Justifying the critique on surveillance with Kant 

Let me now support my aim of criticizing mass online surveillance. Like I stated and 

will state throughout this paper, I want to proof that the intelligences surveillance 

activities are compromising human rights and democratic values at large. Yes, in the 

centre of this paper there is Foucault and Bentham, I am going to apply to the principles 

and consequences of surveillance. But before I am going to apply Foucault, let’s try to 

actually justify the applications of Foucault and his concepts like described in 

Discipline and Punish. The Birth of the Prison. (1975).  

 How can we justify the attempt to show up (exact) parallels between 21st 

century online mass surveillance of a society and a ‚perfect prison‘ where every inmate 

is inspected and watched over at any time, or at least feels and / or fears being surveilled 

at any time and starts to change his behaviour due to that surveillance? It seems to me 

quite useful and logical to argue with Immanuel Kant from the perspective of normative 

ethics in order to proof, that no one entity (in our case the state / government / 

intelligences) has the (moral) right to undermine, infringe and, well, de facto abolish 

basic human rights by interfering and controlling private and personal acts so severely 

like in the case of online mass surveillance. 

 The probably most prominent concept in normative ethics developed by 

Immanuel Kant is widely known as the Categorical Imperative. This imperative, is an 

ethical concept that demands true and virtue acts by all man. It is an „objective, 

rationally necessary and unconditional principle that we must always follow“ (Johnson 

& Cureton, 2016). Also Thomas Hobbes writes in De Cive, when he elaborates certain 

ground rules for rational human living together in society, that „the rudiments both of 

moral and of civil prudence“ (1642, p. 3) is an absolute necessity. The moral perspective 

I am judging online mass surveillance from builds upon the thought, the wish, the 

conviction, that all human beings have the same inalienable rights. Schleiermacher for 

example sees a concept of diversity and individuality even in the moral context. 

(Forster, 2002). This perspective produces a difference in the moral rights, in the 

inherent moral treatment within and between human beings, that makes a great different 

to what Kant says about (common and equal) rights and moral of human beings. For 

this instance, this perspective shall not be applied within this Thesis, when it comes to 
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the judgement and the moral categorisation of the consequences and effects of mass 

surveillance. 

 For this instance, I want to concentrate on the normative implications of 

surveillance that we can draw from human rights perspectives, basic rights and 

philosophical opinions. In order to argue precisely I am for now going to define 

different concepts of democracy, so we can see later on where Germany can be 

categorised, following the self perception of Germany, that manifests in the Basic Law 

and it’s political, representative system. 

2.1.4 The 21st century equation: No online freedom = No democracy 

This paper focuses on the implications, consequences and problems of (mass) online 

surveillance for democracy and human rights. And I want to make my point clear, for 

the picture I am about to draw, when I will be writing about the Foucauldian panopticon 

prison, when I will be explaining, how total online mass surveillance puts each and 

every one of us into a prison. For this instance, I want to explain, how inseparable 

democracy & digital rights actually are. In chapter 2.1 I already wrote, quoting the 

German basic law, article 20, that all state power derives from the people themselves. 

And I accept the fact, that I might repeat myself sometimes: There is no state power 

without the people in a state, that empower officials to represent their will. 

 In recent years, an insane number of papers and scientific articles has been 

published, dealing with restrictions of the free expression of opinions, Internet 

shutdowns, net neutrality, censorship and other restrictions that undermine digital rights.  

 I want to claim, that the Internet per se evokes neither positive, nor negative 

consequences on democratic developments, nor does the Internet, to put it the other way 

round, per se induce autocratic characteristics in a society. That is due to the fact, that 

the Internet is first of all a technical, neutral communication pathway. The usage 

depends fully on the political system. It is like using a knife: you can use it to cut bread 

in order to feed your family — but you can also use it to stab a person. Most of the 

communication data produced on the 21st century is transported / communicated over 

the Internet. In order to uphold freedom of expression, of opinion, and therefore to 

uphold human rights, it is elementary, that the Internet is free — both to access and free 

from surveillance. Scholars are aware of the fact, that, „the Internet can be used both as 
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a tool for democratization as well as an instrument for authoritarianism.“ (Best & Wade, 

2009, p. 255). Best and Wade focus on the sheer accessibility to the Internet, that 

establishes democratic characteristics: Person A from country A1 can communicate with 

person B from country B1. And of course, this is true. It is an important pillar of 

democratization, that online communication is available per se. But we also have to be 

able to communicate freely without being surveilled. For this instance, I can surely not 

agree at all with what Spanish sociologist Manuel Castells writes: „Communication by 

the Internet is free in general terms. It is monitored, it is true, and privacy has ceased to 

exist on the Web. However, there is so much information to be processed and so many 

imprecise search engines that the only victims are the usual suspects“ (Castells, 2006, p. 

96). I do not know, I have to make that clear, what Castells means with ‚the usual 

suspects‘, as he does not explain it himself. I only can assume, that he is referring to 

actual criminals, as he already is describing that certain group of people as ‚suspects‘, 

even if he is being laconically arrogant. Still, I say that Castell and everyone who is 

with Castell and his opinion, are totally wrong in a sad way. I say, that trust and honesty, 

among with privacy is an elementary pillar of democracy in the context of Internet 

usage, or as Peter Dahlgren puts it: „Democracy will not function if such virtues as 

tolerance and willingness to follow democratic principles and procedures do not have 

grounding in everyday life“ (Dahlgren, 2000). 

West = good. East = Bad. 

What I note with regret, is that one of the most prominent and most trusted indices by 

scholars is not reflecting the consequences and implications of online surveillance by 

the German and US government and the intelligences: The Freedom on the Net Report, 

that is complied and published every year by the non-profit-organization Freedom 

House (FH). The Freedom on the Net Report operates basically with three dependent 

variables: Obstacles to Access, Limits on Content and Violations of User Rights. The 

100-point scale FH is operating with consists of 25 points in the section Obstacles to 

Access, 25 points in the section Limits on Content and 40 points in the section 

Violations of User Rights. The lower the score, the better is the phenotype of digital 

rights according to FH. On the 100-points scale, Germany scored 17 points in 2014 and 

18 points in 2015. So, FH attested a minor decline in the freedom on the net: The score 
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in the category Limits on Content rose from 4 to 5 and therefore worsened slightly — 

the other two indicators remained stable at 4 points (Obstacles to Access) and 9 points 

(Violations of User Rights), (Freedom House, 2015, p. 1). All in all, FH is attesting both 

Germany and the USA (score of 19, Freedom House, 2015, p. 1) the seal of approval: 

‚Free‘. From the image (Figure 1) below, we can see a worldwide overview of the FH 

ratings. Countries marked green have been considered free in terms of online / Internet 

freedom, ochre ones partly free, purple ones not free and countries marked grey have 

not been object of assessment (not assessed). In this FH rating, we can see a clear divide 

between western countries, including but not limited to the USA, Canada, Brasil, 

France, UK and Germany that have been considered free by FH, and eastern countries 

like the Russian Federation, China and others, as well as the middle east and Saudi 

Arabia that have been ranked labelled not free. 

 

Figure 1: The Freedom on the Net report 2015, considering the Internet in both the FRG    

     and he USA ‚free‘. (Freedom House, 2015). 
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For now, all of what scholars write and what I know, there might not be a doubt that, 

just to point out two examples, in China (He, 2001, p. 264 ff.) and the Russian 

Federation (e. g. Gall, 2015) freedom of the net, and also freedom of the press is not 

established. The Russian Parliament, Duma, set law into force in 2012 that establishes a 

‚Black List‘ of webpages to be shut down by the government. Critical voices to this 

censorship are often being slandered with false accusations, mostly being labelled as 

pedophiles, as the Russian law is officially in force to „crack down on child 

pornography, as well as sites that promote drug use and teen suicide“ (Elder, 2012). 

Another indicator, that leads to the assumptions, that press freedom in Russia is not 

established is the sheer number — 23 — of journalists, that have been killed „in direct 

relation to their work in Russia since Putin first came to office in 2000“ (Suleymanov, 

March 5, 2015). 

 For all I know, and for the sheer fact, that most of our work, most of services and 

most of our communication strongly rely on technical features that are at some point 

connected to the Internet, and this communication super highway being controlled and 

surveilled without normative grounding, for the political discourse taking place in big 

shares in online media and online social networks, I say, that freedom of a person in 

general is correlating heavily with online freedom. And as freedom of a person is one of 

the key features of a, and also the so called German democracy, a real democratic 

system is not given anymore. And for the feature of investigation within the means of 

this paper, I at least want to claim: One of the most important features that constitute or 

doom a democracy in the 21st century — the Internet — is used to suppress the freedom 

of speech, of opinion, and political freedom. 

2.1.5 A lot of Democracies 

As we know and as I wrote under point 2.1, the FRG claims to be a representative 

democracy. Now, when the headline of this chapter says A lot of Democracies, I am not 

planning to list up: parliamentary democracy, direct democracy, radical democracy, and 

so on, but I want to give an overview on how political systems that are officially 

perceived as democracies, and in most circumstances also claim to be democracies, as 

democracy seems to be a very modern term that is the suit to wear if a country wants to  
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join the society of global politics and economics, to join markets, can be categorised in 

sub-types of democratic systems and also can be categorised as anti-democratic. 

There is a multitude of different approaches that orientate along different theories of 

democracy among the categorisation whether a country fulfils the definitions of 

democracy or not. Thomas Christiano claims that „democratic process has an intrinsic 

fairness“ and „democracy is required by justice understood as the public realization of 

equal advancement of interests“ (Christiano, 2003, p. 4). He argues, that aims in a state, 

in a society, that political targets should orient on what is good for the people 

(Christiano, 2003, p. 4). From Max Weber’s understanding of democracy we can learn 

on the other hand side, that „even in a democratic state, domination of the ruled by the 

ruler(s) is simply an unavoidable political fact“ and furthermore, that „the only choice is 

one [a democracy] between leaderless and leadership democracy“ (Kim, 2012).  

 In my opinion, even if we have next to each other the liberal rights approach to 

democracy by Christiano, and the realist approach to democracy by Weber, both do 

underline a certain fairness, a just behaviour of the ruler over the ruled ones, a 

legitimate and legal rule be the rulers. So we can argue, that with secret programs of 

online mass surveillance, some elementary factors of democracy have become 

overthrown, the people have become incapacitated, and therefore online mass 

surveillance cannot be an element of a democratic state. Online mass surveillance is not 

only there to threaten democracy, but its sheer existence might give proof to the thought 

that a democracy at all cannot be seen as given anymore in Germany. 

The age of post-democracy 

Besides from the attempt to categorise a democracy, which implies, that one actually 

believes or argues, that a democratic state which is subject of investigation actually still 

exists, I would like to go one step further, especially with regard to the topic of this 

Thesis, and take a look at what is understood as a post-democratic state. Very 

interestingly, Norberto Bobbio discussed a dichotomy: The tension between democracy 

and dictatorship, which is also the title of his book. In a state, he writes, there is always 

another dichotomy inherent: the public sphere on the one hand side, and the private 

sphere on the other (Bobbio, 1989, p. 4). This we can say is one of the core assumptions 
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of democratic theory, and even the Athenian democracy made exactly this distinction, as 

I already explained in chapter 2.1.1.  

 Within a surveillance state, the boarder between public and private is vaporised, 

as the surveillance state is — and additionally to this unknowingly in most cases by it’s 

victims, the people — penetrating the boarders of the private and hacking into private 

information, saved and transmitted between digital devices.  

Illiberal Democracy 

Arguments from the past and the present 

The earliest prominent account on what has been called an Illiberal Democracy came 

from political philosopher John Stuart Mill in 1859 alongside with his publication On 

Liberty. Mill identifies what he calls the tyranny of the majority (p. 94) as the main 

reason for an illiberal democracy, as he argues out of the perspective of utilitarism. So 

we can say, that the majority of the people always tries to act in favour of their own 

interests, whatever those might be. With this mostly few elementary wishes that are 

embedded in society, people tend to see a certain use in the few political aims, that 

might unite them. And they feel, as they would have the power. But as soon, as their 

superficial wish has reached political reality, or even legislation, law in force becomes a 

limit, a burden, a new rule, that can cut and denigrate the actual political — or whatever 

they might by: human, social, economical — rights. We can say: the desire to freedom 

and the desire to the rule of law have become the exact opposite that can show itself 

very prominently in certain phenotypes. This gets very clear, when I will come to the 

point to explain the tension between democracy, and all the constitutionally granted 

rights and securitization in chapter 3 of this paper. We can summarise in the case of 

online mass surveillance: people have the need for security, embedded in themselves 

deeply, as the need for security is a very basic instinct. So, in our case, the German 

society demands more security in the wake of terrorist attacks, as they feel threatened 

— but their basic desire, that stands behind all that wishes, that manifest themselves in 

political agendas, like the call for more police and executive state power is running in 

the exact opposite direction: the limitation of the power, of civil rights of the majority of 

the people.  
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There are also arguments, stemming from rather present years, that constitute the „Rise 

of illiberal Democracy“ by Fareed Zakaria. Very similar to the arguments made in this 

Thesis, Zakaria writes, that more and more states all over the world claim to be a 

democracy, and more and more states are ‚constitutional democracies‘ — states, that are 

bound to the rule of law, according to their constitutions or their basic laws, upholding 

public rights and the principle of the rule of the majority. But to my great 

disappointment, the Indian-US-American journalist Zakaria slams right into the old 

notch, basically arguing, that all western ‚democracies‘ are legitimate, ‚good‘, ‚rule-of-

law‘ democracies, and that just the young democracies and transit democracies in the 

eastern European region would have the problem of illiberality (Zakaria, 1997, pp. 26 

ff.).  

 I do know, that there is many other factors to take into account with, if I was to 

give proof, that the FRG is no democracy. But given the fact, that this state is 

undermining and breaking certain ground rules, morally, legally, and juridically on 

purpose, makes way for a severe reconsideration about the political system we live in. 

With this in our minds, with the short consideration of what a democracy actually 

should be, I would now like to discuss the term surveillance per se and what notions 

there are and what different sorts of surveillance we can think of. 

2.2 What is surveillance? 

After we have looked at different approaches and theories of democracy and it’s 

philosophical approaches, we now come to the point where we have to explain what 

surveillance actually is. The word itself roots in the French term surveillance, spelled 

likewise and from the verb surveiller, which means oversight, supervision, respectively 

oversee, watch (oxforddictionaires.com , 2016; Online Etymology Dictionary, 2016). 

Petersen distinguishes optical, aerial, audio, radio-wave, GPS, sensors, computers and 

Internet, data cards, biochemical, animal, biometrics and genetic surveillance (Petersen, 

2013, p. 39ff.) So we can say, that there is meanwhile the technical possibility to collect 

und oversee almost any processes of life. 

 Even if I want to focus on the consequences and threats through online 

surveillance, I would like to draw a little map of what can be understood as surveillance 
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in general. What activities in society, what circumstances and motivations in society are 

given, what elements surround the rather abstract word we seem to know so well? 

 Surveillance can take place in almost every situation in everyday life. And as we 

also have to take a look at the concept, the process and the function of securitization, 

mostly as defined by the Copenhagen School of Security Studies in order to define the 

line that online mass surveillance is crossing and therefore breaking fundamental rights, 

we should have a picture of what surveillance is as such, what socially accepted forms 

of surveillance there are, where forms of surveillance actually can or could fulfil a 

justifiable purpose.  

 As we have learned from the definitions above, surveillance is neither connected 

to a political or greater philosophical aim, nor to negative entities per se. As for example 

article 16, paragraph 1 of the Convention on the Rights of the Child says that, quote, 

„No child shall be subject to arbitrary or unlawful interference with his or her privacy 

[].“ (UN General Assembly, 1989) there is a multitude of examples in everyday life we 

can come up with, where children are being „surveilled“. For this instance, I would like 

to tell a short story from my own experiences: As part of the practical education at a 

higher secondary vocational school, I worked as an intern at a kindergarten. This 

institution’s ideology, if I may say so, was based on the principles of Maria Montessori. 

One of the core values of the so called Montessori School that was developed by the 

Italian M. D. and philosopher, is „Aiutami a fare da solo“ — ‚help me to do it by 

myself‘ (Montessori, 1913). Independence and self motivation, therefore infant privacy  

is highlighted. But still: Even if the children were supposed to have moments on their 

own, educators were close by and had an overview of what was happening in the group. 

But we cannot say, that this kind of attention would be a (severe) infringement of infant 

privacy, and I would not dare to say, that this is a case of „unlawful interference“ with 

the child’s privacy. Still, the activities of the child limited to the given possibilities, that 

are created by the kindergarten teachers and the leaders of the institution, above that by 

state government (dt. Länderregierung), where the political power for education lies 

according to the basic law (see article 30, Basic Law; Deutscher Bundestag, 1949). But, 

we might take a look at another example, where the case might be a lot clearer and the 

infringements of this basic right is most likely given in a severe form. In recent years, 

the effects of surveillance on children has been examined closer. For good reasons: 
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According to a survey conducted by Intel Security among German parents, 58 percent 

control, what their kids are doing online (Intel Security, 2015, quoted by Rekowski, E. 

v., crn.de, 2015). 

 Petersen writes that „surveillance covers many forms of observation and 

information-gathering“ and she notes that it ranges from wired secret agents to drug-

sniffing dogs and portable DNA kits, and furthermore that „some forms of surveillance 

are so common, we don’t give them a second thought, like checking a peephole if 

someone is at the door, or glancing a Caller ID to see who phoned“ (Petersen, 2013, p. 

4). Or take as another example intensive care stations in hospitals. They are called 

„Überwachungsstationen“ or „Intensivüberwachungsstationen“ in Germany. 

Surveillance in this case shall serve a good cause: the 24/7 insight in the acute 

development of people with live threatening diseases and medicinal emergencies. But 

on the other hand side, to complete that thought: In the case of intensive care we as a 

society and probably the majority of the patients in hospitals that are dependent from 

intensive care stations, have chosen to be surveilled in this case. We can chose, if we 

want doctors and medicinal staff and health insurances to get insight in very intimate 

information such as life parameters: we can opt out of this care for example with 

advance patient decisions. In this case, the possibility of having an option to become 

subject of surveillance grants the fulfilment of basic human and constitutionally granted 

rights.  From those examples, we can see one more time, that surveillance as such is 

neither good, nor bad, but a state, a process, that allows people to gather information 

about other people — without their knowledge and beneath their awareness. For this 

instance, I consider the general definition of the term and the meaning of surveillance 

for this Thesis appropriate, as we are about to investigate on a phenomenon, that 

perfectly fits this definitions: I am about to describe the process and the consequences 

of one sphere of people (basically intelligences) that check on another sphere of people 

(everyone surveilled by the NSA and BND programs), without any obvious possibility, 

that the surveilled group might take notice of this process. 

 For this instance, I will now be more specific and explain the concept of choice 

concerning surveillance within the means of this Thesis: Michel Foucault’s concept of 

surveillance and the real world surveillance concept / idea in order to surveil prison 
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inmates it roots in: Jeremy Bentham’s idea of an inspection house that does not allow 

privacy at all, and evokes some terribly interesting psychological consequences. 

2.2.1 Michel Foucault’s concept of surveillance and Jeremy Bentham’s idea of 

 The Inspection House 

Michel Foucault offers a highly complex, an intense field of insights, examples, 

metaphors and names for the motivation, the elements, the establishment, the reasons 

for stability in a system of surveillance, or how he called it in his theories, picking up 

Jeremy Bentham: panopticon. There is no need to just transcript all of Foucault’s 

thoughts to the topic, but to rather concentrate on the important entities Foucault 

managed to form into words for our topic, which is online surveillance. During the 

lecture of Foucault, I was probably most impressed by the term rhythm. Rhythm can be 

seen as interdependent with the term power and surveillance. 

 Foucault describes rhythm as one of the three elements of a theoretical model in 

order to control the activity of people. Alongside the establishment of rhythm, there is 

the imposition of particular occupations and the regulation of the cycles of repetition 

(Foucault, 1975, p. 149). So it is all about the control of activity. If we want to take a 

quick look at the field of our investigation, online surveillance, we see, how we can 

apply these entities to our research. First of all, this Thesis is about the surveillance of 

people going online. And with the powerful surveillance programs established by the 

NSA and BND, the activity of people can be logged and monitored at all times, so to 

say: controlled. Control of activity fits for our investigation. Let me at this point just 

recall another quote from former NSA Counsel Stewart Baker, who said in an interview 

„metadata absolutely tells you everything about somebody’s life. If you have enough 

metadata, you don’t really need content.“ (Baker, 2013).  

The panopticon 

Foucault, who was meditating around the principle of the panopticon, that was 

introduced by Jeremy Bentham alongside his concepts for the so to say perfect prison 

(Bentham, 1787, in Miran Božovič, 1995) in letters to a friend starting in the year 1787 

in Crecheff, White Russia, deduced the concept of panopticism. Part of Foucaults ideas 
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about surveillance and the expression of power, so to say dominance, is deducted from 

the idea of the panopticon. The figure below shows the Cuban prison that was operated 

between 1928 and 1967 on Isla de la Juventud, 50 kilometres south of the western side 

of Cuba.  

In figure 2 below, we can see the sketch for the panopticon prison, designed by Willey 

Reveley in 1791. We can perfectly see, how the original sketch was in it’s principles 

built in realitas 1:1. Now, let us take a close look on that design that I will firstly purely 

explain descriptively, so we can fill the different details of the panopticon prison with 

meaning right after that. 

#  

Figure 2:  The original design for a panopticon prison, sketch by Willey Reveley in 

1791. Clockwise, from top left to bottom: Front view on the building; 

interior architecture, space and room plans; ground plan. (Reveley, 1791). 
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#  

Figure 3: Presidio Modelo, a Cuban prison operated between 1928 and 1967 on Isla de 

     la Juventud. (amusingplanet.com, 2016). 

Bentham describes in his letters from Crecheff, White Russia, to an obviously 

anonymous friend in a rigorously detailed manner how he imagines the perfect prison, 

where every inmate is surveilled at any time, no action can be acted out unseen and 

where no privacy at all is possible for the prisoners. In his second letter, Plan For A 

Penitentiary Inspection-House, he describes the architecture of the building itself that 

we can see in Figure 2 as a sketch, and in Figure 3 above as one example of an actual 

prison according to Bentham’s and Reveley’s plans that has, like I already wrote, been 

constructed (Presidio Modelo on Isla de la Juventud). 

 So, let’s take a look at the construction plan and the photo above. Bentham 

writes, that the building shall be circular, and „the apartments of the prisoners occupy 

the circumference“, furthermore, the cells ought to be separated from each other 

(Bentham, 1787, in Božovič, 1995, p. 35). We can see this very clearly in both pictures 

above. In Figure 2 we can see the single cells, each of them labelled with an A strictly 

separated from each other. By doing this, no communication among the inmates should 

be possible. The people inside the cells do not see their neighbours, there is no human 
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being in their closer sight, they just see the inmates in a narrow angle on the other side 

of the building. In the centre of the building, we see the tower, where the inspector, like 

Bentham calls the surveilling entity (we can also call him in this case the warden) will 

be located. Bentham called the „apartment“ for the inspector the „inspector’s 

lodge“ (Bentham, 1787, in Božovič, 1995, p. 35). The relation of the inmates and the 

inspector is very perfidious. The inspector can see every inmate at any time, but the 

inmates can never see the inspector. Bentham wrote in his 5th letter, in which he 

describes the crucial parts, the essential concepts of the inspection house that „the 

essence of it consists, then, in the centrality of the inspector’s situation, combined with 

the well-known and most effectual contrivances for seeing without being seen. As to the 

general form of the building, the most commodious for most purposes seems to be the 

circular: []“ (Bentham, 1787, in Božovič, 1995, p. 43). I already described this 

phenomenon in the article Everyday forms of peaceful online resistance in the context of 

online surveillance (2016), when I was referring to James C. Scott’ notion of resistance. 

The fact of seeing without being seen, or, for the following argumentation, let me put it 

the other way round: being seen without seeing evokes a perfidious psychological 

phenomenon, that has been described by Duval & Wicklund: the so called objective self 

awareness (Duval & Wicklund, 1972). Objective self awareness says, that individuals 

start to objectify themselves in the case, that rules have been put upon them to be 

followed and a controlling instance is established, that is there to watch upon the 

fulfilment of these rules. Being an inmate in a panopticon prison has to be psychological 

hell: The inmates do not see the warden, no controlling person, but they know that they 

are being watched, all day, everyday, as the mighty symbol of power and surveillance 

rises right in front of them: The inspection tower. But the actual psychological twist is 

this: Bentham’s prison plans demanded one or two wardens in the inspection lodge. It is 

impossible for two persons to persistently watch only 20, or even just ten inmates at the 

same time. Bentham’s plan — and this also goes along with the concept of objective 

self awareness — implied a change of behaviour among the inmates, as they never 

ought to know, if they are being watched by wardens, or not. They couldn’t possibly 

know. For this reason, for the sheer fear of being controlled, for knowing, that there is 

no place in the cell that is possibly out of the warden’s sight, the inmates started, of 

course induced by that fact, to discipline themselves. But furthermore, the inspection 
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house is constructed in a way that the inmates not only constantly fear, or have the 

impression of being watched, but that they in fact are being watched at least most of the 

time (Bentham, 1787, in Božovič, 1995, pp. 43 & 44). The procedure of the inspection 

itself is referred to as „business“ (Bentham, 1787, in Božovič, 1995, p. 43). 

 It is almost confusing to read Bentham’s plan further on, as he writes about the 

measurements of the cells, that ought to be of relatively „comfortable“, if I may say so, 

dimensions. There is obviously no need for the prison cells to be of lower height or to 

design them in any way that major or constant enervating physical inconveniences and 

problems would be evoked for the aim to break the will of the inmate. Comfortable cells 

could be interpreted as another expression of power over the inmates, as sufficient space 

might be considered as an ironical gift, like: ‚There you go. Feel free to lay down, sit or 

stand wherever in that cell you like to. This makes no difference for us to watch over 

you‘.  

  The perfidious construction of Bentham, the relationship between the holders of 

power (e. g. the inspector) and the one’s that are under the influence of the power (the 

inmates) is not a simple equation, not a reaction like: A  →  B, but like I announced 

much more complex: The inspectors of lower hierarchy are surveilled, are under 

inspection themselves (Bentham, 1787, in Božovič, 1995, p. 43). They themselves are 

under persistent pressure to perform right, to obey. Bentham quotes the Roman poet 

Juvenal, who lived between the 1st and 2nd century A.D., who wrote in Satires: „Quis 

custodiet ipsos custodes?“ (Juvenal), which can be translated as ‚Who will guard the 

guards?‘. As Bentham sees enormous improvements in the practical working procedure 

of the guards, he suggests to dramatically increase the punishment, in case the wardens 

do not fulfil their duties properly (Bentham, 1787, in Božovič, 1995, p. 43).  

 The system of surveillance that also puts pressure and the feeling of being 

watched over onto the guards is extended furthermore as the inspector’s lodge serves as 

a habitat for the head inspector — and his family (Bentham, 1787, in Božovič, 1995, p. 

44). The inspectors lodge can be imagined like a flat, a constant living opportunity for 

the inspector and his close relatives. But it is not like Bentham would have had social 

thoughts in mind, on the contrary. This puzzle piece fit’s perfect into the system of 

‚perfect surveillance‘ within the inspection house: Bentham wants the family of the 

inspector to life in the inspectors lodge, as „the more numerous [] the family, the better; 
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since, by this means, there will in fact be as many inspectors, as the family consists of 

persons, though only one be paid for it“ (Bentham, 1787, in Božovič, 1995, p. 44). We 

can see, how professionalism or a proper job education is not at all important to express 

control and power over the people, the inmates. It is mainly about the sheer number of 

eyes, that watch over the inmates, which leads to the constant fear of being watched, 

surveilled, controlled, which leads to constant self objectification and a massive change 

in behaviour.  

 And so far, we can apply every single element of the inspection house to our 

case of the persistent online surveillance through intelligences. Like I announced, I will 

of course try to explain the theories of Foucault and Bentham correctly and in context, 

but only to that extend, at least in detail, that we actually can use to explain the severe 

problems and the system of injustice among 21st century online surveillance. But, 

again: non of the already encountered psychological phenomena are to be neglected for 

our actual research — we will come to the point, where we can apply them. 

Why open-day-feeling is welcome 

When the cruel, inhuman and unlawful treatment of people in Guantánamo Bay Naval 

Base came to public, the international community reacted harsh. In 2006 „five 

independent human rights experts with mandates from the United Nations Commission 

on Human Rights [] called on the United States to close the Guantánamo Bay detention 

centre and either bring all detainees to trial or release them without further delay.“ (UN 

News Centre, 2006). Guantanamo Bay was and is (80 prisoners are still incarcerated, 

Koren, 2016) a prison, that violates international law and international human rights law 

at it’s severest. And never should and may the inhumane and unlawful treatment of 

human beings be diminished of forgotten in any way, but, to just stick to the rules of this 

insane play of thoughts by Bentham, that have been realized multiple times: He had the 

better idea! Can we know, which prison is more inhumane? Which prison evokes the 

more severe psychological damage? I wouldn’t dare to judge. Guantanamo Bay was 

mostly kept hidden from the public eye. For his prisons, Bentham preferred the opposite 

strategy: He wanted them to be institutions that are open for everybody’s interest. He 

writes:  „[] the doors of all public establishments ought to be, thrown wide open to the 
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body of the curious at large — the great open committee of the tribunal of the world“, 

and with regard to the people who would criticise in this case especially the 

penitentiaries, he says: „And who ever objects to such publicity, where it is practicable, 

but those whose motives for objection afford the strongest reasons for it?“ (Bentham, 

1787, in Božovič, 1995, p. 48). We can conclude, and this might exactly be Bentham’s 

intention, that he wanted the prisons to be perceived as totally normal by the public 

sphere. Who would object to something, that obviously has ‚nothing to hide‘, which is 

‚honest‘ and a ‚normal part of society‘? Where everything is seemingly going hand in 

hand with societal traditions, values and moral, yes, with the judicial right, with the rule 

of law? 

 For now, I want to close the description of the panopticon and take a glance at 

the contemporary criticism of surveillance by David Lyon. 

2.2.2 David Lyon’s 21st century electronic surveillance 

With Michel Foucault using Jeremy Bentham’s architectural plans of an inspection 

house that allows total surveillance and control of it’s inmates in order to draw a precise 

picture with this smart metaphor of the working principle, the conditions, the 

consequences of surveillance in a given habitat, the theoretical basis, the working 

principle of surveillance has been stated very clearly and in many occasions shockingly 

in terms of the severe infringements of basic and human rights. Now, we shall take an 

in-depth look at David Lyon’s notions of surveillance and his analysis of surveillance in 

modern societies like Germany and the USA, that are using online surveillance at large 

(see the surveillance programmes PRISM, UPSTREAM, XKeyscore and so on). 

 Already in his abstract of Surveillance, Power and Everyday Life (2009), Lyon 

writes, that „there is increased need for ethics and politics of information in an era of 

intensifying surveillance“ (Lyon, 2009, p. 1). Lyon already formulated this ethical and 

sharp observation in 2009, when the public, and I assume Lyon himself, did not now 

anything about the actual dimensions of online surveillance conducted by the US and 

German intelligences. Lyon also mentions the social control over people that is evoked 

through online surveillance, as a consequence of this surveillance (2003, p. 81). This 

surveillance, he argues, is „intertwined with [] another feature of today’s cultural ter- 

rain: fear“ (2003, p. 82). We will see this also under chapter 3.5, where I will explain the 
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Paris School of Security Studies that builds up on the ideology of Michel Foucault, 

explaining how the government creates a climate, a problem that only itself can resolve 

again. And one of the most central pillars in this creation is the creation and the 

exploitation of the emotions of people. Similar to what I wrote in chapter 2.2 about the 

forms of surveillance and what I will be describing as human needs to make clay 

soldiers in chapter 5.1.6.2, Lyon observes the increasing digitization of society and their 

needs as a foundation of surveillance, still, I might be more aggressive later on in the 

mentioned chapter. 

2.3 Hypothesis 

Under chapter 4 of this paper, we will start to see, how insanely huge the dimensions of 

surveillance, electronic and / or online surveillance already is. Of course, this 

investigation is about the impacts of online surveillance, but I am and will call online 

surveillance from time to time only surveillance, as so many aspects of our daily lives 

are inseparably woven into a technical infrastructure, are placed into a digital habitat. As 

all our digital channels are being monitored and spied on all day, every day, my 

hypothesis can be put very shortly, but for the sake of a better understanding, I will also 

enclose a more detailed hypothesis. The short and to the point hypothesis shall be put as 

follows: 

We live in a total surveillance society.  

Now, let me put some more detail into what I call working hypothesis. 

With my short and to the point hypothesis above, I have stated an aggressive claim. 

Nonetheless I am convinced of it sadly, that it is true. And I will explain and support this 

hypothesis later on. The following working hypothesis is something like a 

conglomeration of many single hypothesis, that all can be proven, or to put it some 

more objective: demonstrated alongside Foucault’s idea of the panopticon. 

For this instance, let me explain my motivation for every single word in the hypothesis 

that implies a certain entity of meaning, a certain set of circumstances for the state we 

live in:  
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‚We‘: 

This examination is about the digital surveillance that takes place in Germany and is 

conducted by the US and FRG intelligences. For this instance we refers to a defined 

entity, a clear, countable number of people that are affected by digital surveillance, 

whose (privacy, human, individual, digital, personal, working, basic, etc.) rights are 

infringed and undermined by the intelligences and therefore by an official ought-to-be 

protective entity, named the state.  

 We is every person, whose content or meta data — might it be browsing the web 

from his or her home or work computer, for private or professional reasons, might it be 

phone calls or data stored, processed, compiled, etc. on, with, from, by his or her digital 

device — has been subject of: retention, live surveillance, any privacy intruding 

technical act that falls under the definition of the US PATRIOT ACT, or any kind of 

surveillance among the huge surveillance programs conducted by the US. We will get 

the ‚whole‘ picture of what we actually is, when I will explain the technical 

circumstances of the US intelligences surveillance programs in chapter 4.2 . For now, 

we can claim, that ‚we‘ is every person in Germany, that had or has access to a digital 

device, that has been or is connected to the Internet or any other public service 

communication network, like mobile phone networks, phone networks and other 

communication infrastructure that makes use of electronic means of sending and 

receiving data. 

‚live‘: 

‚Live‘ in the context of my hypothesis implies many things. We could also say, we 

function in a total surveillance society, as I mean by living a certain structure of our 

everyday life. A structure, that is object of repetition, the usage of an established 

infrastructure, if we may say so. Speaking with Foucault, he would probably refer to 

what I mean in this context as rhythm. We live in this infrastructure within Germany 

(and of course, any other country which is object of (total) surveillance would fit here), 

as we cannot tunnel it unnoticed by the surveilling entities. At least, we would have a 

very hard time doing so, and to just finish this thought: we would have to live a mid / 

late 19th century life, in some cases a life without technical aids. We not only live in the 

surveillance society, but we actually live the surveillance society.  
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With live, I mean that, what we consider a perfectly normal, modern state of everyday 

duties, pleasures and activities. Theoretically, we all have the possibility to avoid online 

surveillance — by not going online and by ripping out the wireless lan devices of our 

notebooks and smartphones. But we, and try to stick with me when I try to model an 

average day: Have our smartphones next to us when we lie in bed, which means, we can 

be located, have our Facebook, LinkedIn and other social media apps running on this 

smartphones, which makes us subject of interaction with others as they ‚like‘ our 

postings and comments, therefore create meta data, even if we are not actively creating 

content online. We get up streaming music via Spotify and YouTube, and if we do not 

know the name of a song, we ‚Shazam‘ it. We can be tracked (located) 24/7 as soon we 

just carry our mobile phones / smartphones with us. There is not even need to have them 

switched on — but they are never out anyway. If we go to work, we either use 

computers that only we use, or we share them with others. In any way, we log on to the 

operating system with personal accounts, which makes us directly and easily 

identifiable. If we use private computers at work, we are even easier to identify, as we 

most likely purchased the computer with our credit card which we used online and the 

MAC address is, to make it short — excuse this abbreviation, but if you doubt it, think 

about it — directly connected to our credit card number: which makes us easily 

identifiable. We can be tracked down in every aspect of our daily life. Pay with your 

EC-Card, your credit card, you are identifiable. Withdraw money from a random cash 

dispenser: your location is not so random anymore. There is probably hundreds of other 

examples, but I think, you get the idea. It’s ridiculous to come up with ‚under-

hypothesis‘ for the preposition ‚in‘ in my hypothesis? Well, let’s take a look. 

‚in‘: 

‚We live in a total surveillance society‘, not outside of it. We can argue, that saying we 

live in a certain system, ontologically speaking, there has to be an outside. It’s a simple 

dichotomy. And it is necessary to make it clear, that there is the other side of the 

condition in, namely out. For our argumentation, we have to be aware of the ‚out‘, the 

‚outside‘ of a surveillance society. We have to remember the possibility, that there is 

another condition available. And excuse my aggression, if I call that state an utopia. The 

awareness of the outside entity of a surveillance system, a surveillance state, provides us 
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with a set of instruments we can come up with against a system of surveillance. This set 

of instruments, we can operate with in our argumentation to establish the ‚outside state‘ 

or maybe better, to attack the inside status quo, is the rule of law, the implications that 

surveillance evokes, the consequences for human, their rights (human rights, rights 

granted by state and national law, international law, etc.). Of course, the rule of law is a 

de facto element of the state, the entity, that actually comes up with surveillance. I say 

for this instance, that there is only one possibility, how this two entities can survive in 

one and the same system: surveillance is illegal. 

 And of course, the word in in the short hypothesis has practical reasons. Mainly, 

I am focusing on the consequences and implications and problems that (online) 

surveillance brings with itself in the FRG, and that evokes in-depth examination and 

knowledge concerning the technical circumstances of the BND and of course also the 

US (NSA and CIA) surveillance programs.  

‚a‘: 

‚We live in a total surveillance society‘: A with the meaning of ‚one thinkable total 

surveillance society next to others‘. My hypothesis includes the thought, that the 

surveillance society we live in claims to be the opposite of what I am trying to prove in 

this Thesis by showing up the exact characteristics of Jeremy Bentham’s / Michel 

Foucaults inspection house. I claim, that we as a society in Germany live in the constant 

duty to excuse ourselves for the insane horrors between 1933 and 1945 — the Nazi 

regime and second world war crime. Even if I wont go any deeper into the connections 

and possible consequences of WWII, I think, that German politics and also the society 

feel the constant need to underline, that Germany would be a model democracy. In my 

opinion, this is wrong, as society is getting blind for political and societal miss-

developments like total online surveillance. We live in the perception, that after WWII 

democracy has established seemingly out of nowhere and we take it for granted. But 

what we call democracy in the FRG exists slightly after the fall of the Berlin Wall and is 

not granted at all. 
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‚total‘: 

Here, we come to a crucial part of the hypothesis. I say, that we live in a total 

surveillance society. And also, we should distinguish between a total surveillance state 

and a total surveillance society. Surveillance conducted by the US and FRG 

intelligences is hard to categorise into surveillance state and surveillance society, as 

societal life takes place online in huge shares, and online activities are surveilled by the 

state. So we could say that the state has become a very prominent player in societal life 

as well, demonstrating interest in information that are classically not considered relevant 

for security studies and national or international security politics. But I will come up 

with some more details under the term society. Still, my hypothesis is that we live in a 

total surveillance society. By total I mean, that the surveilling entities know: 

•  the precise or approximate location of any individual 

•         the identity of this individual, as it is easily to approach 

•         communication over a digital device (mobile phone, computer, etc.) 

•         meta data, produced by communication over digital devices 

•         content data, produced by communication over digital devices 

•         interests: social, political, private, sexual, etc. 

•         consumer data, via online shop orders & browsing history 

•         consumer data & location via credit card and EC card 

•         the complete social sphere of an individual, including his or her employer 

Well, to sum it up: You may call this online surveillance total, or you may describe it 

differently. But I will try to show up, that the knowledge of the intelligences over 

individuals and their life is as in-depth, as — speaking with Foucault and Bentham — 

the wardens knowledge of a panopticon prison inmate. 

‚surveillance‘: 

Like I explained under paragraph 2.2 of this paper, the term surveillance roots in the 

French word surveiller, which means oversight, supervision. Oversight and supervision 

require a special relationship between overseer and the overseen and this relationship is 

indicated clearly in the word itself. The relationship between overseer and overseen 
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requires a difference in level in between both. This difference in level can probably best 

be explained by the difference in level in terms of the power overseer and overseen hold 

in the context of / in the system of surveillance. According to my hypothesis, we are 

overseen / supervised / surveilled, however we want to call it here, all day, everyday. 

Due to this fact, certain severe implications and consequences are evoked. I say, as we 

are being surveilled 24/7, so very similar to the panopticon prison inmate, we are 

neither free, nor do we get as a society, what we have been and are being promised by 

the political elites: freedom and democracy, as it is put down in the basic law of the 

FRG, including all the typical phenotypes of freedom and democracy, we usually 

associate with democracy. 

 In the first 19 articles of the basic law of the FRG, the so called basic rights are 

put down. These rights are applicable for every human being in the FRG, with one 

exception, as article 16a grants the Right of asylum to people „prosecuted on political 

grounds“ (Deutscher Bundestag, 1949). So, except from article 16a, all other rights 

under the section Basic Rights are directly applicable to every person in Germany. Not 

only are these rights applicable, but also enforceable. 

‚society‘: 

We live in a total surveillance society. Alongside my hypothesis, it is important to 

understand that the people inside a society are not independent from each other. I also 

do not see people, even they are physically isolated inside Bentham’s / Foucault’s 

panopticon, isolated from each other, but at least aware of each other’s existence. The 

Oxford Dictionary describes society as „The aggregate of people living together in a 

more or less ordered community“ and „The community of people living in a particular 

country or region and having shared customs, laws, and organizations“ (Oxford 

University Press, 2016). The society we live in, is both condition and solution to the 

problem of online mass surveillance. But like I already wrote, the solution to total mass 

surveillance is not easy to come up with for that part of society, that is victim of total 

online mass surveillance. We could say that society has chosen the ‚online way‘ due to 

technical developments (the Internet per so, high speed Internet, total connectivity, the 

constant necessity to be online and reachable for job reasons, etc.), occupations shifting 

more and more to the service sector that is dependent from technical, digital 
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communication devices and the role the Internet plays for our spare time (social media, 

online streaming, games, cloud services, etc.). I say, that we already have accepted the 

governments and intelligences path to total surveillance — but this is not what we call a 

mutual agreement in juridical terms. 

 After this rather in-depth description of my hypothesis / working hypothesis, I 

will now try to describe the nourishing ground that surveillance rose from: the both 

nationally and internationally driven political acts of securitization. So let’s try to define 

the concept and the motivation that states put in securitization. 

3. Securitization vs Democracy. Where is the line? 

With my hypothesis, I made a bold statement. Nonetheless, I think it is true, and I will 

proof it. Before I come to this point in chapters 4 and 5, I want to narrow down if there 

is a reasonable line between freedom and securitization, if there is the possibility of 

means of securitization and to be more specific, in our case: means of surveillance, and 

a democracy that can be grounded through a strong, normative approach to actually 

coexist. For this instance, this chapter will deal with a definition of modern terms of 

securitization and an explanation what actually is considered an element of 

securitization. After this I will introduce some of the most prominent approaches of 

security studies: The Copenhagen School after Ole Wæver, who discussed securitization 

within the means of international relations and the Paris School. In between, we shall 

recognize what Foucault says about terrorism. Does insecurity trigger securitization? 

And what is insecurity? Is it just a feeling? Is it measurable, and if so, by what? By the 

sheer number of terrorist attacks? By the expenses on firearms by private households, 

that have risen in Germany by 49 percent in the first half of 2016 (Lutz & Dowideit, 

2016)?  

 Meanwhile, there have been plenty of articles and case studies that point out 

ways of desecuritization, like in the field of minority rights (Roe, 2004). Also, 

Desecuritization has been understood as a concept that can arise, if processes of 

Securitization are still running (Bourbeau & Vuori, 2015). For now, let us look at what 

securitization actually is, and let me demonstrate, how the field of securitization is 

important to take into account within my critique of online mass surveillance. 
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3.1 Defining Securitization 

There are at least two distinct problems, when it comes to the definition of the word 

Securitization — apart from the actual field of usage, its context, in this paper online 

surveillance: Securitization, in German Versicherheitlichung, indicates a process from a 

less secure status to a more secure status. But safety is a very vague concept and is 

heavily dependent from individual values. To just point out my idea in a simple 

example: There are people, that are not scared at all walking through a dark alley alone, 

the nights — and there are people, who wouldn’t dare to do so, because they do not feel 

safe. So the range of the process of securitization cannot be defined. Secondly, 

Securitization has no distinct field to stem from. The Oxford Dictionary defines to 

securitize as follows: „Convert (an asset, especially a loan) into marketable securities, 

typically for the purpose of raising cash by selling them to other investors“ (Oxford 

Dictionaries, 2016). So, the term securitization roots in economics. With this paragraph, 

I want to indicate that securitization might be a process, in the area of politics, to be 

more precise, in international relations and international / national state security that has 

become lose of a defined target and that also has gone lose of the proper usage of the 

instruments it can rely on. As I now want to actually explain Securitization in the field 

of (international) politics, we shall devote ourselves to the roots of contemporary 

securitization by the examination of the Realistic Approach, as it is important to take 

into account within the context of online surveillance. 

3.2 Roots of contemporary Securitization: The Realistic Approach 

According to Wohlforth, realism is based on three core assumptions on „how the world 

works“. Those are Groupism, Egoism and Power-centrism (Wohlforth, 2010, pp 9-10). 

In the case of securitization in Germany (and we should say: also in the case of 

international political interests, driven by securitization), we apply these three core 

assumptions as follows: Politics in Germany takes place in a group. This group can be 

called the state, if we take into account a national perspective, furthermore, these group 

(‚the Germans‘) can be separated in sub-groups of people, gathering with peers that 

have political ideas and wishes / needs in common. These groups traditionally have the 

phenotype of parties (Liberal, Conservative, left, right, eco / green, a. s. o.), but very 

interesting in the discourse of securitization on a national level is modern groupism that 
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takes place in digital spheres, and with Facebook (and of course also other digital 

communities), people with common interests can actually join together in an entity, that 

has the exact name: a group. There is student groups, people who like cats, people who 

fear loneliness, xenophobes, just to mention very few of a huge bandwidth. So let’s 

assume, the element Group and therefore Groupism is existent in the context of online 

surveillance in Germany. Let’s take a look at Egoism. 

 Wohlforth writes: „When individuals and groups act politically, they are driven 

principally by narrow self-interest.“ (2010, p. 10). He writes furthermore, that egoism 

would root in human nature. So both the need for the membership in a group and the 

need for a concept of self and the motivation and strength to set through individual 

interests coexist in man. To demonstrate this on a simple example out of the category 

„student“ like mentioned above: a student is a member of a group, of certain peers that 

have certain characteristics in common, like: studying, common courses, common 

interests to be implied by the course they are taking, a. s. o. But a student demonstrates 

also egoism in the sense of Wohlforth, if he or she for example decides to take a 

semester abroad even though his peers stay at their alma mater, or if the individual 

student decides to switch his major, if the student, due to his preference for non-

alcoholic beverages avoids bars at week-ends, a. s. o. Translated into a political context, 

we can state that every individual has personal motivation to find a certain party or a 

political concept more or less attractive than a certain group he might belong to — or he 

might not belong to, both scenarios are possible. Wohlforth writes: „When push comes 

to shove, and ultimate trade-offs between collective and self-interest must be 

confronted, egoism tends to trump altruism“ (2010, p. 10). So we can say, that even 

though groupism is a requisite in realism, and certainly in the German political and 

economic system (we can see this clearly if we take a look at e. g. the German pension 

system, health insurance, the representative political system, the dependence of an 

individual from a group that provides for him, e. g. in the form of supermarket 

employees, electricians, a. s. o.), individualism is still the strongest motivator in human 

nature, as it finally decides over ones survival. Waltz writes that „the web of social and 

political life is spun out of inclinations and incentives, deterrent threats and 

punishments“ (Waltz, 1979, p. 186). Here, he brings in few words together the need for 

both individualism and groupism in the realistic approach.  
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Even though this chapter says ‚Roots of contemporary Securitization’, I think we cannot 

make our way round what is widely considered the actual root of the realistic approach 

in international relations studies, the assumptions and logics behind Hans Morgenthau’s 

Politics among Nations, published in the aftermath of WWII in 1948. What is the 

thriving force behind international politics? What are the motivations? Morgenthau 

gives huge credit to what he headlined with The Struggle for Power and identified as 

imperialism. He writes that „The true nature of imperialism [] will almost inevitably 

produce a policy of imperialism“ — it would be devised to overthrow the status quo 

(Morgenthau, 1948, p. 34).  This is basically a very important idea to keep in mind, 

describing what actually stands before securitization. In the aftermath of WWII the USA 

strove to reach the status of an indisputable superpower and was for a long time 

considered the ‚leader of the free world‘ (e. g. Landay, August 8, 2016), and US 

officials continue to describe the status of the USA as such. The influence of the USA is 

so huge that it probably doubtless can be described as a superpower, and with regard to 

the global surveillance programs conducted by it’s intelligences, I would not hesitate to 

call this imperialistic politics. 

 As I consider the assumptions provided by the realistic approach of security 

studies as described by Wohlforth as transferable to the political and, very important, to 

the societal structures in Germany, I think it helps us to understand how the 

requirements of surveillance are established and surveillance, in our case the digital 

form, can be uphold. In the next step, I want to take a glance at the Copenhagen School 

of Security Studies, that brings in a so much needed social perspective. This is 

important for this paper, as it deals with the consequences and implications of online 

mass surveillance within the field of social sciences. 

3.3 The Copenhagen School of Security Studies 

The Copenhagen School of Security Studies is one of the most prominent research 

conglomerates and approaches if it comes to the analysis of security and securitization 

within and in between states and it basically roots in the writings and ideas of Barry 

Buzan, Ole Wæver and Joop de Wilde. Buzan writes, that there is for example a rather 

clear definition available, when we look at the term itself and the implications of the 

term power. This is not the case when we look at security in the context of the absence 
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of threat within a state or within international relations studies — Buzan writes that 

literature is „very unbalanced“ concerning security (Buzan, 1983, p. 3.). Buzan and the 

Copenhagen School tried to look at what security actually means, what it implies, and 

how the ‚concept‘ of security is used and misused in speech acts — and this is a central 

pillar of the Copenhagen School’s approach — of officials and politicians on the context 

of national and international security. Buzan tried to answer the question: „What exactly 

is the referent object of security when we refer to national security?“ (Buzan, 1983, p. 

10).  

 For this Thesis and the better understanding of this paper, this is an important 

landmark. Why? Because we can try to narrow down, to embed theoretically, what the 

motivation for an entity like a state and / or governments — and this is the case in this 

paper — actually is, if that mystical thing security shall be established by mass 

surveillance. The big advantage that we are offered with the school of thought, provided 

by the Copenhagen School is that it offers a social perspective on, what Ole Wæver 

calls Securitization. In the centre of the Copenhagen School is the socialization of 

securitization. That is to say, that means of increasing security, or the feeling of security 

among society and individuals is broadened to classical non state actors; actors that do 

not belong to one of the three powers in the state (judicial branch, legislative branch and 

executive branch), but to the social sphere. Schuilenburg mentions „schools, housing 

associations, football clubs, retailers’ associations, and citizens“ (Schuilenburg, 2011, p. 

71). Those non-classical security actors now „take responsibility“ (Schuilenburg here 

quotes Garland, 1996, 2001, pp. 124-127). With this in our minds, we can already 

explain a huge set of problems and implications that can be evoked through online 

surveillance, and even if this will be explained in detail in a later point, I would already 

like to mention some that can be deducted from the, let’s call it ‚socialization of 

security‘: Ordinary people, that have no affiliation whatsoever with an official role, with 

a representative or guarding role for the state like the police and military apparatus, can 

become digital watchdogs. 

As one example of the socialization of securitization, I would like to mention the 

establishment of some sort of online public shunning. In Germany, this concept of 

pointing fingers has become known as Onlinepranger, mainly alongside insulting 

comments and postings regarding refugees. As indeed insulting comments, and among 
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them comments with criminal relevance have been posted on social networks, the 

notorious yellow press institution Bild published an article that was entitled „Erste 

Anzeige! Jetzt MUSS der Staatsanwalt ermitteln“ (Biewald, October 20, 2015). In 

another article heading „Hass auf Flüchtlinge. BILD stellt die Hetzer an den Pranger“, 

that was published fifteen hours earlier, the media house even published a compilation 

of parts of screenshots that show Facebook posts alongside with full user names and 

profile pictures. The article that consists of only nine sentences says in it’s last 

paragraph: „BILD reicht es jetzt: Wir stellen die Hetzer an den Pranger! Herr 

Staatsanwalt, übernehmen Sie!“ (BILD, October 20, 2015). In this case, I think we can 

see clearly, how the press chooses a side, said with Schuilenburg, they take 

responsibility. Bild in this case takes responsibility, as it does clearly parts of the work 

of a prosecutor. There is no doubt that the press shall have a watchdog function, to 

criticise negative developments, political and social developments that, for example, 

threaten democracy that infringe rights of people, and of course also minorities and 

people that are in need of special protection like — in the mentioned case —  refugees. 

But the media house clearly chooses a side, it does not stay neutral. And of course, this 

might be one of the selling concepts of yellow press organizations to dramatize and to 

over-emphasize certain aspects in order to emotionalize. But nonetheless, a classical 

non-state actor like a newspaper takes responsibility, as it cooperates with state and 

government officials, even in a very direct way as BILD speaks directly to the 

prosecutor. This basically is a good example, of what the socialization of securitization 

is. 

 In the context of online mass surveillance, this element of the Copenhagen 

School of Security Studies offers an additional element, an additional tool in order to 

explain how surveillance regimes firstly are able to develop and secondly are able to 

persist. We will see, when we come to the point of constructing the Foucauldian prison 

cell with the elements of online mass surveillance, how non-official actors have a big 

say in the system of control, in the expression of power. We will see, how the other 

inmates and not only the wardens do their part in the system of surveillance and are able 

to shape behaviour in the way that is desired by the holders of power. For now, we shall 

take a look at what critical voices have to contribute to the Copenhagen School of 

Security Studies. 
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3.4 Critique on the Copenhagen School 

As the revolutionary element of the Copenhagen School is the account of the social 

factor in security studies, scholars have come to ask, why security studies have made 

the step to include social terms in the discussion about (international) security. 

McSweeney writes that the inclusion of social factors into security studies have 

„emerged more from the pressure of events [] than from particular doubts previously 

expressed at the theoretical level.“ (1996, p. 81.) McSweeney is dissatisfied with 

Buzan's and Wæver’s usage of the terms society and societal security, as, according to 

McSweeney it is not clear what is actually meant (p. 82). Also McDonald criticized the 

members of the Copenhagen School for it’s „focus on the speech of dominant actors, 

usually political leaders“ and argues that this approach would „exclude [] other forms of 

representation“ (2008, p. 2). Similar to McSweeney, McDonald criticizes the usage of 

the term society. He asks, why the Copenhagen scholars used the term societal security, 

and according to McSweeney, it is rather an „assumption about its referent, not the 

object of inquiry“ (1996, p. 84). What collective identity actually means would not be 

investigated upon, and also the „human and moral connotations of identity“ and it’s 

„fundamental character“ would „block all criticism“ (p. 86).  

 Ole Wæver himself criticized the „widening along the referent object axis“ that 

comes along with the Copenhagen School as more and more objects and entities of the 

social sphere become relevant to security studies all of a sudden. Furthermore, 

according to Wæver, the problem would be that „as concepts, neither individual security 

nor international security exist“ (Wæver, 1995, in: Lipschutz). 

 Nonetheless, we might be able to gain valuable insights by having the 

Copenhagen School in mind in the context of our investigation of online mass 

surveillance, as it, like I already wrote, takes into account the social sphere that we 

indeed can fill with meaning. Furthermore very interesting and important to discuss in 

the context of online surveillance is the so called Paris School of Security Studies that is 

closely connected with the name Didier Bigo. Very interestingly, this School basically 

derives from the Foucauldian way of thinking security and threat, and is therefore 

furthermore interesting for this paper, as the Foucauldian panopticon is the most central 

element. 
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3.5 The Paris School of Security Studies 

I consider it in the context of this paper very important to take into account the Paris 

School of Security Studies that mostly has been developed by social and political 

scientist Didier Bigo in various publications. Bigo and the Paris School not only very 

often rely on, but argue and criticise what has become known as the process of 

securitization, by using the perspectives, instruments and terminology of Michel  

Foucault. This offspring of the Paris School makes it very interesting for this 

investigation, as Foucault and his panopticon is going to be the instrument, the in-depth 

explained metaphor of choice in order to show up the consequences and implications, 

the infrastructure and social consequences of online mass surveillance.  

 Bigo writes that „the process of (in)securitization rests then on the routine 

abilities of agents to ‚manage and control life‘, according to Foucault’s words, across 

the concrete material conditions that they put in place“ (Bigo, 2008, p. 23). By 

managing and controlling life, Bigo wants to say that a climate of insecurity is 

constructed by the actor of international politics, in most cases a state. And the state has 

its remedy ready to cure this illness, this threat to security that has been pointed out in 

most cases by politicians but also consultants we might say. If the state wants to manage 

and control life, it has to establish a need for the state itself, for a power, that can solve 

problems, people are tricked into thinking, only just that state or governmental, 

powerful organ can solve.  

 I think that this is, what is actually going on in the process of securitization, at 

the point in time and the country of this investigation: In Germany and also the US, in 

the 21st. century — right now. It is just in these days, as minister of the interior of the 

FRG, Thomas de Maizière, said:  

 „Es gibt für Privatpersonen die Möglichkeit, jemanden zu fotografieren und 

mit einer Gesichtserkennungssoftware im Internet herauszufinden, ob es 

sich um einen Prominenten oder einen Politiker handelt, den man gerade 

gesehen hat. Ich möchte eine solche Gesichtserkennungssoftware an den 

Videokameras an Flughäfen und Bahnhöfen einsetzen. [] Die Behörden 

müssen technisch können, was ihnen rechtlich erlaubt ist.“ (de Maizière, 

2016). 
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De Maizière said this in the context of suggestions on how to improve the security of 

the people („[] wie die Sicherheit der Bürger verbessert werden kann“ Vitzthum, August 

21, 2016). I say, that fear is instrumentalized. I think we can see this very good from the 

following example, that also would be fitting in the context of the Copenhagen School 

of Security Studies, as the social factor is crucial in the following speech-act: According 

to a report of Frankfurter Allgemein Sonntagszeitung (FAS), the German government 

wants to animate people to storage (Gutschker, August 21, 2016). Furthermore, FAS is 

asking in its lead text: „Was, wenn morgen Krieg wäre?“. For this instances, I think we 

can see at least in this example, how fear is being instrumentalized and used for means 

and acts of the state that undermine privacy and personal rights. 

 According to a study that has been conducted by the Institut für Demoskopie 

Allensbach (IfD) and commissioned by the FAS, more and more Germans feel 

threatened by terror. According to the newspaper, 29 percent of the Germans were in 

fear of becoming victim of crime in 2011, until 2016, the percentage rose to 64 (FAZ, 

August 23, 2016). In this reports, we can see how the fear of people is being managed 

by the state. And how is it that one of the biggest and presumed to be respectable, 

trustworthy, newspapers of one country, the FAZ, comes up with the question what 

Germans should do and how they should prepare themselves in the event of a (hot) war. 

The construction of threat, the construction of fear obviously works quite well, after de 

Maizière’s ministry came up with it’s „Neun-Punkte-Plan“ (see also the surveillance 

programme Zitis in chapter 4.2.1) in order to ‚protect‘ the people. On page 47 

Konzeption Zivile Verteidigung (KVZ) suggests that people should store supplies for ten 

days (BMI, August 24, 2016). Both, the Copenhagen School of Security Studies, with 

it’s social approach and speech act centrism, and the Paris School with it’s ideas, 

derived from a Foucauldian worldview, can deliver explanatory power to the process 

and the politics of securitization in Germany. There are also critical voices to the Paris 

School, that argue, that the theoretical concept is almost copied from Foucault. For this 

instance, we shall look at those voices. 
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3.6 Critique on Bigo and the Paris School 

Considerable critique on Didier Bigo and the Paris School of Security Studies came 

from Rita Floyd in 2006, when she published an article, saying that on the one hand 

side, Bigo would rely heavily on the writings and concepts of Foucault, but on the other 

hand side, he would do that „without actually engaging with what [Foucault’s] 

intentions in writing [were]“ (Floyd, 2006, p. 1). Floyd argues that Bigo and his scholars 

would adopt Foucault’s notions very uncritical, very subjective, and as Foucault’s 

notions and constructions would be very subjective as such, the Paris School would „not 

serve well as a basis for security analysis, exactly because it does not always correspond 

to reality“ (Floyd, 2006, p. 2). The author furthermore writes that Foucault’s motivation 

for his writings would lie with „who he was as a person and, as he himself time and 

again argued, it is his ‚experiences‘ that informed his ‚theory‘“ (Floyd, 2006, p. 3).  

 For my own investigation, I will take notice of this critique, and I consider it 

worthy to mention, indeed necessary, and this critique even makes sense to me. I myself 

am going to rely heavily on what Foucault was writing, and I will rely heavily on the 

construction of the panopticon. Nonetheless, I think it serves the purpose of this Thesis 

best, as I still am convinced that the comparison, yes, the translation of the panopticon 

fits the surveillance practices of the German state / the German intelligences and it’s US 

American ally best. 

3.7 Foucault’s notion of terrorism 

As the premisses of the Paris School of Security Studies are so closely related, and 

according to Floyd (see chapter 3.6 above) even accept without questioning certain 

premisses of the Foucauldian concept of security and his thoughts on terrorism, I am 

going to describe what Michael Foucault’s notion of terrorism actually was. 

 In a famous article, published in French tribune socialiste, Foucault said that 

terrorism would only be accepted until a certain point („[]un terrorisme est jusqu’à un 

certain point accepté“, Foucault, in Lefort, 1977, p. 14). But Foucault mainly speaks 

from revolutionary movements („mouvements révolutionnaires“) and from suppressed 

groups in a state, as he mentions terrorism before the foundation of the state of Israel: 

Palestine terror and terror in Ireland. On the other hand side, terrorism is not, we could 

say, functional (and we should state, that Foucault is only describing the mechanism 

�  57



alongside the acceptance or the disapproval by the people regarding terror: „Je ne dis 

pas qu’on a tort ou raison. Je décris ce qui se passe.“ (Foucault, in Lefort, 1977, p. 14)). 

 Foucault points out, how the people have become more and more dependent 

from the state, how the perfect solution for every problem is being expected from the 

people, as they, I would like to say, have come to the notion that the state has all the 

power to solve every problem it’s inhabitants could ever encounter. Somehow, the 

people have come to the point, where they believe that every — and I don’t even say 

problem — so let’s say: situation, can be manipulated and influenced by the state / the 

holders of power / the government that we possibly can come up with. Foucault says in 

the bespoken interview in this context (from the perspective of the state): „Vous serez 

garantis“: We have full guarantee, that the state takes care of every important instance in 

our lifes. Foucault says: „Garantis contre tout ce qui peut être incertitude, accient, 

dommage, risque“ (Foucault, in Lefort, 1977, p. 14). 

 I would like to state, that Foucault would not approve the forms of terror and 

terrorism that lead to the surveillance state that we find ourselves in. Foucault definitely 

would have condemned the 9/11 attacks sharply — if we were to define a point in time, 

when the process of securitization caught up speed and surveillance began to be 

established and justified (see the PATRIOT ACT) — and probably all other terrorist 

attacks that called up the intelligences and security agents, as non of them was an 

accepted, a necessary, or a revolutionary moment that was intended to actually change 

an ideology or that was aimed directly at governmental institutions. The form of terror 

we actually encounter, like the attacks in Paris: on Charlie Hebdo, on festival visitors in 

Ansbach, Germany (spon, July 25, 2016), in Würzburg (Finkenwirth, July 19, 2016) or 

Nice (Le Matin, July 15, 2016), all within just few days, is not the kind of terror 

Foucault describes as revolutionary movements. But it is this kind of terror, that is used, 

instrumentalized, by the holders of power to establish a totally controlled and surveilled 

society. 
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3.8 The Realistic Approach in Security Studies vs Democratic and   

 Human Rights 

As I tried to describe my notion of realism and the realistic approach in security studies 

within point 3.2, I would like to criticise the notion and it’s effects of this approach from 

a human rights perspective. This is not yet the critique of mass surveillance from a 

human rights perspective of course, but I feel I should explain also what I called the 

Roots of contemporary Securitization in the context of democratic norms and human 

rights. I said that I am accepting within the means of this paper the assumptions of the 

realistic approach (in general, but also in the context of online mass surveillance). One 

of the core elements of realism is the entity of egoism, that we all are acting along, if we 

want to achieve certain targets. And also, realism provides us with a differentiation of 

entities that act out of different motivational reasons. We have been talking about 

egoism, groupism and power-centrism. In this under-chapter, I want to state that basic 

democratic values and human rights and the key assumptions of realism, or better: the 

phenotypes of the key assumptions of realism, have a hard time to exist parallel, next to 

each other. What I mean by that is quite easy to understand and necessary for the core 

research problem: The infringement of basic human and democratic (constitutional and 

international) rights.  

 We can argue, and this is also in line with Wohlforth, that all three elements of 

realism can unite in one person. But within security means of a state, the state itself 

(and his security organs like the police, it’s intelligences and other shareholders) can be 

identified as a representative of the power centric element. It is not the people of a 

state that hold effective power, but it is the state itself, the government and it’s direct 

representatives (like politicians) and it’s branches (for example, explained with the 

notion of the separation of power: the executive, the legislative and the judicial branch). 

Of course, there are also informal players that hold effective power, like in economy 

(and we can see this furthermore with the example of the MNC Volkswagen (VW), as it 

managed to force it’s suppliers to hand out car parts (spon, August 19, 2016), but here 

also, the state confiscated the needed car parts, not VW itself), still, the state summons 

the power centric element, as it is the primary holder of internal and external 

sovereignty. Within the means of internal sovereignty, the FRG is responsible for it’s 
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inner security and within the means of inner security, mass surveillance is being 

justified. 

 I think, that even the core assumptions of realism and real, just democracy in a 

state of absence of the infringement of basic human and constitutionally granted rights, 

have a really hard time to coexist. I think, injustice and the infringement of these rights 

are very predictable within realism. Whenever power centralizes, this means that it 

floats either from some different location (if we imagine society as a two dimensional 

area) to one central location, or it floats, formerly justly distributed and dispersed on the 

whole area (in the real world: from all the people of a state, a social group) to one 

central point — we have power centrism. And this establishes a huge difference in the 

level of power: from the masses that have no, or just, let’s say marginal, unimportant 

forms of power, to a huge leap, a governmental entity that holds all or most of the 

power, in a way that it is always able to act as it wants. 

 If we now stick to this assumption, to this picture, it comes very natural I think 

that there is infringements and conflicts with societal norms, codified values in the form 

of international human rights law and national constitutional law, that state, that „All 

human beings are born free and equal in dignity and rights“ (Universal Declaration of 

Human Rights; The United Nations, 1948, art. 1).  

 I think we can argue, that the realistic approach in security studies can explain 

the means of securitization we find ourselves in (see the notions and applications of the 

core concepts groupism, egoism and power-centrism as explained within chapter 3.2) 

from the very basis of the organization and set up of the FRG and also the US, as 

capitalist, competitive states in which power is distributed unequally, which leads to an 

unjust distribution of rights and the infringement of basic rights through the powerful / 

the holders of power, and that the Copenhagen School can contribute very helpfully 

with the notion of the widening of security issues in international relations / 

international politics through the social sphere, that has become object of interest of 

state security within online mass surveillance. After the social sphere has become object 

of state and international security, there is more and more discussion about 

desecuritization, the process, that could lead former non-elements of security like the 

social sphere that has become a security issue for the Copenhagen Scholars, back to an 

element that is not relevant for state security any more. 
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3.9 Desecuritization. All back to normal? 

The concept of state and international security is not necessarily describing a one-way 

process. Only in recent years, for about one decade, scholars are devoting ever more to 

concepts of desecuritization that basically describe the opposite development of 

securitization, namely the process to shift back responsibilities from state and 

governmental organs to civil actors and society — entities that have been made objects 

of security policy are then treated as objects that are no longer element of security 

politics.  

 Already the Copenhagen scholars argue without hesitation that desecuritization 

is possible. Not only is it possible, but also „the optimal long-range option“ (Buzan et 

al., 1998, p. 29). Wæver mentions different examples of desecuritzation in his article 

Securitization and Desecuritization. Wæever writes that firstly, and we have to keep in 

mind that the bespoken text was published over 20 years ago, in 1995, „we do not find 

much work aimed at de-securitizing politics which, I suspect, would be more effective 

than securitizing problems“ (Wæver, 1995, p. 46 [number of page not certain]). This 

circumstances have changed drastically. In the last two decades, more and more articles 

and texts have been published that deal with desecuritization; Often in form of case 

studies (e. g. surrounding the separatist movement Gerakan Aceh Merdeka (GAM) in 

norther Sumatra by Y. K. Kasim in 2013; in the context of the Ukraine conflict by C. 

Campbell in 2015; concerning Estonia’s cyber politics by M. Roush in 2015). 

 Desecuritization offers a concept, to reorganize, to reestablish the balance of 

power in a state / in between states. In the case of online mass surveillance, the concept 

of desecuritization can describe methods for the people being surveilled, to gain back 

autonomy. Desecuritization in the context of online mass surveillance means that 

entities that have become elements of security politics alongside the securitization 

process that I described in chapter 1.3 of this paper stop being an element of security. 

And not just any element that lives in the periphery of security politics, but a central 

element that is devoted huge resources by the state in order to control it. Wæver writes 

that securitization and desecuritization could never be captured so long as we would 

proceed along the normal critical track that assumes security to be a positive value to be 

maximized (Wæver, 1995, p. 46 [number of page not certain]). Alongside this exact 

idea, the idea of security is sold to us every day. We are being told that police forces in 
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Germany have been reduced ever more in the past decades. But this is nut true. Between 

the years 1997 and 2012, the number of police officers had its low in 1997 with 229.424 

officers  and its high with 252.230 officers in 1999 (Statista, 2016) and was meandering 

in between. Today, there are 300.000 jobs provided for in the budget (Wischmeyer, 

January 25, 2016). 

4.  To the case: The rise of the 21st century surveillance state 

After we have discussed the conflicts of securitization and democratic values, freedom 

and human rights, I now want to start to explain the surveillance programs by the USA 

and Germany in detail. Therefore I want to start with the case of retention in Germany. I 

will shortly describe the case, then analyse the technical circumstances of which I 

consider most important the quality and quantity of data that is actually collected by the 

German government and the intelligence (BND) and finally I will explain in detail, why 

retention and Human Rights, retention and democratic values, retention and the state of 

law and retention and democracy cannot go together. After retention and it’s 

implications for the people in Germany and for basic democratic values will have been 

discussed, I will move forward from a national form of online surveillance (retention) to 

a, what we could call an at least bilateral form of surveillance that has been conducted 

jointly by German and US intelligences (Project 6 and NADIS) and from there on to the 

NSA surveillance scandal that consists out of at least fifteen powerful surveillance 

programs, among them PRISM, XKeyscore and Tempora, in order to just mention some 

at this point, from which I think are the most prominent ones. Before I start with the 

explanation of retention in Germany, let me explain, what the surveillance programs that 

we are about to look at have in common.  

4.1  Surveillance programs and their purpose: Constructing the prison cell 

Brick after brick, the different surveillance programs that we are affected by, built up to 

our prison cell. This is accomplished, as they all have something in common, one big 

ideological idea, that unites them: They all collect information in one way or another, 

even though their technical set up varies and the data that is being collected varies in it’s 

type. Let me point out one example: In the case of retention in Germany, all we 

officially now is, that traffic data is being collected (Deutscher Bundestag, Drucksache 
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18/5088, 09.06.2015), there is no statement by the German government that would 

allow us to claim that content data would be collected. On the other hand side, there is 

surveillance programs that also collect content and not purely meta data, done so for 

example alongside the PRISM programme (see Figure 6). With PRISM, „E-Mails, Chat 

— video, voice, videos, photos, stored data, VoIP, file transfers, video conferencing, 

notification of target activity — logins, etc., online social networking details“ (NSA, 

2013) can be collected. E-Mails as such is content data, as it consist of written text / 

written information and in many cases of additional attached data, or attached data 

solely.  So, there is different programs that collect different types of information, to 

summarise: 

•        content data 

•        meta data 

The combination of those two types of information about communication allows the 

intelligences to know basically everything. To pinpoint this with a fictional, but as I 

think very practical example: Person A is calling person B every working day, except 

for the week-ends (so he or she calls: Monday, Tuesday, Wednesday, Thursday and 

Friday) via Skype, let’s say at around 12:30 p.m. Let’s assume, they end the call at 

around 1 p.m. And we STOP for now and look at what we can know or at least expect 

from them: 

 The information we have so far, is meta data only. As we know that they are 

talking Mondays to Fridays from 12:30 p.m. to 1 p.m., we could assume that they are 

both working in two different firms. We know that they probably stand very close to 

each other, as they communicate during break times. And it’s a game of possibilities and 

probabilities: It’s very unlikely, even if you are German that you do business all day 

everyday even in your break time. So it is very likely, that the two are friends. If they 

communicate everyday, in a timespan that most people very much appreciate and need 

in order to keep up good work, we can assume that the two are very close friends, if 

they sacrifice their break times to talk to each other. To make it short for now: If person 

A is in trouble with the law, or you want to gain information about him without 

approaching him: How about contacting person B if a prosecutor wants to have a solid 
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witness or somebody that can possibly come up with a lot more personal information? 

Human behaviour becomes predictable by the usage of meta data alone, or like I already 

quoted former NSA Counsel Stewart Baker unter point 2.2.1 „metadata absolutely tells 

you everything about somebody’s life. If you have enough metadata, you don’t really 

need content.“ (Baker, 2013). With meta data, a complete social network is spun around 

people. And people never got the chance to vote on it. Let’s get deeper into the case. 

4.2  The case of retention in Germany 

On June 6, 2015, German parliament published draft law for a duty to save traffic data 

(meta data) and also the circumstances (a maximum saving time) for the data to be 

stored. The law was approved by the parliament and went into force, but German 

constitutional court intervened and crushed the law — once again. But this is not to say 

that the BND is about to withdraw — on the contrary. Until the year 2022, the newly 

established German security agency with the name Zentrale Stelle für 

Informationstechnik im Sicherheitsbereich (Zitis) shall be supplied with 400 employees 

(Greis, 2016). And it has been argued, even by some media houses that encryption 

makes the job of security agencies harder (see for example Mascolo & Richter for the 

Süddeutsche Zeitung in 2016: „Manches spricht dafür, dass ‚going dark’ die Arbeit der 

Staatsschützer und Strafverfolger tatsächlich beeinträchtigt“). Here, I cannot emphasize 

enough how deeply I have to disagree with the way that, in this case Süddeutsche 

Zeitung, deals with the whole case. Without further questioning, Mascolo & Richter use 

the term going dark as it has been established by the security agencies and therefore 

transport, well, move encryption and therefore privacy once again in a lonely dark-spot-

they-who-encrypt-communcation-are-all-criminals area. What is ‚going dark‘? It 

suggests that people turn to morally unworthy, criminals, that need to hide, that do not 

belong into some theoretical non-plus-ultra construction of a ‚nice citizen‘. In my 

opinion, by using the formulation ‚going dark‘, the officials speak up to an archetype 

that rests in all humans: it builds up a connection to the deepest fear in all man. The fear 

of the dark that lies beneath the bonfire of the ancient peer group, out there in the 

wilderness, in unexplored, unsafe areas of the wild. This picture, this imagination, this 

feeling still creates very strong emotions in us. We are afraid of the dark when we are 

kids, and even in their grown up years, both man and women have an emotional 
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connotation to darkness that is rather unsettling and evokes fear. Fear of the unknown, 

of unspoken dangers and essentially and ultimately: death. The predator relies on the 

darkness, to lie in wait for his prey. Then over the christian connotation of light and 

darkness, good end evil, and so on, and so forth, we could come up with countless 

stereotypes and dichotomies of archetype emotions and categorizations of good and 

bad, morally and unmorally to interpret this formulation. 

But for now, let us take a look at the technical circumstances of retention, and why it is 

a great threat to human rights and democratic freedom, even if content data is said not to 

be saved alongside retention, but even more starting in 2017 with Zitis, when content 

data becomes object of collection even for German security agencies. 

 Next to the new surveillance unit Zitis, the BND has been reformed and has 

been supplied with additional powers to gain information by means of digital online 

mass surveillance. In 2016, draft law called Entwurf eines Gesetzes zur Ausland-

Ausland-Fernmeldeaufklärung des Bundesnachrichtendienstes has been approved by 

both the German parliament and the council. The law states in §6, paragraph 4 that, 

quote: „Eine Erhebung von Daten aus Telekommunikationsverkehren von deutschen 

Staatsangehörigen, von inländischen juristischen Personen oder von sich im 

Bundesgebiet aufhaltenden Personen [] unzulässig [ist]“ (Bundesregierung, 2016).  

4.2.1 Technical circumstances of retention 

We can learn from draft law (Drucksache 18/5088), published on June 6, 2015, that 

traffic data shall be saved and stored by governmental authorities. These traffic data 

include, or at least consist of: The numbers of the communicating parties involved as 

well as time and location of the communication („Daten, die bei einer 

Telekommunikation anfallen, also zum Beispiel die Rufnummer der beteiligten 

Anschlüsse sowie Zeit und Ort des Gesprächs. Es geht nicht um die Inhalte der 

Telekommunikation, sondern um die Frage, ob und wann Telekommunikation überhaupt 

stattgefunden hat.“ (Deutscher Bundestag, Drucksache 18/5088, 09.06.2015). After the 

German constitutional court had intervened once, this was the second attempt by the 

parliament to introduce retention. In order to comply with the constitutional court and 

its criticism over the first draw, parliament formulated a solution („Lösung“), that 

sounded as follows: The traffic data should be saved for a limited time, in order to 
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protect public safety („[]zur Strafverfolgung und zur Gefahrenabwehr“, Deutscher 

Bundestag, Drucksache 18/5088, 09.06.2015, p. 2). With these changes, the law should 

have been in line with article 10 of the German Basic law, that guarantees the privacy of 

correspondence, posts and telecommunications and article 8 of the European 

Convention on Human Rights (ECHR) that guarantees the „Right to respect for private 

and family life“. And indeed, the first chamber of the third senate of the German 

constitutional court rejected two interim arrangements against the retention-law 

(Bundesverfassungsgericht, 2016). According to the highest German court, the saving of 

data alone would not constitute severe disadvantages as that changes if present law in 

force would be considered necessary (Bundesverfassungsgericht, 2016).  

 For this instances, retention is in force to the present day and meta data from 

every Internet user in Germany is being captured. In 2011, Markus Hinkelmann 

published his dissertation with the title Sicherheit und Anonymität in der 

Vorratsdatenspeicherung (engl. Security and Anonymity within Retention). In this 

publication, he elaborated certain requirements for retention. Those are: The 

minimization of data accumulation („Minimierung des Datenaufkommens“, 

Hinkelmann, 2011, p. 45), protection and anonymity („Schutz und Anonymität“, p. 45), 

access control („Kontrolle des Zugriffs“, p. 46), separation („Trennung“, p. 46), and 

reverse security / deletion („Rückwärtssicherheit / Löschung“, p. 46). The problem with 

this suggestion is that the surveilling entity, the government, will most probably want to 

gain as much information as possible, as information is the key operating tool of 

intelligences. I would support Hinkelmann’s idea. But his proposal is not solving the 

problem that information from each and every citizen as such is still being stored by the 

government. 

Retention: Now with content data? 

As we have learned from Drucksache 18/5088, the content of communication was 

officially not part of the data that was subject of surveillance and storage by the 

government, until just some weeks ago. Then, plans for Zitis (see chapter 4.2) have been 

brought up by the ministry of the interior. And alongside the planned capabilities of 

Zitis, the already intensively criticized surveillance procedures of retention seem to 
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almost disappear in terms of the severeness of the privacy rights infringements it 

evokes. Zitis has been indirectly announced by chancellor Angela Merkel in late July 

2016 during a press conference. Zitis was mentioned alongside a „Neun-Punkte-Plan“ 

that should, according to the government, serve increased security (spon, July 28, 2016). 

The new department shall focus on the decryption of encrypted information that is 

communicated (Kling, June 24, 2016). According to reports (Kling, 2016; 

sueddeutsche.de, June 23, 2016; et. al), the organization Zitis is supposed to help 

German intelligences, as reports say the Federal Criminal Police Office 

(Bundeskriminalamt, BKA), to make encrypted information / communication read- and 

accessible. But in the very fist instance, before information (content data) can be 

decrypted, it would have to be stored. This is obviously not possible with meta data, as 

that kind of data consists of the circumstances of the communication (sender and 

receiver IP, duration of communication, a. s. o.). For this instance, what has been called 

the ‚BND-Skandal‘, surveillance in Germany, will become a lot more intense, 

comparable to the US surveillance programs like Tempora. 

4.2.2 Why retention is an infringement of Human Rights 

As I used to claim that we live in a total surveillance society, and as I explained my  

personal point of view alongside the detailed justification of my hypothesis, let me now 

explain, how (I will not say even, as it would shift the problem of retention by capturing 

meta data to a less severe infringement of Human Rights) the storage of meta data 

(instead of or excluding content data) is constituting a severe infringement of Human 

Rights, and why the German constitutional court is not right in his assumption. 

 As we got to know, meta data consists of data, that is produced during electronic 

communication acts. In this section, I will explain, how retention is interfering with 

Human Rights. Doing so, we can draw a precise picture of how retention is 

undermining basic rights, human dignity and privacy, and we might therefore be able to 

also come up with a more precise picture on how close we are to the Foucauldian 

prison, deducted from Bentham. 

So, what are Human Rights actually?  
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Human Rights is, very simple, the unalienable conglomerate of rights that are inherent 

to every human being. We can argue, that Human Rights are the legal basis for every 

human being, that is necessary in order to fulfil a natural life that satisfies human needs 

in a just, honest and respectful way. If we take a look at the probably most famous 

cornerstone of a codification of Human Rights, the Universal Declaration of Human 

Rights, proclaimed by the United Nations General Assembly on December 10, 1948, we 

can identify that the very basis of Human Rights is to „recogni[ze] [] the inherent 

dignity and of the equal and inalienable rights of all members of the human family [a]s 

the foundation of freedom, justice and peace in the world“ (UN, 1948). 

4.2.3 Why retention cannot be in line with democratic values 

I say that retention cannot be in line with democratic values. And this is the 

consequence of my hypothesis, where I claim that we do live in a total surveillance 

state. Let us take a look at the German basic law that is to grant every German, like it 

says, basic rights that the German as a people, have been granted and supplied with.  

 First of all, before I am going into detail on how retention is breaking German 

basic law, to be more precise: basic rights, that are described and committed to within 

the articles 1 to 19 of the basic law and therefore is not in line with democratic values, 

let me give a short overview of the articles and paragraphs that I consider infringed by 

surveillance / retention with content data alongside with some short comments / reasons 

within the following table. A more detailed argumentation on how online mass 

surveillance is infringing the mentioned basic rights will be given below the table. 

article / paragraph legal content reason for breach of right

1 Human dignity / rights permanent, unknown, unlawful surveillance 
cannot go hand in hand with human dignity and 
international human rights, like prominently 
described in the Universal Declaration on 
Human Rights

1 / 1 Inviolability Human rights are being violated

1 / 2 Inalienable Inalienability has been infringed, as a multitude 
of basic rights has been infringed for a 
multitude of people.

1 / 3 Binding of the legal 
branches

The German constitutional court has not 
stopped retention
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2 Personal freedoms The free development of people is not possible 
with online mass surveilance

2 / 1 Right to free 
development

The right to free development of people is 
being infringed with online mass surveillance

2 / 2 Freedom of the person The right to freedom of the person has been 
violated as the free decision making process 
d u r i n g s u r fi n g t h e w e b a n d o n l i n e 
communication has been changed through  the 
individual awareness of surveillance (see 
persistent self objectification).

3 Equality before the law Due to the surveillance of the people by the 
holders of power, a difference between  
(leading) politicians and the people has been 
established.

3 / 1 All persons are equal See the consequence of the infringement of 
article  3: a difference has been established. 
Furthermore the knowledge of defence 
technologies (e. g.)safe browsing differs among 
people.

4 Freedom of faith and 
conscience

Where opinion in form of the expression of faith 
is documented and surveilled online, freedom 
of faith cannot be seen as given anymore.

4 / 2 Undisturbed practice 
of religion

The practice of religion is disturbed in the 
cases, where expression of religion online or 
via other digital communication devices has 
been unlawfully interfered with.

5 Freedom of 
expression

Freedom of expression is violated at large, see 
persistent self objectification, a. s. o.

5 / 1 Right to free 
expression

Due to t he shap ing and fo rm ing o f 
communicational behaviour through the 
awareness of surveillance, the right to free 
express ion i s undermined (see a lso 
explanation to article 5 above).

5 / 2 Limiting of these rights Basic rights can be limited — but not in means 
of clan war and in general, as it leads the rule 
of law of a basic law ad absurdum.

5 / 3 Freedom of arts, 
sciences, research, 
teaching

Due to the chilling effect, the climate of 
informational freedom and the will to express 
freely, in research and science is suppressed 
(see Penney, 2016).

8 Freedom to assembly Due to the knowledge of the government, 
gained through the content data analysis (see 
Zitis in 2017), whether and if, when people 
would or are willing to gather, freedom to 
assembly can be threatened in a way 
comparable to the chilling effect and objective 
self awareness.

article / paragraph legal content reason for breach of right
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8 / 1 no prior notification to 
authorities needed

prior notification is given indirectly and 
unwi l l i ng ly th rough the governments 
surveillance of communication content.

10 Privacy of 
correspondence, posts 
and 
telecommunications

Due to online mass surveillance, the basic 
principle of this right is infringed. Restrictions to 
this right have to serve to protect the free 
democratic basic order.

10 / 1 Inviolable privacy of 
correspondence

Infringed, due to the collection, storage and 
decryption of private communication.

10 / 2 Restrictions only 
individually 

The processes mentioned in 10 / 1 should only 
be applied individually — not collectively. In 
addition, the process would have to be 
reviewed by „agencies and auxiliary agencies“.

13 Inviolability of the 
home

Article 13 is broken, as the private sphere in 
form of the private living habitat is being 
penetrated through the access of information 
that is stored within this habitat.

13 / 1 The home is inviolable The private sphere is also violated in form of 
the home, as private technical infrastructure 
and communication that is placed / is taking 
place at home is being accessed.

13 / 2 Searches have to be 
„only in the manner 
therein prescribed“

The „manners“ of surveillance that are 
prescribed in the Basic Law of the FRG are not 
collective but purely individual, on the basis of 
the decision of legal instances. The actual 
surveillance as e. g. in form of retention goes 
due to it’s collective character way beyond the 
borders of the basic law.

13 / 4 Restrictions of 
technical surveillance

Technical, therefore online surveillance, may 
only be used in cases of an acute threat to the 
public and by the order of a judge exclusively. 
This is not the case within online mass 
surveillance (retention, and also other forms).

13 / 5 Dangers have to be 
determined by a judge

Conclusively, the dangers are not being 
determined by a judge, as demanded within 
article 13 paragraph 5. Therefore, the law is 
infringed in its core.

13 / 6 Government has to 
report on surveillance

The German government did not report 
annually — as demanded by the law — nor at 
any t ime to the German pa r l i amen t 
(Bundestag) about its surveillance activities.

13 / 7 „Interferences and 
restrictions“ only in 
case of danger to 
public of life

As a further consequence, online mass 
surveillance has also not been justified (even 
though, it would not be justifiable due to the 
mentioned restrictions from 13(5), neither have 
„danger[s] to public life“ been explained. 

article / paragraph legal content reason for breach of right
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Table 1: Possible infringements of the Basic Law of the FRG due to retention.  

 (Own compilation). 

We can identify breaches through retention within the majority of the articles of the 

basic law of the FRG. For the sake of both the focus of this paper and the readability, I 

will only go into detail among the first article (defining human dignity), as the 

infringements and breaches of the following articles have already been summarised 

within the table above.  

 Article one is referring to the protection of human dignity and human rights, and 

paragraph 1, sentence 2 states: „To respect and protect it shall be the duty of all state 

authority“ (paragraph 1, Deutscher Bundestag, 1949). Why? Human dignity cannot  be 

considered protected and not at all respected, if communication and therefore private 

information that is believed by the people to remain private, is being stored and logged. 

We can argue that even the collection of pure meta data is a harsh infringement of the 

first article, as a definite profile of communication partners can be established, 

constructed, through the collection and analysis of key facts, like: who called whom 

when, for how long on what day and over which devices. If we take into account 

content data that is also stored alongside retention, human dignity becomes fully 

disrespected. We are then in the situation of one powerful (the state) institution that 

collects knowledge over private individuals, and this very much resembles an all seeing 

prison warden that takes full advantage of his powers. Paragraph 2 of article 1 grants the 

„acknowledge[-ment of] inviolable and inalienable human rights as the basis of every 

community of peace and of justice in the world“ — neither are human rights considered 

inalienable, by the holder of power that intercepts so rudely into beloved private 

18 Forfeiture of basic 
rights

I say, that the German government and it’s 
intelligences have broken article 10, Basic Law 
to the severest extend, which leads to an 
infringement of article 18: a fight against the 
basic democratic order of the FRG, induced by 
the government.

19 / 2 No affection of the 
essence of a basic 
right

I state, that due to online mass surveillance, 
the essence of not only one, but multiple basic 
rights, as listed within this table, are being 
infringed. 

article / paragraph legal content reason for breach of right
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moments and spheres, nor are human rights acknowledged as the basis of every 

community of peace in the world. The German state and the German intelligences that 

serve as an executive force in this instance, have demonstrated that human rights are 

‚defended‘ only in that case that serves the powerful institution, the government itself. 

And also paragraph 3 of article 1 of the German basic law remains useless and broken, 

as the basic rights that follow upon the great promise of those „following basic rights 

[that shall] bind the legislature, the executive and the judiciary as the directly applicable 

law“ (article 1, paragraph 3, Deutscher Bundestag, 1949). All three branches of the 

German judicial system have failed what they ought to act as according to the German 

basic law. How? Let me explain: The legislature, the German parliament (Bundestag) 

under chancellor Angela Merkel has set in force retention (once again) on October 16, 

2015 (Gierow, H., December 18, 2015). The executive (police forces and most 

prominently in the case of retention, the German intelligence BND) is setting through 

the law that has been put into force by the Bundestag. And even if they are placed 

second in the process of establishing surveillance, they have infringed basic law 

themselves, as they act against German basic law during the fulfilment of the retention 

law. And, yes, also the judicial branch has broken the basic law. The highest German 

court, the constitutional court, known as Bundesverfassungsgericht has not stopped 

retention, as, according to the judges, interests of the state in an effective prosecution, 

„effektive Strafverfolgung“ (Sindram, T., July 15, 2016) would outweigh any other 

argument.  

4.3 Further surveillance programs with German cooperation:  

 NADIS / NADIS WN (& Project 6 aka P6) 

Not only in this times profit the German intelligences BND and Verfassungsschutz from 

the spying activities conducted by the US American intelligences, and cooperate with 

each other, share illegally obtained surveillance data, but the surveillance apparatus is 

conducting it’s illegal, basic law breaking operations for a long time. Not only profit the 

German intelligences from surveillance data by for example the US American 

surveillance programme XKeyscore, but conduct joint operations with the programs 

Project 6 and NADIS (Nachrichtendienstliches Informationssystem), which was later 

upgraded and renamed in 2012 to NADIS WN (Nachrichtendienstliches 
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Informationssystem Wissensnetz). NADIS WN is operated from an IT central in 

Cologne. In 2013, it has been reported that data from at least seven journalists had been 

saved by the Verfassungsschutz (spon, September 18, 2013). In the case of German 

journalist Andrea Röpke, Verfassungsschutz made false factual assertion by stating that 

„weder eine Akte geführt wird noch Angaben in Dateien gespeichert sind“, which was 

allegedly wrong, as she had been spied on between 2006 and 2012 (spon). From 

Drucksacke 17/14600, published in the aftermath of the NSU attacks and surroundings,  

we can learn that  

 „künftig [] sichergestellt sein [muss], dass im Verfassungsschutzverbund 

vorliegende Informationen von länderübergreifender Bedeutung zentral 

zusammengeführt und auch tatsächlich gründlich ausgewertet werden, sowie die 

Ergebnisse dieser Auswertungen allen zuständigen Verfassungsschutzbehörden 

zur Verfügung stehen.“ (Deutscher Bundestag, August 22, 2013, p. 864). 

It is also due to this suggestion that means of securitization due to increasing 

surveillance and more and more powerful intelligences is thriving. After the Länder 

division of the party PIRATEN in Schleswig-Holstein asked the government how many 

data sets of how many people would be stored in NADIS WN, the government replied:

„Somit erfolgen knapp über 20.000 Speicherungen von Personen aufgrund von 

gesetzlich verpflichtenden Mitwirkungsaufgaben nach § 5 Abs. 2 LVerfSchG“, in a data 

set of the intelligence Verfassungsschutz 532,685 people, and in a „Verbundsdatei“ 

268,778 people (Schleswig-Holsteinischer Landtag, 2014). The data sets that are relied 

on in order to gain information are according to the government the „zentrale 

Fahrzeugregister beim Kraftfahrtbundesamt, [] Melderegisterauskunft der einzelnen 

Meldebehörden[] und das Nationale Waffenregister“ furthermore it is stated that 

Ver fa s sungsschu tz has access on „gebührenpf l i ch t ige gewerb l i che 

Auskunftsregister“ (Schleswig-Holsteinischer Landtag, 2014) that are not closer 

specified. 

A further joint surveillance programme between the USA and the FRG was Project 6 

that was also known as P6. According to a Der Spiegel article the project consisted of 

the data of „Fotos, Kfz-Kennzeichen, Internetrecherchen, aber auch 

Telefonverbindungsdaten“ (Gebauer et al., September 9, 2013).  
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4.4 The NSA surveillance scandal: What does the US intelligence know? 

The documentation and the critique of the NSA surveillance scandal is probably the 

most important issue to discuss, the most interesting because most frightening in terms 

of its level of infringement of privacy and therefore human rights and also basic 

democratic values to be discussed in this paper. In the very first instance, I want to 

define, what the case to be examined actually is, what it affects, what information from 

whom is gathered, and to start with the first question of interest: Who is actually spying 

on us, in what has become known as The NSA surveillance scandal. So let’s back up to 

the point in time, when masses actually got aware of the fact that the US intelligence 

(for now, I simplify by saying just the US intelligence, as other intelligences and actors 

of surveillance will follow) are spying, sniffing on and saving every act we conduct, 

being logged on to the Internet. 

 In January 2013, documentary filmer Laura Poitras, already dealing with 

surveillance, received an encrypted e-mail from a man she wouldn’t know, giving her 

instructions on how to create an even better way to encrypt communication between 

them. (Maass, August 13, 2013). The man, who would send her the information that I 

am about to explain in this Thesis, in order to demonstrate how we live in a total 

surveillance society that can withstand the comparison to the Foucauldian panopticon 

prison, was the CIA / NSA whistleblower, who has in the aftermath become one of the 

most feared and to the politics of the US most dangerous man, and also he has become 

the most celebrated men by the digital community and everyone concerned of privacy 

rights: Edward Snowden. Already in 2006, scenes around Poitras took place that 

resembled very much the idea of the panopticon prison. Maass writes that in June 2006 

Poitras tickets on a domestic flight within the US were marked ‚SSSS‘, standing for 

Secondary Security Screening Selection, as Poitras wanted to fly from Newark 

International Airport to Israel in order to show a film: Poitras was detained at the 

airport. On the flight back from Israel to the US, she was „held for two hours before 

allowed to re-enter the country“ and on a flight from Sarajevo to Vienna, she was 

addressed loudly and obviously for everyone to hear over the airports announcement 

system, and „told to go to a security desk“ (Maass, August 13, 2013). 

 But for now, before I come to the chapter in which I actually show up the 

parallels between the Foucauldian prison and (online) surveillance: what did Snowden 
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send to Poitras? The short answer is: By the US intelligences CIA and NSA as top secret 

classified documents that would proof that the US government has firstly the 

capabilities on spying on every Internet user in the world, and secondly is also using 

these capabilities.  

 The NSA surveillance scandal, the NSA / CIA surveillance scandal, the 

international, global privacy scandal, however you may call it, changed how we 

perceive communication, it changed how we behave everyday, if we do not ignore these 

scandalous infringements of privacy, private, economic, cultural and human rights. In 

this first point under chapter 4.2, I am going to explain the technical circumstances of 

the US surveillance programs. And even though this is a philosophical paper, let me 

explain, why this is necessary: My aim is, and this I already explained under point 2.3, 

Hypothesis (‚We live in a total surveillance society’), and alongside what I called my 

working hypothesis, to show up, that the surveillance society we live in that has been 

created over decades and that has been enforced brutally after the September 11, 2001 

attacks on the World Trade Centre in Manhattan, strongly resembles the panopticon 

prison, and in consequence puts us all in a prison, where nothing we do online remains 

private, where every single act of digital communication is controlled and overseen by a 

supervisory intelligence that operates under the approval of a government. Where our 

behaviour is shaped due to constant surveillance, where freedom and basic human and 

democratic rights are ignored, where they are not applied anymore, where we have been 

put in a 21st century dystopia of enormous governmental power that is able to intercept 

in our private life whenever it wants. In order to demonstrate all this, I will now come to 

the point, where I explain the surveillance programs. 

4.4.1 Surveillance programs and their purpose: Constructing the prison cell  

Still, the aim of this paper is to draw a precise picture of how the Foucauldian prison 

cell we live in actually looks like. Are we being spied on by the warden 24/7? Or might 

he look elsewhere from time to time? Or do we live in a prison cell after the perfidious 

idea of Jeremy Bentham, who suggested, that a[n] (actual) prisoner, who wouldn’t know 

whether he is watched in a certain moment or not starts to behave ‚proper‘? If we stick 

with this metaphor: even if our prison cell is small, there are plenty of possibilities on 

how it can be designed. In order to know this design, I am going to explain the fifteen 
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most prominent surveillance programs (shortly, but in a sufficient way in order to apply 

them, to transfer them into our theoretical background as precise as possible). Let us 

start with some of the most powerful programs: PRISM and XKeyscore. 

4.4.1.1 PRISM & FAIRVIEW, BLARNEY, OAKSTAR & STORMBREW.  

        Or: Upstream 

Alongside the revelations by Edward Snowden, the NSA slides that would explain the 

surveillance programme PRISM were the first ones to reach the public. Much of what 

we know about this programme stems from the 21 slides that can meanwhile be 

accessed through many popular channels, among them theguardian.com, nsa.gov1.info, 

a parody on the security agency’s real homepage and many others. After the 

revolutionary revelations of Snowden, US intelligences reacted e. g. with the IC 

Transparency Implementation Pan that can be accessed under https://

icontherecord.tumblr.com/transparency/implementation-plan-2015 , which runs under 

the responsibility of the Director of National Intelligence (DNI). This directory has been 

founded after the 9/11 attacks and coordinates the seventeen US intelligence services. In 

my personal opinion, the DNI’s homepage can only be considered as a poor attempt to 

restore faith in the intelligences. But for now, let us take a look at the slides that went 

public, explaining the PRISM programme. I will do this to an extend that will allow us 

to get the working principle of PRISM and also to derive implications for privacy from. 

As the slides are available publicly as explained, I will limit this showcase here to the 

slides 2, 3 and 5. 
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Figure 4: A statement on powerful resources provided by the accumulation of serves 

    within the USA, slide no. 2 of the presentation. (U.S. [sic] as World’s  

     Telecommunications Backbone. NSA, 2013).  

In Figure 4 above, we can see the second slide of a NSA presentation from the year 

2013. It served as an introduction on a presentation about the surveillance programme 

PRISM. I shortly want to review here: Surveillance is all about the accumulation of 

information. Therefore, the NSA gave a short overview on the flow of information that 

is produced and transferred at the beginning, during, and at the end of digital 

communication. In Figure 4, we can see an overview of how much data is being 

communicated between the continents: 4,972 Gigabyte per second (abbreviated as 

Gbps) are communicated between the US and Canada on the one side, and Europe on 

the other side. If we summarise the worldwide data flow as presented by the NSA, we 

get 12,383 Gbps of data that are communicated between the US & Canada, Europa, 

Africa, Asia & Pacific and Latin America & [the] Caribbean. From those 12,382 Gbps 

of overall data volume, 10,650 Gbps are communicated directly with servers that are 

located within US territory. If we remember chapter 1.3 of this paper, US authorities are 
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permitted to intercept on digital communication that takes place within or penetrates US 

jurisdiction, since the US PATRIOT ACT went into force on October 25, 2001. (Doyle, 

2012, p. 6).  

 With the leaking of the top secret classified information, we also got aware of 

the fact that US intelligences by far not only have to rely on hacking techniques to gain 

information. From Figure 5 below, which was the third slide within the NSA 

presentation, we can learn that the NSA also had / has access to some of the most 

prominent players in online communication and computer technique. Among them 

Microsoft, Yahoo, Google, Facebook, PalTalk, AOL, Skype, YouTube and Apple. In a 

statement released by the Director of National Intelligence, James Clapper, on June 8, 

2013, it’s been written:  

 „PRISM is not an undisclosed collection or data mining programme. It is an 

internal government computer system used to facilitate the government’s 

statutorily authorized collection of foreign intelligence information from 

electronic communication service providers under court supervision, as 

authorized by Section 702 of the Foreign Intelligence Surveillance Act 

(FISA) (50 U.S.C. § 1881a).“ (Clapper, 2013). 

Anyway, the charts of the NSA presentation suggest a different reality. Especially, if we 

take a glance at slide number 3 (Figure 5) below. 
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Figure 5: Slide no. 3 of the NSA presentation: Working principle of Upstream and 

      PRISM. (FAA702 Operations. Two Types of Collection. NSA, 2013). 

As the NSA charts states, collection of data within the PRISM programme is achieved 

by the interception at the servers of the so called key providers (the most important 

institutions and service providers that grant data access to authorities) to the 

surveillance programs Microsoft, Yahoo, Google, Facebook, PalTalk, AOL, Skype, 

YouTube and Apple (NSA, 2013). Google responded to an inquiry concerning the 

surveillance programme „Google cares deeply about the security of our users’ data. We 

disclose user data to government in accordance with the law, and we review such 

requests carefully“ (Greenwald & MacAskill, June 7, 2013), and therefore admits that it 

leaks data to intelligences. But the Upstream programme operates in a different way in 

order to obtain data. As we can see from the chart (Figure 5) above, Upstream collects 

data „on fiber [sic] cables and infrastructures as data flows past“ (NSA, 2013). 
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Figure 6: PRISM Collection Details. (NSA, 2013).  

From Figure 6 above, and this was also part of the NSA presentation, labelled top 

secret, it gets clear, that the intelligence is able to collect and store both content and 

meta data. Alongside the content data, there is E-mail, chat content, videos, photos, 

stored data, a.s.o.  

4.4.1.2   XKeyscore 

XKeyscore  is, alongside with PRISM, one of the most powerful digital surveillance 1

programs. In the contract between the USA and the FRG that grants and regulates the 

usage of XKeyscore by the BND, the software is described as „Computer Network 

Exploitation Software“ that „combines high-speed filtering and selection to enable 

analysts to quickly find information they need“ (ZEIT ONLINE, August 26, 2015). It 

 Full NSA presentation available under https://theintercept.com/document/2015/07/01/voip-xks/ 1
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almost seems cynical that it says under point C 3 of the contract that the Bundesamt für 

Verfassungsschutz (BfV) and the BND are ought to „utilize XKeyscore in a manner 

consistent with German law (ZEIT ONLINE, August 26, 2015). At this time, nor 

German law in force that would grant it, neither German draft law that would plan to 

allow it, granted the huge surveillance capacities that XKeyscore is able to provide. 

XKeyscore is able to collect „user information (like e-mail, name, phone number, IP 

address, country code)“ (this, we can compare to meta data) and content information: 

„audio, video, image“ (The Intercept_ [sic], July 1, 2015).  

4.4.1.3   ECHELON 

The surveillance programme ECHELON is operated by the so called five eyes 

contracting states, consisting of the USA (NSA), UK (GCHQ), Australia (ASD), Canada 

(CSEC) and New Zealand (GCSB), (Privacy International, September 2, 2016). British 

investigative journalist Duncan Campbell recalls in an article, published on The 

Intercept, when he was in-prisoned after talking with colleagues in a London bar about 

the surveillance practices and the intelligences cooperation of the GCHQ and the NSA 

in 1977. Already in 1977, Campbell’s source called the UK a police state (Campbell, 

August 3, 2015). Campbell describes ECHELON as „the first-ever automated global 

mass surveillance system“. The project, also called P415, intercepted „satellite 

connections, sorting phone calls, telex, telegraph and computer signals“ (Campbell, 

2015). Decades back, the Internet, as small as it was, has been completely surveilled.  

4.4.1.4   Frenchelon 

At least since 1998, rumours about a ‚French Echelon‘ reached the public ear. During 

the 1990s, the first French mass surveillance programs have been ready to go, probably. 

But also in France, just like in other western states, mass surveillance was not new, just 

because the Internet and digital communication rose. French history professor Sophie 

Cœuré said in an interview: „La surveillance des populations par des administrations 

d’État, policières ou militaires, n’est pas une invention du XXe siècle ; elle existe au 

moins depuis le XVIIIe siècle.“ (Jablonka, January 12, n. a.). And this is an interesting 

point, as she says, that mass surveillance does not exist since the rise of the Internet or 

the establishment of oversea cables. Cœuré shifts the focus on the centralization of 
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governmental structures. So a centralistic political architecture has been one reason for 

mass surveillance to flourish. We can use this picture very appropriately for the 

description of the Foucauldian panopticon, as in the Foucauldian prison all power is 

focussed in one point: It lies at the head warden who is located in the central tower, 

from where he can oversee every action in the prison that shall serve as the state, or to 

put it more abstract but therefore more fitting: that shall serve as the representation of 

the overall communication network, that is being surveilled.  

4.4.1.5   Carnivore 

Already in the year 1998 (Zetter, May 15, 2016), information about the FBI surveillance 

programme Carnivore became known to the public. The Carnivore surveillance 

programme did, what basically all the other so far mentioned surveillance programme 

do: It collected information. Carnivore did that at least since the year 1998. It copied 

„all data traffic on a particular Internet server, and collects information about — and / or 

the content of — electronic mail or other digital communications to or from the specific 

users targeted in an investigation.“ (Jennings, 2001). The programme got known to the 

public after the ISP Earthlink denied the FBI the installation of the programme on its 

servers.  

4.4.1.6   DISHFIRE 

On June 9, 2011, the NSA presented (internally) proudly, how huge their sniffing and 

data collection programme DISHFIRE would be. And in deed, it is impressive in means 

of human rights violations. DISHFIRE is a programme that collects and analyzes SMS 

Text Messages around the globe. In the NSA presentation from June 9, 2011, SMS is 

described as „a goldmine to exploit“ (The Guardian, January 16, 2014). And the 

intelligence is relying on it heavily. According to the presentation (see Figure 8 below), 

round about 194 million text messages are collected per day and the data that the NSA 

can store and analyse is both meta data and content data (The Guardian, 2014).  

 Indeed, the NSA is very proud of this and with the thoughts the US intelligence 

is introducing the presentation with, we can see how there is a distinct concept in the 

surveillance strategy (see Figure 8 below). Of course, this comes not by accident, as the 

NSA wants to do a ‚good job‘ — and we can see from the following thoughts of the 
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intelligence, how they constructed their surveillance plan. They carefully defined und 

put a lot of thought in it on what they would get out of SMS surveillance, they defined 

the mass of people that is communicating through SMS, with Foucault we could say: 

they identified carefully the prison inmates and counted exactly how many ‚prison cells‘ 

they would need. What the intelligence(s) know only by analyzing SMS traffic is 

shocking. From Figure 8 we can deduct that personal, private and also intimate data is 

collected as names and mail addresses are being saved alongside with images, 

furthermore the exact location is transmitted to the NSA while sending the SMS. 

Therefore, a profile of movement can be established by the NSA. Even if the SIM Card 

of the device should be changed, the mobile phone might still be under surveillance.  

 

Figure 7: Explaining the DISHFIRE surveillance programme. 

     (NSA, 2011 in: The Guardian, 2014). 
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Figure 9: How the NSA is thinking: Considerations on SMS. 

     (NSA, 2011, in: The Guardian, 2014). 

4.4.1.7   Tempora 

Tempora is a UK surveillance programme that is very ambitious and powerful. The 

British intelligence GCHQ bragged about it in a slide with the tag line „Mastering  the 

Internet“ (MacAskill et al., June 21, 2013). According to Edward Snowden, the UK 

intelligences shares the collected information with the US intelligence NSA. Alongside 

the Tempora surveillance programme, the GCHQ was and probably is tapping 

underwater communication cables. In an article on vice.com, the magazine says that 

Tempora „siphons some 20 million gigabyte of data a day from more than 200 cables 

that collectively stretch 600,000 miles across the world“ (Sokol, September 10, 2015). 

Even this technique is not new, but considering the mass of communication data that 

runs through oversea cables every day, the installation of these taps is guaranteeing the 

intelligence all the data that is communicated through these cables. (During the cold 

war, the US used to tap oversea cables to spy on the Russian alongside the Ivy Bells 

programme. (Carle, n.a.; Khazan, July 16, 2013)). We have already seen similar sniffing 

techniques under chapter 4.4.1.1, where I described Upstream and PRISM. There, the 

NSA was referring to the Internet backbone, a conglomerate of submarine 

�  84

http://vice.com


communication cables that connect the continents. With a programme like Tempora, 

surveillance is put on a whole new level. Every piece of data that is communicated in 

digital forms across the continents can be captured and therefore analyzed. 

4.4.1.8   FAIRVIEW, BLARNEY, OAKSTAR & STORMBREW.  

    Or: Upstream 

According to The New York Times (NYT), the Fairview programme is one of the first 

‚modern’ communication surveillance programmes, as it was launched in 1985 

(Angwing et al., August 15, 2015). An NSA document that explains the Fairview 

programme states that „60 million foreign-to-foreign emails“ (Angwing et al., 2015) can 

be captured every day. According to the NSA slides, the Fairview and STORMBREW 

programs (see also chapter 4.4.1.1) rely heavily on „key corporate partner with access to 

international cables, routers, and switches“ (NSA, in Angwin et. al., August 15, 2015).  

As we now from up to date NSA presentations, there is still a conglomerate of these 

‚key partners‘ the intelligence relies on. This is very similar to retention in Germany, as 

ISPs are required by law to save meta data (as it is presumed) that is produced surfing 

the Internet. In the US, the giant ISP AT&T is very busy collecting peoples data for the 

intelligences. The authors of the quoted article even mention a „decades-long 

partnership“ (Angwin et al., August 15, 2015). Other partners of the project we already 

encountered in chapter 4.4.1.1. The perfidiously ambitious aim of the NSA is according 

to a leaked slide to „own the Internet“.  

4.4.1.9   MYSTIC 

It is very obvious by now that the US and also German intelligences want to collect as 

many information as they can possibly get. With MYSTIC, the US established a huge 

technical programme in order to spy on phone calls all over the world. MYSTIC itself 

consists of various sub programmes: Scalawag, Acidwash, Basecoat, Duskpallet, 

Etchingspring, Eveningeasel, Lollygag, Oilyrag, Permanentpress, Rancidrinse and 

obviously something called Venator (Deveraux, Greenwald & Poitras, May 19, 2014). 
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Figure 10:  NSA Statistic on internal reports concerning the MYSTIC telephone  

        surveillance programmes. 

        (NSA, probably 2012. In: The Nassau Guardian, May 26, 2014) 

According to the Washington Post, the NSA „has built a surveillance system capable of 

recording ‚100 percent‘ of a foreign country’s telephone calls“, the paper is relying on 

Edward Snowden (Gellman & Soltani, March 18, 2014). At the same time, the agency is 

said to be able to actually listen to only 1 percent of the calls, as the amount of data is 

huge.  

4.4.1.10   DCSN 

A very interesting case of a surveillance programme is the so called Digital Collection 

System Network (DCSN). From a document of the US Department of Justice, we can 

clearly see the motivation, or maybe better: the justification that stands behind online 

mass surveillance and digital mass surveillance programmes. From the Capital Asset 

Plan and Business Case Summary that is meanwhile available on the homepage of the 
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US Department of Justice, we can learn that the objective of this surveillance 

programme ought to be to enable the FBI „to collect evidence and intelligence, pursuant 

to lawful authority, in order to protect the United States from terrorist attack and against 

foreign intelligence operations and espionage, as well as to successfully pursue 

domestic criminal activity“ (US Department of Justice, March 18, 2010). We can see, I 

want to claim, how this is a totally fitting case in terms of the securitization of formerly 

non-elements of the security policy of a state. Why? To answer that question, we shall 

again take a look at the functioning principle and the data that is collected throughout 

this programme.  

 Other than for example the Tempora programme that has been explained under 

chapter 4.4.1.7 above, the DCSN does obviously not collect data from oversea cables, 

so we could say, there is at least no direct access to international, worldwide 

communication. But: The DCSN programme does collect information from „traditional 

land-line operators, Internet-telephony providers and cellular companies“ according to 

wired.com, and is ought to be „far more intricately woven into the nation’s telecom 

infrastructure than observers suspected“ (Singel, August 29, 2007). According to the 

report, the DCSN software „collects, sifts and stores phone numbers, phone calls and 

text messages. Different clients of this software obviously collect different types of data. 

The DCS-3000 client Red Hook is ought to collect „signaling information — primarily 

the numbers dialled from a telephone — but no communications content“ (Singel, 

2007). The DCS-6000 client Digital Storm on the other hand side „captures and collects 

the content of phone calls and text messages for full wiretap orders“ (Singel, 2007). A 

third client, called DCS-5000 is „used for wiretaps targeting spies or terrorists“ (Singel, 

2007). The surveillance programme shall be able to define the position of the 

communicators via cell-tower information. The person, the agent that is collecting the 

information shall, according to the report, be able to send the recoreded information 

immediately to translators, in case, the recorded communication is conducted in a 

foreign language. With this system, the FBI does not require a physical tap anymore, 

and judges, and therefore a legal, juridical process is taken out of the equation as well, 

as „with the new CALEA-compliant digital switches, the FBI now logs directly into the 

telecom’s network“ (Singel, 2007). Obviously, other than the Carnivore surveillance 

programme, the DSCN is able to log into Skype, VoIP communication as well. This 

�  87

http://wired.com


means that not only telephone communication over regular fixed line is being spied on, 

but also every VoIP communication. And this once more means that not only the 

communication of US citizens is part of the surveillance, but every communication data 

that is processed over US located servers that therefore are located on US territory and 

therefore are accountable over the US PATRIOT act, as we have already learned. This 

means that also Skype and presumably other VoIP communication from non-US citizens 

is object of this surveillance programme. 

4.4.1.11   Boundless Informant 

According to media reports, Boundless Informant is not a surveillance programme of 

the kind, we have heard of (like PRISM, XKeyscore of DCSN above), but much more a 

tool for the NSA to analyse and track surveillance data from all over the world 

(Greenwald & MacAskill, June 11, 2013). Boundless Informant does obviously not 

collect information of people surfing the web, of communication over other digital 

devices, but produces therefore metadata itself, we can argue. From figure 11 below, we 

can see the distribution of global data produced through mass surveillance by the NSA 

and probably other US intelligences.  

 

Figure 11: Cataloguing worldwide surveillance data: The Boundless Informant     

       programme. Ranging from green (low) to red (high) the amount of   

       information that is collected by the NSA from countries all over the world. 

       (Greenwald & MacAskill, June 11, 2013). 
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Figure 12: NSA Chart describing „The New Way“ to gain internal intelligence data on 

          surveillance (The Guardian, June 8, 2013). 

 

Figure 13: NSA Chart describing „The Old Way“ to gain internal intelligence data 

       on surveillance (The Guardian, June 8, 2013). 
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From the charts that we are presented here, we could argue that the NSA operates like a 

firm, and its product is data — big style. And from the charts we can see that the NSA 

was not satisfied on how the analysis and access of, well, its ‚product‘, data that has 

been collected by actual surveillance programs, has been communicated and analyzed 

within the agency. So, the NSA tried to improve it’s analysis capabilities. From figure 

12 above, we can see how the intelligence asks for „visible trends“ in the surveillance 

data, that comes from its programs (NSA in The Guardian, June 8, 2013). Furthermore, 

the NSA speeded up the communication between its operating units, probably between 

the agents, that were actually analyzing data, and the IT specialists that probably ought 

to care for the storage of the huge data masses. In former days, an agent had to 

obviously come up with a request for a certain set of data he wanted to access. Now, the 

agent would be able to get the requested data in, like the NSA writes, „near real-

time“ (see figure 12 NSA in The Guardian, June 8, 2013). 

 And even though the internal communication system Boundless Informant is not 

a surveillance programme per se, it is an important element in the surveillance 

procedure, as the NSA is basically rationalizing the processes of surveillance. And 

therefore, it is an important argument, an important development that may not be left 

undiscussed in this paper. We can even transfer this rationalization process without any 

problems to the overall architecture of surveillance and the Foucauldian panopticon. We 

could argue, that, to stick by the picture that the head warden in his tower has access to 

all the information that first of all he himself is capable of perceiving and secondly, the 

information that his staff is gathering from its duty, walking through the prison, looking 

in cells here and there, and the head warden knows exactly how often a staff warden has 

looked in a cell, how many steps he is running each day, how often he passes which 

cells, and of course: what information the ‚walking wardens‘ beneath the towers 

perceive. But a more detailed explanation on this will follow within chapter 5 of this 

paper.  

 Another surveillance programme that is very important to take into account here, 

is the so called Bullrun programme. And again, we have also another element of 

surveillance that we can adapt once more also to the panopticon. The Bullrun 

programme focuses on the decryption of encrypted digital communication. 
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4.4.1.12   BULLRUN - and decryption techniques 

Within this chapter, we may have to back up a little, as we should take into account the 

various attempts of the US government and the NSA, most of them successful, some of 

them not, to get both software and hardware programmers / manufacturers, to install 

backdoors to be used by the US intelligence into their consumer programs and hardware 

products, as the BULLRUN project deals with the decryption of data in general. 

 We should first of all deal with some general assumptions dealing with 

communication and encryption. The obvious aim of encrypted communication is that a 

third, uninvolved party that is not authorized to gain the information that is sent from a 

person, server or any digital device, to another person, server or digital device, does not 

have the chance to obtain the decrypted information. Of course, it depends, if we now 

focus on digital communication, of the network security if an unauthorized third party 

can receive (in most of the cases illegally by what is called hacking, sniffing, key 

logging, and so on) the decrypted information as such. But this is not the primary usage 

of encryption. Encryption is there to avoid third parties from reading, gaining, 

perceiving, the ‚clear text message‘, the informational content the actually authorized 

party should be able to receive. One of the both most prominent and oldest encryption 

cyphers is the so called Caesar Cypher, which is named after the Roman general Julius 

Caesar, who was supposed to use it (Luciano & Prichett, 1987, p 3). Of course, modern 

encryption standards are much higher than the simple, linear N positions shift of letters 

in one or another of two directions. 

 One of the probably most central variables within the decryption of encrypted 

communication is time. But in the very first instance, we may not forget, that the saving 

of communication, whether encrypted or not, is still an illegal act per se: it is theft. 

 Obviously, the NSA spends and is willing to spend furthermore both time and 

money to decrypt encrypted communication. From another top-secret-labelled 

document that got leaked we can learn, that the NSA is elaborating its tactics on the 

decryption of online communication, as the intelligence wants to „monitor the 

prevalence of encrypted usage within encryption technologies (https, VPN, etc) and 

across the Internet and into our SIGINT target’s domain“ and they are obviously want to 

figure out „What percentage of encryption are we seeing in all traffic? What is the trend 

over time?“, and at the same time, the intelligences, (in this case the NSA and the 
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GCHQ, as I am quoting a joint paper) fear, that encryption „threatens our ability to do 

effective target discovery [] because pertinent metadata events will be locked within the 

encrypted channels and difficult, of not impossible, to prise out.“ (NSA & GSHQ, 

January 20, 2011 in SPON). 

4.5   The involvement of the BND in the NSA scandal 

The exact extend to which German intelligence Bundesnachrichtendienst profited, still 

profits, took part and still is taking part in online mass surveillance is hard to define, but 

there is various indicators, statements by people investigated by the German Bundestag 

among the trials to the surveillance scandal as well as some documents published by the 

platform Wikileaks that point to an in-depth cooperation of the German and US 

intelligences, with the BND being an effective spy on German people on behalf of the 

American intelligence. The online surveillance conducted by German intelligences 

solely (like retention), is by far not the only form, the only programme of online 

surveillance that is conducted by German intelligences among German people, for this 

instance, remember e. g. chapter 4.3 of this paper (project NADIS WN). As the 

investigation process to the BND involvement in the NSA surveillance is still not 

finished at this time and reliable information, especially scientific sources other than 

technical, but procedural circumstances of the whole surveillance scandal is not 

available to my knowledge, I will rely on quotes of various governmental officials that 

have been questioned by the trial investigating on the issue.  

 Former principal in the German Chancellery Peter Bartodziej has been 

questioned by the trial and responded according to Wikileaks to the question, whether 

he would know that data has been forwarded by the BND to foreign intelligence 

agencies: „[…] [In the BND-law] gibt es natürlich sozusagen eine Fülle von 

Möglichkeiten unterschiedlicher Arten von Daten, die übermittelt werden können. Da 

war es so geregelt [], dass es für bestimmte Arten von Übermittlungen eine Art 

pauschale Genehmigung in einer Dienstvorschrift gab.“ (Deutscher Bundestag, 2015, p. 

13). This quotation indicates that a multitude of data has been exchanged between the 

BND and the NSA, and I want to note that — in my personal opinion — the self 

understanding of Bartodziej and his conduct at the trial resembles a person with relative 

power, not questioning the actual consequences of the actual implications of his, of the 
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offices surveillance activities in context of basic democratic rights to be protected (e. g. 

privacy). 

4.6   Limitations of the description of surveillance programmes 

Even though I tried to explain on the one hand side the probably most powerful and best 

known surveillance programs that have become ‚known‘ to the public, even though in a 

very limited way, as we always have to rely on presentation charts that have been 

leaked, this fourth chapter did not describe all online surveillance programs that firstly: 

are known to the public at all, and secondly: have been leaked by intelligence 

whistleblowers, hackers, or any other person that could have come in contact to what 

the intelligences would label as ‚classified information‘ and ‚top secret‘. Furthermore, 

we can in most cases just interpret what is meant with certain formulations and graphics 

that are presented in the charts. But in most cases, the message concerning the 

capabilities and concerning further plans on how to improve and enhance surveillance 

has been brought to the point very aggressively and clearly, in a way that I think we can 

make use of in order to work with in this paper. Furthermore, not every detail of every 

surveillance programme has been explained in this chapter, as this definitely would not 

be appropriate firstly, terms of the overall length of this Thesis, and secondly, for the 

aim of this paper, I tried to concentrate on the most prominent and important 

characteristics of the programs that I described. This has two purposes: On the one hand 

side, it gives a sufficient overview of the most important surveillance programs and 

their core functioning principles, and on the other hand side, we can work with this 

technical and ideological characteristics in chapter 5, after we have come to a quick 

intermission, that shall provide orientation what I have been describing so far, 

summarise, and prepare for the application of the surveillance practices to the 

Foucauldian panopticon.   
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Intermission: What have we done so far? 

I know, this was a long way before I actually come to the innovative part of this paper. 

In this core part, I will translate the circumstances and consequences of online mass 

surveillance into the Foucauldian panopticon. And I am finally trying to proof that we 

live in the Foucauldian panopticon like I announced in the hypothesis and especially in 

what I have been calling the extended working hypothesis. But in order to get my whole 

idea, it is important to have in mind certain core principles and constructions, that I 

tried to explain so far. The tension between democracy and securitization, what 

democracy actually can and / or should mean in the 21st century, and especially if we 

take, and have to take into account the Internet, and all that the online world is 

providing us with. We have been looking at what surveillance actually is and can mean, 

we have been identified very different forms of surveillance — forms of surveillance that 

are considered useful by society, and forms that are considered not to be. And I hope, I 

could have made clear that surveillance per se is neither bad nor is it good, and that it 

is a very often technical instrument that is used to gather information. But the 

motivation in order to gain this information on the one side, and the awareness of the 

surveilled party on the other hand side, alongside with the law in force in a democratic 

state and human rights, and simply: moral, define if surveillance is legitimate, or not. I 

will come to the conclusion, that online mass surveillance is not only not legitimate, but 

puts every single one of us in a prison — literally. So we are no longer autonomous, to a 

point that we change our behaviour, where it then gets very clear that the power of the 

state, in a Foucauldian meaning, is dominating us, changing us, threatening us.   

For my argumentation, on how surveillance undermines democratic rights, I chose a 

normative approach, to justify the implications and dangers of surveillance that I see 

from the very basis of freedom. Then I already gave an overview, of what the 

Foucauldian prison looks like, and how perfidious it manipulates people, both inmates 

and wardens, or in our case, both the biggest part of the executive force and the people. 

Then, I tried to weigh up the process of securitization and democratic norms in chapter 

3, followed by a quite detailed explanation of how the major surveillance programs 

actually work. Therefore, I described both surveillance programs that are in force today 

and that have been brought to the public by whistleblower Edward Snowden in 2013, 
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and also some surveillance programs that are (probably) no longer active today. This I 

did in order to show up that digital mass surveillance programs, and surveillance 

programs in general have all one thing in common: the collection of data that is in most 

cases not obvious to the surveilled and controlled people that they revolve around.  

Now, I can come to the point, where I will apply the technical circumstances of  

surveillance and the infrastructure it runs on. 

I will show up, how the society we live in can be transported to the panopticon draft of 

Jeremy Bentham, and how the principles and concepts of what became known as the 

Foucauldian panopticon fit the state — and with ‚state‘ I mean both the subject of 

international law, the FRG, and the ‚state of being‘ of every individual. For this 

instance, we shall remember the prison sketch by Willey Reveley (see Figure 2 / 6) 

below.  

Let’s make it an ‚open day‘. 
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5. How we live in the Foucauldian panopticon 

In Figure 2 / 7 we can see the prison sketch of Willey Revely dating back to the year 

1791 that I already described under chapter 2.2.1. In this chapter, I will describe the 

elements of the Foucauldian panopticon and their meaning in the online mass 

surveillance scandal in an order that seems logical to me. 

 

Figure 2 / 7:  The original design for a panopticon prison, sketch by Willey Reveley in      

 1791. Clockwise, from top left to bottom: Front view on the building; 

 interior architecture, space and room plans; ground plan.  

  (Reveley, 1791). 
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In my opinion, we do not only live in a state that has gained some more power in recent 

years and that is willing to share some of his power with the people (even if the FRG in 

specific is ought to derive its whole power from the people, according to article 20, 

German basic law, from each and everyone inhabitant that has the right to vote), but we 

do live in a state that oversees every action that we take, when we communicate over 

digital devices. This fact is the phenotype of enormous power: A state that has the 

possibility to know everything: Bank details, deepest desires, online purchases, holiday 

bookings, photos, videos, texts; shared and stored on online services like Dropbox, and 

so many, many more sources of seemingly private data, like we have seen from chapter 

4 that I consider so very important, as it provides us with the knowledge of the actual 

force and technical capabilities (that are also made use of) of the state and the 

intelligences. 

Therefore I think, we can explain the surveillance that is conducted by the state very 

well with the Foucauldian panopticon. And I will state, that the comparison to the 

Foucauldian panopticon also withstands the effects that Jeremy Bentham described in 

1787. From the surveillance programs that I described under chapter 4.4.1, we can learn 

that every electronic and digital communication channel is subject to surveillance by the 

intelligences, either by, and in most cases, the NSA, or both the NSA and GCHQ, and 

also the BND. There is a good chance that other intelligences are players in this game, 

are collecting information, but this firstly is no more subject of this investigation, and 

secondly, it is already sufficient to explain and describe the consequences of the 

surveillance that is conducted by the mentioned intelligences. Thirdly, the surveillance 

programmes that I described already proved to have sufficient technological capabilities 

of which is as well made use of, in order to transfer them to the architecture of the 

Foucauldian panopticon, and even to get the implications and consequences of the 

Foucauldian panopticon in line with the surveillance programmes.  

I don’t think, it makes great sense to rely on, for example, a stringent view, processing 

from the outside walls of the prison to the centre, the inspectors lodge, even though, it 

might make sense in parts. This I think is due to the interdependent relationship of the 

panopticon elements that all function together, as a system. A system of surveillance and 
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power of few over many. And indeed, I am for now going to start to describe the prison 

as we can see it in whole, below. 

 If we take a look at Reveley’s sketch above, I think we should start imagining 

the panopticon prison as the utmost biggest peer group, the group that contains the most 

shareholders and the people that are affected of the consequences of surveillance, and 

the people that are part of the infrastructure of mass online surveillance. Therefore, we 

might not be able to define the panopticon prison as, for example, the number of people 

(to stick with Foucault: inmates) and the number of police and intelligence employees, 

the ministry of the interior and the government itself (and to stick with Foucault 

likewise: the warden and the overseer / the head warden), but we might be able to apply 

the panopticon in a more abstract way to the infrastructure of surveillance.  

I often used the term the Germans, when I was referring to consequences for the people, 

affected by surveillance. This is due to the focus of the paper, as I mostly want to show 

up the circumstances and consequences of surveillance in Germany. But I do neither 

think, it would make great sense, if we looked at the outer walls of the Foucauldian 

panopticon as the borders of the FRG. Yes, I do look at what happens inside the 

panopticon, inside the state of Germany, but other than the panopticon prison, the state 

of Germany is an element of international politics and of international law, a subject of 

international law that is connected with other states, and of course it is heavily 

connected with and to the USA that operates the probably biggest number of 

surveillance programs that also German people are effected by. So I think, it would 

make much more sense, to not see the boarders and the walls of the panopticon as easily 

transferable to real life politics.  

 I would prefer to see the Foucauldian panopticon as a unified conglomerate of 

surveillance tactics and surveillance programs that has no population, no number of 

inmates that is easily defined over the number of Internet accounts in one state.  

For this instance, I would like to describe the Foucauldian panopticon according to the 

sketch of Reveley with the infrastructure alongside online mass surveillance, as I see 

things. 
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5.1 The architecture of online mass surveillance 

In Discipline and Punish, Foucault writes that the „major effect of the panopticon“ 

would be „to induce in the inmate a state of conscious and permanent visibility that 

assures the automatic functioning of power“ (Foucault, 1975, p. 201). This brings 

together the effects and the purposes of surveillance for the holders of power and what I 

already described with Duval & Wicklund (1972): the principle of objective self 

awareness. Now let us take a look at the inmate. In Reveley’s sketch, we can see the 

prison cells marked with the letter A. And without any other connection or implication 

for right now: let me describe, how I see the prison cell in the means of 21st century 

surveillance.  

The 21st century prison cell 

The prison cell in Reveley’s and Bentham’s idea is nothing more that an actual, physical 

prison cell that can be overseen at any time by a prison warden and that serves one thing 

only: the permanent surveillance and control of the prison inmate that is solely in this 

small cell. We can say: The prison inmate lives in this cell. People in the 21 century in 

the context of online mass surveillance do not live in a prison cell in an actual 

correctional facility, they do live in either houses, flats, single rooms or shared rooms — 

this in very different spaces and phenotypes, but in general is this how we live all over 

the world. To make it short: we are located in space, we find ourselves in a certain spot, 

this is simple metaphysics and nothing new. But still, we can transfer the Foucauldian 

notion of the prison cell to the circumstances of online mass surveillance. The prison 

cell that Bentham and Reveley had constructed had to be cost efficient, and so is also 

the online surveillance programs. But it always depends on what one is considering 

efficient. According to a CNN report, Steve Aftergood, director of the government 

secrecy programme at the Federation of American Scientists, estimated the US 

intelligence budget for 2012 to be $75 billion (Sahadi, June 7, 2013) and according to 

other sources, the budget of the NSA sums up to „over $15 billion“ each year 

(Richelson, 2012, p. 95). The prison cell is the room in the Foucauldian panopticon that 

can be overseen and watched by the warden 24/7. Within the means of online mass 

surveillance, we can transfer this notion to the spaces we do communicate online and 
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use digital devices. For us, the Foucauldian prison cell has become mobile: we take it 

with us, it is attached to us, as we transport our mobile phones with us, everywhere we 

go, as we regularly log on to different portals, might it be Facebook, LinkedIn, mail 

accounts, banking accounts, or any other account that is able to identify us through an 

account name — a nick name or an email address. And furthermore, even, if we do not 

log on to the Internet from devices that do not belong to us, that we do not own, there is 

even less trouble for any intelligence to identify a personal user of blood and flesh 

behind a machine, as we got to know that the intelligences have in many cases, what 

they have been calling key suppliers — ISP that deliver data to the intelligences.  

 In this chapter, I argue that selected Foucauldian metaphors concerning the 

panopticon are transferable to the system of online mass surveillance as conducted by 

the BND and NSA. I state that the mechanisms of control and power as discussed by 

Foucault are applicable to the bespoken case. 

5.1.1   Identifying the warden and the inspectors lodge 

Like I already explained under chapter 2.2.1, alongside with the actual architecture of 

the panopticon prison, the warden, or, we might also call him the inspector, or overseer, 

finds himself at point N in the sketch (see Figure 2 / 7 above). N is the very centre of the 

panopticon prison, the tower, on top of which we can find the inspectors lodge that, how 

we have read from Bentham, is also equipped with a full flat for the family of the head 

warden. In this prison, in this microcosm, the inspector, whoever sits in point N is the 

holder of power. From this inspection tower, the warden can see in every cell of the 

prison. Now, if we want to transport this facts to our thought experiment: Who is the 

head inspector in the case of online mass surveillance? And we also should not forget 

the other wardens who work under the instructions of their chief.  

 I want to claim that N, the most central point of the digital prison of online mass 

surveillance, can be defined without a doubt. But still, it is a more complex issue than in 

an actual prison. If N is the point, from which every inmate can be watched at any time, 

this point would also be the most central point within the context of online mass 

surveillance. So let me ask: Is there a central point from which we can be spectated at 

all times? I want to claim, like I already partly introduced that there is at least a concept 

of a central point in the context of online mass surveillance. Even though the prison 
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inmates, in our case the Internet and digital communication users, are distributed among 

countries, even continents. As we have learned from, for example the PRISM 

programme in chapter 4.4.1.1, the NSA takes into account the fact that oversea cables, 

connecting the continents, serve as the so called backbone of the Internet and digital 

communication. These oversea cables can obviously be leaked by the intelligence. 

Furthermore, there are various ISP that serve as key providers for the intelligences, 

suppling them with private user information. This makes clear that all the information, 

which is gathered and all the information that the intelligence is able to collect or to 

inform itself about, can be accessed over the internal NSA computer systems: The 

administrative programmes on top of the surveillance programmes, like meta data 

analysis programme Boundless Informant (chapter 4.4.1.11).  

I would like to take into account various thoughts: 

1. In the original panopticon prison, wardens have actual, physical oversight to what 

the inmates are doing. Therefore, they can see how they behave, act, kneel, pray, 

murmur, sleep — simply every entity of behaviour and existence that is accountable 

through the five senses, even though tasting might occur rather rarely.  

2. What the wardens and head warden, what the overseers cannot perceive in the 

original panopticon prison as a correctional body, is emotions, feelings, as long as 

they do not go hand in hand with a physical reaction, like crying or screaming. We 

could determine this as a blind spot in the panopticon prison. 

3. In the original panopticon prison, the inmates do not see the warden that is located 

in the central tower to oversee them. This is a concept that we can apply in the 

context of online mass surveillance. 

The warden is obviously the person in both the Foucauldian panopticon and in our 

scenario that has power. Power over others who he is supposed to watch, as he has more 

information than the inmates and as he is basically ‚free‘ to move, what the inmates are 

not. The warden finds himself on another level of power, and as we say: Knowledge 

equals power, and this is probably very true in our information age that we live in. 

Similar to the cell and the inmates of the cells, the concept of the inspectors lodge and 

the wardens are a little more complex to be defined in online mass surveillance, than in 

an actual penitentiary prison.  
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In the FRG and the USA, the countries whose societies stand vaguely in the centre of 

this investigation, there is a certain system of right. A state that has agreed on the 

separation of powers into the executive, the legislative and the judiciary branch. In this 

states, the intelligences (mostly the BND and the Verfassungsschutz for the FRG and the 

NSA, FBI and CIA for the USA) and the police forces represent the executive force, as 

they are to take measures alongside their constitutions and basic laws they are obliged 

to protect and to serve. And as we have seen from chapter 4.2.3, where I tried to show 

up the conflicts of online mass surveillance with the German basic law, it seems, that a 

multitude of the very basic rights (articles 1 - 20) of the basic law might be subject of 

infringement.  

 For this instance, if the executive force of the mentioned states shall represent 

the head wardens / the wardens, who have the oversight of people from their panoptic 

towers, the wardens do not follow the rules, that the judiciary and legislative branch 

agreed on, being elected (the legislative branch, the German Bundestag) by the German 

people, to uphold article 20, German basic law, which says that all the power of the 

government has to be derived directly from the people that voted it (the government).  

 In the panopticon prison, we speak of a special form of power, the panoptic 

power. And this panoptic power is also expressed by the head warden over the regular 

wardens. The head warden is the central person having all the information, and 

therefore all control over what is going on in the panopticon. In my opinion, we can 

identify the head warden in the BND and NSA surveillance as the leaders of both the 

FRG and the USA, Angela Merkel and Barack Obama. They both acquire power to 

large extends by their sheer presence. We should remember: The inmate in the 

panopticon prison is not being beaten up, at least, this is not a central argument for a 

panoptic prison in contrast to the expression of power in a regular prison. Panoptic 

power is established, when the inmate comes to the insight, to the awareness that there 

exist certain entities that just have power. Power through knowledge and sheer presence.  

One of the biggest „achievements“ of the head wardens is that — regardless if they do 

or do not know certain things / they do or do not have certain information — it is 

assumed by the regular wardens that these kind of power, this kind of knowledge lies by 

them.  
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5.1.2   The circular architecture of the panopticon 

We have learned from Bentham’s letters and descriptions of the panopticon that he 

thinks — and panopticon prisons have indeed been built in this form, as we have 

learned for example from the Cuban Persidio Modelo — that the ideal form for the 

panopticon would be the circular (Bentham, in Bozovic, 1995). That means that every 

inmate finds himself in the same distance (more or less, as there are different levels of 

cells, in which the cells line up next to each other) to the inspectors lodge, as it is placed 

in the centre of the building, on top of the inspection tower. For the case of online mass 

surveillance, we can therefore conclude, and I think this makes sense, which I also will 

explain why that every person under surveillance, surfing the Internet, has the same 

status to the surveilling entities, to the warden, to put it with Bentham or Foucault, to 

the intelligences, to put it in the context of our investigation. Now, distance might not be 

taken in a literal sense in the context of online mass surveillance, as physical distance 

differs of course. If we take the NSA headquarter in Crypto City, Fort Meade, Maryland, 

USA as one reasonable point for the inspectors lodge, a person, sitting in Miami, Florida 

is of course much closer to the ‚inspector‘ as one that is surfing the web in Russia. But 

physical distance to the inspectors lodge, or in our case: the surveilling entity as the 

intelligences, does not play a role anymore. The intelligences have to put the same 

amount of force into the accession of data from a person near to the NSA headquarter or 

a person on, for example Miami, or Munich, or Warscow. As information signals on 

glass fibre cables travel with nearly the speed of light (modern cables achieve a speed of 

99.7 percent of the speed of light; Anthony, March 25, 2013), real physical distance 

makes no considerable or even recognizable difference for the intelligences to access 

and perceive information, and for this instance, we can see another resemblance to the 

Foucauldian prison, as distances between the panoptic tower and the cells of the inmates 

are stable.  

 As the accumulation of data and also the transportation of international data and 

Internet traffic has become centralized (for example with oversea cables if we look at 

the internationalization of communication or the leaking of those oversea cables, the 

accounting of key sources by the NSA like AT&T as key service provider for private 

user information and meta data), we can speak from a panoptic tower in this case. 

Similar to what I mean with „we take our cells with us“ (see chapter 5.1), also the 

�  103

https://de.wikipedia.org/wiki/Crypto_City
https://de.wikipedia.org/wiki/Crypto_City


surveilling entity is able to take it’s panoptic tower with it. This is accomplished through 

cloud services and networks: Given an account to restricted and classified data for an 

intelligence agent, he or she (the agent / the inspector) can access certain classified 

surveillance data. So the hole web (and I mean: more like a spider’s web) has become 

flexible, it is rotating around it’s centre, around it’s panoptic overseeing entity.  

Powerful people in a cell 

In October 2013, media reported that the mobile phone of chancellor Angela Merkel had 

been and / or is subject of digital mass surveillance by the NSA, since at least the year 

2002 (spon, October 26, 2013). Bottom line: this is also powerful people in a cell. Still, 

we can first of all transfer this surveillance and power-phenomenon onto the 

Foucauldian panopticon, and furthermore and more importantly, this evokes severe 

implications for the state of surveillance in whole and the expression of power of one 

state government, in this case, the FRG. From chapter 5.1.1, we could deduct that there 

is the powerful in the panopticon, and the ones that are being ruled over, the ones, that 

are object of expression of this power: the people, the ordinary people of a state, here: 

the German people who do not hold power in the sense of a political, governmental 

power. But this is not entirely true. In fact, even the most powerful person in the FRG, 

chancellor Angela Merkel, who is (to transfer this to the panopticon) traditionally a 

warden, might have been or might still be object of surveillance. If this is indeed the 

case, this constellation establishes a more complex relationship in the context of power 

among the surveillance scandal, as Merkel would be in the role of a normal warden, and 

the surveilling entities in the role of the head warden. For the German state, for the 

German people, this evokes further implications especially if we would assume that data 

has been delivered by German intelligences to American intelligences deliberately. 

Again basic values, also to be directly derived from German Basic law would be 

infringed by this, as „Human dignity shall be inviolable. To respect and protect it shall 

be the duty of all state authority“ (Article 10, paragraph 1, Basic Law). This is a very 

important point that unfortunately, according to the information that I have right now, 

cannot be described and valued fully, as more information about the knowledge and the 

cooperation between the US and German intelligences would be necessary, and the 
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German government would first have to fulfil his duty and explain in detail, which 

information are being delivered to foreign intelligences.  

5.1.3   What makes the warden watch 

‚What makes the warden watch‘ is both an important introductory line and a necessary 

question to be asked. In the panopticon prison, not only the actual inmates are under 

surveillance of the wardens and the head warden, but also the wardens are under control 

of the head warden. This is a very important principle in the exercise of power within 

the panopticon. Bentham writes in his letters that it would be  

 „a very important advantage, whatever purpose the plan my be applied to [], 

that the under keepers or inspectors [] will be under the same irresistible 

controul [sic] with respect to the head keeper or inspector, as the prisoners 

or other persons to be governed are with respect to them.“ (Bentham, in 

Bozovic, 1995, p. 45). 

This means that the under keepers are not located at the same level of power as the head 

warden / the head inspector. Foucault writes that „power produces knowledge“ and 

„power and knowledge directly imply one another“ (Foucault, 1975, p. 27). This means, 

the more powerful one gets, the more knowledge can be accumulated, and on the other 

hand side, which goes hand in hand with this process, by increasing knowledge, power 

increases as well.  

 Especially in an, Foucault would call it apparatus, especially in the 21st century, 

where we live in a society that gives blindly in to neoliberalism, to the promise of 

economical growth that implies the promise of personal financial and therefore 

manifestation and growth in status within a society, the wardens of the 21st century, the 

wardens of digital online mass surveillance I want to claim, are triggered and motivated 

by their chance to growth. By a secure job, by a fix salary that should be above the 

median of a certain social field, one identifies with. But money is not everything, is not 

the sole motivation to engage in a job. Especially, in a time of financial crisis, of 

insecurity in terms of income and the worth of money, people tend to search for deeper 

meanings, also in their jobs. This has not remained unrecognized by the NSA. The US 

intelligence describes its „core values“ as „Honesty, Respect for the Law, Integrity“ and 

„Transparency“ (NSA, 2016). We could say that these are core values, very basic and 
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primal needs and desires for probably at least the majority of mankind (and I will pick 

up this thought again in chapter 5.2, when I will be writing about the regime of truth and 

the speakers of truth in the Foucauldian sense). McClelland writes in his book The 

achieving society that the achievement of power is one of the core human motivators to 

act (1961). This leads me to say that the will to the achievement of power motivates the 

agents of surveillance to act as they do; furthermore that through the achievement of a 

certain amount of power, for example the access to certain sets of information that are 

classified and restricted for certain groups within the apparatus, within the intelligences 

and surveilling agencies, a higher level of knowledge is created. The higher level of 

knowledge of one group within the apparatus / the intelligence comes with a higher 

level of power (see quotation above: Foucault, 1975, p. 27). Furthermore I state that  all 

the basic needs that can be satisfied digitally as described within the paragraph Human 

needs to make clay soldiers within chapter 5.1.6.2 can be applied to the concept of the 

warden. 

5.1.4   The total efficiency of the electronic warden 

Not only the actual (human) agents and analysts, working at the intelligences that 

conduct online mass surveillance can be recognized as a warden in both a Foucauldian 

sense and in the sense of the executive force of a state (in this case: the USA). With 

electronic, digital surveillance, we can actually try to widen Foucaults notion of the 

efficiency of surveillance, what makes the consequences of it even more severe: the 

total efficiency of the, I would like to call it electronic warden, in form of the described 

(and also those not described) surveillance programmes. I think, it would be sufficient 

to try to describe the means of digital surveillance with what Foucault provides us, and I 

think that Foucault already had in mind a worst-case, or, to say it without connotation: 

an extreme form of surveillance that already covers every social and psychological 

approach (in terms of consequences of surveillance) we could come up with. 

Nonetheless, we can say: humans are fallible. In the case of the original panopticon 

prison, both the architect Bentham, and also Foucault, take into account a crucial 

element of the panopticon: the prisoners, the inmates do not and can in most cases 

(except for if a warden passes their cell, or stands in a place that is not the panoptic 

tower but another place, from where he can get insight in the cell) not know, if they are 
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being watched, or not. In the case of digital mass surveillance, the visible warden is 

totally missing. None of the inmates, here: the Internet users, the online communicators, 

can know at any time, if in fact they are being spied on in a certain point of time or if 

they have been spied on within a certain period of time at all. And this I think, brings in 

a psychological element, also a social element (or rather: an asocial element) and a 

political element that is not available in the original panopticon prison. This element, 

that I am about to explain, brings in a whole new dimension in terms of the perfidy of 

online mass surveillance. In the original panopticon prison — might it be an actual 

prison like the Cuban Persidio Modelo, a mad house or a ‚correctional facility‘ for ‚bad 

behaving school children‘ — the panoptic tower stands clearly to be identified, clearly 

to be seen as an, one could say phallic symbol of power, a symbol of superiority of the 

holders of power over the ‚inmates‘, in the centre of the facility. This visible symbol of 

power is missing in the context of online mass surveillance. The holders of power have, 

at least among their vastly increasing seizure of power in the context of surveillance, not 

erected an architectural symbol, neither a functional, nor a symbolic one. Of course, 

their is the all black, huge, modern NSA facilities in Crypto City, Fort Made, Maryland 

and we can say that in probably every point in time since the Roman empire 

governmental facilities ought to represent (state) power, but we are missing on a definite 

symbol of the system of repression that we live in. First of all, modern (German) 

politicians have learned from the obvious abuses of power and tax money through Hitler 

and Speer’s gigantomania (and of course slave labour in this case), which led to a 

superficial modesty by the holders of power. If money is involved in public affairs, 

politicians have to justify spendings (and this is obviously a good thing and a 

democratic element). Furthermore, a very direct expression of power by the mighty in 

Germany is not compatible with their image that had to be established in order to gain 

trust in the post WWII era. To sum up: power functions very sublime in Germany, and 

probably also in the western hemisphere (even though the higher politicians in the US is 

perceived differently from the German ones, as the US is a presidential republic that 

always much more identified with it’s president, on the other hand side criticized it 

more openly, if opinions opposed). This in mind basically led to two things: the absence 

of a human warden in order to control people and to express power, and the possibility 
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to introduce an electronic warden (of course alongside with the rise of the Internet and 

electronic infrastructure) that is even more efficient. 

  

5.1.5   Identifying the inmates and cells 

Especially, if we see the panopticon drawing in front of us (Figure 2 / 7), we could 

argue that it is not much of an effort, to identify the inmates and cells in the Foucauldian 

panopticon in the context of online mass surveillance. I said that we could imagine the 

executive state forces, in particular the intelligences and the members of the 

intelligences, the agents and analysts as the warden, and above that the head warden, at 

who’s lodge all information is gathered and the total insight to all electronically 

gathered, private information lies. So the inmates of the panopticon in the case of online 

mass surveillance are clearly the Internet users who are object of surveillance. But I 

think, we can draw a quite detailed picture of the Foucauldian cell in our application 

that takes into account the infrastructure, the periphery, and the paths we have to use 

regularly, every day, in order to ‚accomplish something in life‘, in order to do the jobs 

we are working, in order to organize our everyday life. In this paper, I mostly refer to 

the expression online mass surveillance. In this chapter, we should take a better look at 

what online actually means. Why? I am referring a lot to the connections, of better: I 

want to show them, between online mass surveillance and the consequences of online 

mass surveillance that put the online or Internet user into a panoptic cell. But in order to 

be in a panoptic cell, the consequences of my hypothesis, where I argue that we live in a 

total surveillance state, and in a state of total surveillance already, surveillance would 

have to be possibly at any time. If I argue, that every user of a digital, connected, 

electronic device finds himself in a panoptic prison cell, I have to take a look how this 

24/7 prison cell can be transferred to the everyday live of people that I see in this cells.  

 According to statistics, 52.72 million people from the age of 14 have use the 

Internet („stationäre und / oder mobile Angebote“) in Germany (Statista, 2016 / AGOF 

digital facts). And we certainly know from personal experiences that we are not 24/7 

sitting a) in front of a computer and b) we are actually engaging with the Internet 

connection, we are communicating in any way over this Internet connection. So, there is 

two chances, very similarly to the Foucauldian panopticon, in our everyday life: First of 

all, we do not know, if any information and or communication we engage in digital form 
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is being watched by another human being. Secondly: There is the chance that we are 

either being watched doing our business online in a certain moment, or that information 

we produced digitally is being reviewed in any other point in time by an inspector / a 

warden (in our real life case: an agent, a police officer, and so on). Like I already wrote, 

one of the big differences between an actual panoptic prison, or another panoptic 

facility, and the digital panopticon is the establishment of incoherence. There is no need 

for the warden and the prisoner to be a) in the same space and b) in the same time to 

grant successful surveillance. Imagine the digital panopticon like a 360 degree rotating, 

seed headed dandelion, as it is flying, floating through the air. Please excuse some 

profanity and infantility of some descriptive imaginations in the following paragraph. 

 In our new centre of surveillance in this metaphor, we have now the centre of the 

dandelion. The flower seeds are our new prison cells. See, how the seeds, the Internet 

users, stick to the centre, to the panoptic tower, no matter, where to the wind blows the 

dandelion? The centre of the dandelion is the reason for the flower seeds to actually 

flourish. And the centre is also afterwards there, to keep the seed attached to it. This is 

like in our case: The centre that grants the seeds / the individual digital machines (smart 

phones, laptops, computers, notepads, smart TVs, servers — every technical device with 

an Internet connection that allows the machine to be a partner in a (technical) 

communication process to actually communicate with each other, never changes its 

relative position to the user interfaces.  

 Except from the interesting picture, this has a severe consequence for the 

surveilled society: there is barely a way out of surveillance. 

5.1.6   How discipline is achieved & The problem of the invisible warden 

One of the most important prerequisites for surveillance, for control, for control over the 

masses, over the inmates, and in our case also over the users of digital and online 

communication and action, is discipline. Successful surveillance (if we may say so, 

from the perspective of the warden / of the state), will only function if the people that 

are object of surveillance, object of the expression of power, in our case the people 

living in the FRG are under control. This control, this effective expression of power can 

only be achieved by discipline. The people in the FRG have to be disciplined, in order 

for the state to gain power over them. The instruments to achieve discipline are limited I 
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would like to claim. And this I will explain. Firstly, I will give a short insight in 

discipline according to Foucault, so we have once again a theoretical basis to built on.  

After this, I will try to explain, how discipline is achieved in the society of the FRG, and 

this is how I feel a very important chapter, in which I will try to show up how millions 

of people are being robbed of the possibility of a state of non-discipline, of, so to say a 

natural state of behaviour, a social state, a behavioural state that would root much more 

in intrinsic motivators than in the impositions of the aims of the holders of power. And 

with ‚intrinsic motivators‘ and ‚natural state of behaviour‘ I am at this point not even 

remotely glancing at anarchism or related anti-state concepts.  

5.1.6.1   Discipline according to Foucault 

Foucault is building up to his concept of discipline by referring to docile bodies. And 

for a very interesting fact, he does not refer to some natural prerequisite of physical 

fitness in terms of a darwinistic concept, but already to a human body that is „shaped 

from clay“, by the holder of power, as he is referring to the soldier of the 17th century 

(Foucault, 1975, p. 135). The soldier can already be identified as a human, as a person 

that is primarily an instrument by the holders of power, by the state, by his officers and 

generals that have been put into position to express a power over him. And we can say 

that there is already some sort of panoptic power that makes the soldier behave, how it 

is wanted by the generals and the soldiers of higher rank than him. We can see a related 

form of power that lies in the panoptic warden and the officer of higher rank (see the 

power relation warden — head warden). Foucault writes furthermore that the body is 

„shaped, trained“ and he „obeys“ (p. 136). We can see very clearly here, I want to say, 

how Foucault already purposely uses a language that objectifies man, as he is talking 

not from man or human but from soulless bodies — he even refers to Julien Offray de 

La Mettrie, who wrote L’homme machine (1748), arguing that human can be compared 

to a machine: It is man, as an instrument, free from own will and ready to be used. I 

think that there is a strong reliance onto discipline in the FRG among a multitude of 

entities of everyday life that serve as a foundation of online mass surveillance as they 

produce a state of structure that is controllable. I will explain my opinion in the 

following chapter.  
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5.1.6.2   Discipline & rhythm in the society of the FRG 

There is two forms of discipline that we can take into account and that we also can link 

to the concepts of Michael Foucault, if we speak from Discipline in the society of the 

FRG. In this chapter, I want to show up, how discipline is a prerequisite of the 

functioning of the expression of state power, and how this discipline is achieved among 

the people in the FRG (and we shall always keep in mind that most of the concepts that 

I am applying here, can be applied in probably most of the western, industrialized 

‚information states‘, like the US, most of the EU, wherever digital mass surveillance is 

possible to gain control over a major share of the people in a country in order to express 

power and control over them). The first form of discipline goes hand in hand with what 

Wicklund and Duval meant with objective self awareness. 

How discipline is a prerequisite 

There is already unsettling evidence that surveillance in form of retention is shaping, 

forming the behaviour of German people. A Forsa poll, conducted on 27. and 28. of 

May 2008 shows that retention „von sensiblen Gesprächen am Telefon ab[schreckt] und 

wird von nahezu jedem zweiten Bundesbürger als unverhältnismäßig abgelehnt“ (Forsa, 

2008). The prison inmate, the surveilled person, is at some point going to shape his or 

her behaviour according to the wishes of the surveilling entity / the state / the 

government, well: the holders of power. In 2016, Elizabeth Stoycheff published an 

unsettling study in the journal Journalism & Mass Communication Quarterly, 

investigating on the subject whether online mass surveillance will shape, change, 

restrict the free expression of opinion while communicating online. First of all, 

according to the study, 87 percent of American citizens would be aware of the fact that 

„their online actions are subject to government interceptions“ (Stoycheff, 2016, p. 4). 

Stoycheff comes to the conclusion that „[a] majority of participants, being primed of 

government surveillance significantly reduced the likelihood of speaking out in hostile 

opinion climates“ (Stoycheff, p. 12). This means: In the awareness of being surveilled 

and controlled by the government, people do not express their opinion, as it is 

constitutionally granted, in this case by first amendment of the constitution of the US 

(Cornell University, 2016).  
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In this paragraph, let’s focus on how discipline is a prerequisite for online mass 

surveillance to actually function. For this to explain, I would like to look at some given 

— what I would like to call — facts. Foucault writes, quoting the legislator Jean-

Jacques-Philippe Vilain: „The man who does not find his subsistence must be made to 

desire to produce discipline; in a sense, he is forced to acquire it; he is then tempted by 

the bait of gain; corrected in his morals, accustomed to work[]“ (Foucault, 1975, p. 

122). I think, for this chapter, this is probably the most central thought to rely on, how 

we can explain discipline as a prerequisite of online mass surveillance. Also, it 

resembles very much the Foucauldian description of the soldier, formed out of neutral 

clay, just alongside the will of his officers. In a capitalist society, the core feeling of 

every human element of this society, of this group, of, in our case, this state, has to 

desire. With the words of Vilain in Foucault: he has to be made to give into the 

temptation of the bait. The bait in our case is to belong to a social group. Nobody wants 

to be singled out. Everybody want’s to identify with a status, and everybody wants the 

others to perceive their status. This, how I think, leads to a vicious circle, as the majority 

of the people of the FRG, well, the workforce and the people working in the service 

sector are so badly primed to first of all belong to their own peer group — at least, they 

don’t want to ‚hit things worse‘, if I might say so, as the ‚others‘. And for another 

instance, deep in everyone, there is the burning desire, to have a little more than all the 

others — even within their own peer group, or maybe: especially in their own peer 

group. This leads to a vicious circle: A majority of people will always come to the same 

economical status, forming, or transforming into another peer group with the same 

economical characteristics, with the same or at least similar desires and expectations  

out of the economic system they live in. But the actual, individual goal, to reach another 

status, different from the majority the individual roots in, can never be achieved. And 

status is probably the strongest motivator in it. The will to be better than others is not 

only a phenomenon in capitalism or neoliberalism. The will to be better than others 

roots very deep in every one of us, it can be traced back to origin of mankind and it is 

the core selective principle in all living nature (see most prominently in Darwin, 1869, 

The origin of species). I am certainly not what has become known as a social darwinist, 

in the sense that I say that natural selection is how we should built up a society. But I 

think that one of the core concepts of darwinism (survival of the fittest), and this is 
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actually natural, leads to the economic race, to the race for a better status than ‚the other 

one‘. 

 Now, in my opinion, there is no doubt that there is a massive degree of power 

within the primary and secondary sector of our economy, especially, if we take into 

account the producing sector of the industry.  

How discipline is achieved 

Now, allow me to explain, how I think that discipline is achieved in the society of the 

FRG, and how this discipline again is being used by the surveillance state, and serves 

therefore on the next step as a prerequisite of online mass surveillance. I am sure that 

there is more entities, more needs and factors that serve as a prerequisite of mass 

surveillance. But the function of this chapter is not to desperately list up all factors that 

do or could play a role as a prerequisite (as abstract they might be) for online mass 

surveillance. The function, the purpose of this chapter is to get my idea of what I see as 

a highly functional system of the expression of power, control and discipline among the 

inhabitants of the FRG. And like every time: I am trying to show up my ideas, how I see 

them within the FRG, even though they might be applied to the US and other 

industrialized, information societies.  

Human needs to make clay soldiers 

Or: The digitization of needs 

Within this paragraph, I am trying to identify basic human needs that therefore also 

represent the motivational foundation of the people of the FRG in order to do anything 

at all. In order to feel the need for a ‚good‘ education, in order to get a ‚good‘ job, in 

order to be able to afford all the things capitalist society in the FRG is producing and 

implanting the wish to possess them. I will describe, how basic human needs and human 

behaviour, after all human as such could have become object of surveillance. With, what 

I call in here the digitization of needs, I mean that basically every human need can be 

satisfied within and through a digital environment and that needs furthermore are 

created through the digital environment. Let us take a quick look at what digitization 
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actually means. According to the Oxford Dictionary, it is „the conversion of text, 

pictures, or sound into a digital form that can be processed by a computer“ (Oxford 

University Press, 2016). So it usually means, the conversion of perceivable data in a 

form that can be worked with by an information processing machine. My idea is, to 

show up, how human as a social being with needs has become dependent from this 

machines — and all of his needs can firstly be created by machines and furthermore 

satisfied by them, like I already wrote. 

 To explain this thoughts deeper, I will focus on the following entities that I 

would like to call basic human needs: physical security, economical security 

(implying the need for a job), belonging to a group, family and partnership, social 

status & joy. In this thoughts, it is very important to mention in this first paragraph that 

I do not want to say that we all have been tricked into „the digital online thing“, I do not 

want to say that our social behaviour, our economy and so on are existent in the digital 

ways they are just for the state, the holders of power to gain control over us — even 

though I think, there would be some ideas, some approaches to get out of. But, I do not 

want to get carried away to far: My aim is to show up that it is just fact that our 

digitalized world, our digitalized live, the digitization of pretty much every aspect of our 

lives provides the perfect petri dish for online and digital mass surveillance; That the 

phenotypical exercises how different human needs display themselves are used for the 

people to obey, to gain control over them. 

 For my thought experiment on the digitization of human needs, we can also rely 

on Maslow’s Theory of Human Needs (1943) that later on had become visualized within 

the famous Maslow Pyramid of Human Needs, ranging from, how Maslow called the 

very basic human needs, „physiological needs“ (Maslow, 1943, p. 372) to needs of 

„self-actualization“ (p. 394). 

 Physical security is probably the most basic need, placed deep in the genes of 

every human being: every human being strives to survive. In the FRG of the 21st 

century, physical security means to have shelter and food and in modern (capitalist) 

society, it evokes the need for money. Now, in our highly digitalized society, there is 

basically no way around for information of each an everyone of the inhabitants to be 

object of collection in different organizational units — might they be within the social 

security sectors (medicinal data & health histories for our health and care insurance), at 
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registration offices, every single inhabitant has the duty to register his or her current or 

new place of residence (see § 17, paragraph 1, BMG). We have seen from chapter 4.3 

that the German intelligence Verfassungsschutz is making use of the data that is being 

collected at registration offices, car registration offices and also weapon registry data 

bases. This also indicates that surveillance in Germany goes even far beyond the 

surveillance of common digital communication of inhabitants, but makes also use of 

digital data that is accumulated in the social sector and other organizational state units. 

Who would object to the idea of public health care? With the right to public health care, 

duties have evolved. We have the duty, to register for health insurance and this builds up 

to the duty to register at the place of residence in Germany: according to § 193, Gesetz 

über den Versicherungsvertrag (VVG). Within every form of registration, I think we can 

see overwhelming parallels to what Foucault wrote within the very first pages of the 

chapter Panopticism within his Book Discipline and Punish, when he described the 

surveillance power amongst the outbreak of plague in villages, when officials were to 

control the state of people every day. In case, plague broke out, inhabitants had been 

forbidden to leave their houses and every day an official was to control the health status 

of the inhabitants of houses — they had to show themselves at the window, in order to 

have the official know, whether people had become infected, died, and so on (Foucault, 

1975, p. 196). Now, the described forms of surveillance are not elements of online mass 

surveillance. But people are searching for solutions to health problems, medicine, are 

comparing health insurances online, are closing deals online. In our time, we could 

speak of the digitization of human needs. This digitization of human needs produces the 

discipline to interact, to move within the digital infrastructure. 

 The need for physical security does not only display itself by people moving in 

an actual, physical and therefore easy to controllable infrastructure (like over the digital 

organization and management of houses, online orders for basic needs like food, phone 

orders for pizza delivery, and so on and so forth), but in a more tangible form within and 

around one of the centres of this investigation: the delegation of power to a group of 

people that in the very first instance is there to protect the masses — the executive 

forces of a state, the police, the military, and the officers and generals that command 

them. When I have been describing the relationship of the officers and generals, the 
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police officers and their bosses, when I have been describing their relationship with the 

Foucauldian picture of the warden and head warden in the panopticon prison, we can 

now apply two thoughts: first of all, human needs for security has lead to a delegation of 

power to ‚state officials‘ that have the only executive force, and are therefore superior to 

‚regular people‘. Secondly, with this need for physical security, and this is the more 

crucial point, the surveillance state has been able to develop. Security has, to large 

extends, become a mean of digital involvement. In this case, we can just recall the 

insanely high household of the NSA in the US, or the approval of the German 

government to introduce the new surveillance unit Zitis that, like already described, will 

than (officially) collect content data on a large scale. Once again the actual, real need for 

security of regular people is the petri dish for the phenotype of the expression of power 

by the powerful and surveillance. Security has become a word pod, ready to be filled 

with real entities of expression of power (police forces, new intelligence units, new and 

more powerful means of surveillance), domination and paternalism. Once again, I 

would like to make clear that there is no direct link between the human need for security 

in the first place and the surveillance in the second. At least, I do not see it this way. 

Nonetheless, the need for security or the presumed need for security has become 

exploited, having a clear and defined outcome: the upgrade, the reinforcement of 

executive forces. 

 With the digitization of human needs, I do not only mean that most of our needs 

can be satisfied by going online, and some of our needs can in many cases already 

solely be satisfied by going online, or by communicating either with man or machine 

over digital devices. Communication is the best example therefore. But not only do we 

have the (in many cases single) possibility to satisfy needs by going online, or over the 

communication over digital devices, but needs have actually become tethered to online 

and digital entities. Needs are actually begin created by the digital world. For this 

instance, we shall take a look at the need for economical security that has in my opinion 

become tethered to the possibility to go online, and therefore the satisfaction of the need 

of economical security can be seen as an act of discipline. 86 percent of the German 

households are equipped with at least one computer (statista, 2016), and it has become 

routine that it is considered an enormously important element of status among school 

children, what brand their smart phone is and how fast their computer is — comparison 
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within peer groups is once again a thriving force. Furthermore, learning environment 

has become subject of digitization for decades, and there is a multitude of publications 

that show up this development in different perspectives (the transformation of rural 

secondary schools in Zimbabwe, Gomba, 2016, or about Understanding tablet computer 

usage among primary school students in underdeveloped areas: Students’ technology 

experience, learning styles and attitudes, Putjorn, Deravi & Ang, 2014, and many, many 

more). We can see from this ongoing process of digitization that also education, as a 

basis for economical security, is heavily effected by it. If we now take knowledge as an 

elementary human need, we can see, how there is probably no and if there is any, only a 

narrow way around for parents or legal guardians to supply children with computers and 

digital devices. The disadvantage for those children, who do not possess a computer or a 

digital device in order to fulfil their tasks or interact digitally with their teachers and 

school mates would be huge. This circumstances can produce social pressure even on 

those parents or guardians, who would not supply their young children with computers 

in the first place without second thoughts — and we have a first form of discipline. The 

discipline to obey to a behavioural pattern of the majority. I would not go so far to say 

that technology and technological development would be solely something as an 

„invention“ in order to control and surveil people. But the means and possibilities of 

electronic techniques, of electronic data processing has provided the perfect Petri dish 

for surveillance, for an instrument to control people and to exercise power over them. 

 If we take a closer look to one of the other entities that I mentioned to be a basic 

human need, belonging to a group, we can identify how I think clear patterns of a 

digitization of social needs. Once more, I do not only think that social needs are being 

supplementary satisfied, but social needs, at least their phenotype, their actual 

perceivable ongoing, are created by digital technology in the first place. With all these 

examples and clarifications I want to say that there is almost no way round for a human 

being in the FRG of the 21st century, of putting himself in a Foucauldian prison cell, 

where he or she can be spectated by the security organs, the executive forces and 

intelligences, like I wrote: the centre of the dandelion, all day long. Let us look at some 

of the most prominent social apps and digital organizations that we are part of or at least 

affected by in these days: Facebook, YouTube, Twitter, LinkedIn, Xing, Tinder, 

Whatsapp, Telegram, and so on. From the picture below, we can, how I think, remotely 
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see at one glance, how the digitization of needs has progressed, how there is apps, web 

pages, info databases, networks, and many other services for basically every need that is 

existent in the first place, or created later on by the service as such. 

 

 Figure 14: Global Social Media Prism: An oversight of digital services. 

        (ethority, 2016). 

Within the field of the satisfaction of social needs, we have now also the satisfaction of 

economical needs, as they have become socialized by the uprising need to engage on 

social platforms in every step, in every staircase from ‚I want to have a job because I 
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want to have money and I want to belong to a group‘ to eventually working in a certain 

job. A fitting example is probably the usage of social media among academics (within 

this field, there already exists a great number of research, to just mention few: Omar, 

2016; Guy, 2012; Moran et al., 2012). A scholar that is not presenting his newest work, 

and who him or herself is not present professionally on social media channels (in this 

case most prominently researchgate, LinkedIn, Twitter, academia) is being tricked into 

thinking that he is not keeping up with modern technique that his scientific behaviour is 

outdated. And I do not want to denigrate that there is the possibility that both useful 

critique and new input can be created by using social media as a scientist or researcher. 

But we can speak from the satisfaction of a both social and professional need, when a 

person proudly presents his findings or opinion in the context of science to his peers and 

the scientific community. And suddenly, the researcher adopts a behaviour that is 

expected from the online community — and hesitates to speak out an opinion that is not 

in line with the dominant opinion (Veletsianos, 2016, p. n. a.). Firstly, we can see here a 

strong resemblance to the chilling effect. Secondly, we see how the human need of 

being of success in the job pressures people, in this case researchers, to go online and 

creates data — object of digital mass surveillance. This is a good example I think, how 

we are baited into the behavioural mainstream, how the promise to the clay soldier 

works — and how he is afterwards (it does not matter, if he actually gets the bait, or 

not) formed. Now, without any resemblance at all to surveillance in the first place a 

social need becomes object of surveillance. Let me put it this way: The actual aim of the 

panopticon prison is not to physically capture people — any other construction, 

architecture without surveillance and with or without the total oversight by a warden 

would do this job. The aim is, to shape and control behaviour, which generates an inner 

prison, a prison for the soul we might say.  

 As I now have been talking about the digitization of the social aspect of the job, 

I now want to explain my thoughts on the digitization of firstly the job as such and 

secondly to get a greater picture, more away from the individualized perspective of the 

job to the digitization of economy and economic needs that show themselves again in 

phenotypical behaviours and needs of the individual that is being satisfied by online and 

digital electronic communication — and therefore once again serves as a basis for 

surveillance by the holders of power, the state, the intelligences. 
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Working in a job, we do rely on a highly digitized environment that provides the 

possibility to execute this jobs, as the jobs have become digitized in the first place. A 

peasant in the midst of the 20st century did not have to check the weather online, place 

his seed orders online, check his emails and the latest price reports for fertilizer, a. s. o. 

Still, his need was to operate a running farm, a business. He had to be able to bring out 

the seed, fertilize, protect his field, fertilize again, and at some point, when weather 

conditions where suitable, had to harvest. He than could inform the miller that his crops 

would be ready, and so on and so forth. In our time, also peasants rely on the digitized 

world, on the opportunities of online communication and information. The peasant can 

check the weather online in few seconds, orders his seeds online, orders his fertilizer 

online — and there he is most probably comparing prices, as the globalization of 

markets has made them more ‚aggressive‘. These steps take a person who is just 

basically familiar with operating a computer and using a search engine seconds to 

minutes. Once again: Who could say ‚no‘, to such a promising, reliable, quick 

opportunity that is supposed to make life easier after all? The promise of the Internet, 

the promise of globalization has always been that the masses would benefit. That it 

would make life more convenient. 

2,300,000,000,000 Megabyte per Day 

Economic needs in both personal / individual and societal terms, in terms of national 

and international economic efforts have become digitized. Intercontinentally, 

2,300,000,000,000 Megabyte are communicated each day — and this number does not 

include regional data traffic (McKinsey & Company, 2016, p. 4). The McKinsey report 

also comes to the conclusion that „flows of goods and finance have lost momentum“, 

but „used cross-border bandwidth has grown 45 times larger since 2005“, and it 

mentions the projection for the next five years: until the year 2021, cross-continental 

data flows are expected to rise by the factor nine (McKinsey & Company, 2016, p. 31) 

and this concerns all fields of usage of the Internet. Therefore, more and more data is 

being produced that might be object of surveillance and storage, which makes trade an 

entity of life that becomes more and more object of control. Not only is trade between 

states and business-to-business presumably under bigger surveillance: my concern lies 
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much more in the surveillance of the individual market participant that engages in 

digital trade: every eBay, Amazon, Tchibo costumer. Like described within chapter 1.3, 

the US started the so called War on Terror September 20, 2001 — nine days after the 

terrorist attacks on US soil. According to reports, the NSA has access to „90 percent of 

the world’s international banking transactions“ (Palow, October 22, 2013). This is 

obviously possible due to access to data of the SWIFT (Society for Worldwide 

Interbank Financial Telecommunication) agreement, an international treaty between the 

US and the EU that grants US officials access to banking transaction data. But as the 

SWIFT agreement is not primarily object of investigation of this Thesis, as is not a 

secret programme — even if the legality of the SWIFT agreement might by heavily 

doubted due to it’s rights infringing and spying character — I will now come to the 

description of the exploitation of human needs as a basis for digital online mass 

surveillance. Furthermore we have to take into account that banking transactions can 

also be subject of surveillance over the so called mTAN method, a mobile transaction 

identification code that is sent to the banking account owner via SMS, and as we have 

learned for example from the DISHFIRE surveillance programme, SMS are object of 

surveillance. 

The birth in the prison 

I also see the human needs for family and partnership as a highly functioning 

prerequisite for online mass surveillance and the expression of power that goes hand in 

hand with it. Once again, the need for a family or very close ties to other people does 

not evoke going online and therefore being under surveillance from a common level of 

needs. The need for the family comes first, like in all the other cases of  basic human 

need, the intrinsic need itself stands there first — but alongside with it’s fulfilment, the 

Internet is involved without questioning it. We cannot turn all this constructions around 

and say: If there was no Internet, the basic need would not be there, or even: the basic 

need could not be satisfied. The satisfaction of basic human needs has worked quite 

well — like always, for some better than for others — for round about two million 

years. Still, social ties among families, close peers and among partnerships are 

constructed and cultivated using digital devices and the Internet. In most of the cases, a 
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partnership (and the formalities of this partnership do not matter: whether married, 

engaged, promiscuous…) either builds up on online communication and / or during the 

partnership online communication and presentation is involved. And I want to clarify: 

This does not say anything about the functionality of these partnerships. The point is 

that people meet other people online and cultivate their relationships by the usage of 

digital devices, by communicating over social media, VoIP, instant messengers like 

Telegram and Whatsapp, Mail, Skype, Facetime, a. s. o.  

 I wrote within chapter 2.2 that I see surveillance as such neither as a ‚good‘ nor 

as a ‚bad‘ thing — it all depends on the purpose of third parties perceiving information 

from the communicators. In the first place, I would say that the possibility to 

communicate almost from any place in the world instantly to other people in almost any 

other place in the world is a good thing. It serves the human need for information, it 

serves the human need to know how other people, peers, family, partners feel, what’s 

new in their lives, and so on. But with the digitization of communication, we make it 

intercept-able — and suddenly, private, intimate information is firstly publicly or semi-

publicly available due to the privacy settings that can be chosen by every user on 

Facebook and secondly, all information, totally independent from user settings, is 

delivered from Facebook to the NSA, as Facebook is a key provider for the intelligence: 

As we have the need to communicate at least to a defined peer group, as we want to 

share these intimate and private information with people, Facebook account owners 

make use of the information slots that are provided by Facebook: whether the owner is 

single or not, in case he or she is in a relationship: with whom, for how long. And most 

of the data is not asked for specifically by social media, but is made public deliberately, 

by sharing pictures of dates, dinners, vacations, kisses and more, and just recently, 

Facebook has announced to come up with strategies, to motivate the users to make even 

more private and personal information accessible online (Frier, April 7. 2016). 

 Furthermore, it has become very popular by adult social media users to post 

pictures, videos and / or written information concerning their minor relatives and most 

commonly: their children. In this cases, just for this example ignoring all other possible 

information a parent or legal guardian might have published to a semi-open or open 

sphere via a social network, we could speak from a short visit in the Foucauldian prison.  

But what if a minor is equipped with an own computer or at least has regular access to a 
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computer with an Internet connection, a mobile phone? In this case we could apply the 

needs of the child / the needs of the minor accordingly, and the infringements of 

inherent human rights is not less severe to the infringement of any other Internet user. 

Due to the online mass surveillance as it is conducted by the US and FRG intelligences, 

we can argue how international human rights law is being infringed: Especially children 

enjoy enhanced protection also in international human rights law. If we look at the 

United Nations (UN) Convention on the Rights of the Child, aka A/RES/44/25, articles 

12 / 1 (right to express views freely in all matters), 13 / 1 (right to freedom of 

expression), 16 / 1 („no arbitrary of unlawful interference with his or her privacy, 

family, home or correspondence“) , 27 / 1 („recognition of a standard of living adequate 

for the child’s physical, mental, spiritual, moral and social development“), we can see 

how online surveillance breaks international law even in regard to children. With the U. 

S. as the only country of the 192 UN member states that has only signed but not ratified 

the convention, it has no judicial power on U. S. soil — but in every other UN state, as 

for example Germany. So, we could metaphorically argue that due to human needs that 

are firstly of course inherent in children and secondly transported via education, and the 

surveillance practices of the governments, children are being put unwillingly and 

unknowingly in a first, probably underdeveloped form of the panopticon prison. 

 Among this paragraph, I also want to take into account the usage of the Internet 

and digital, connected devices among the entities social status and joy. And very 

prominently I think we can see here, how the Copenhagen School of Security Studies 

can explain means of securitization as it, like described within chapter 3.3, brings in the 

social variable as an element of security studies. Social life and structure we could argue 

takes place every time there is interaction between people (this is also one of the core 

assumptions of Max Weber). Of course, we could argue that there is a difference in the 

sensitivity of the data that is created by online users. We have, just to come up with two 

examples, what has been called food porn (e. g. Lobo, April 20, 2016; Romm, April 20, 

2015), which I would label as personal data with a lesser degree of sensitivity 

(nonetheless it contributes to the establishment of knowledge about people who share or 

like pictures or data online, related to this phenomenon), and, to stay within related 

terminology: the production or consumption of actual pornographic and / or erotic 

content. Now, gathering to enjoy a meal, lunch, dinner, has been and still is one of the 
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most basic social experiences human beings have established due to their social nature. 

So we can say, the basic human need for food and the consumption of food has always 

been and still is in a very central social sphere. And food has also always been a mirror 

of social status, a symbol for wealth and health, as studies also show that due to 

economical reasons, wealthier people eat in average healthier than poorer people (e. g. 

Hupkens et al., 2000). And this makes food a factor of social status. So, due to the 

human need to show social status that is interpreted differently from different target 

audiences (a man posting a picture of a new, expensive car on Facebook or related 

social media channels might evoke envy among other male, but he might evoke the 

impression of success, or also the correct interpretation of his lifestyle as real 

economical success, this interpretation can be valid for both sexes), a multitude of 

digital information is generated. If we look at the generated metadata alone — and we 

should recall here former NSA council Stewart Baker, like quoted within chapter 2.2.1: 

„Metadata absolutely tells you everything about somebody’s life. If you have enough 

metadata, you don’t really need content.“ (Baker, 2013) — due to the human need for 

social status that has, to stick with my example, created a phenotype with the posting of 

a picture of a new car, lets say, a picture of a five series BMW that maybe goes along 

with a few words of the account owner that show pride, that ought to reflect economical 

success, first of all the poster’s attitude towards ownership, meaning in life, his taste, 

information on how much money he might have and if this seems not logical for a 19 

year old to own a five series BMW, further interpretation and conclusions can be drawn. 

So, there are some information in postings that can be verified to almost certainty: who 

is the person, what content has he published, well, hard facts. But on a further level of 

information and of intelligence work, conclusions can be drawn that seem not 

absolutely sure at the very first glance — but this is a game of possibilities and chances. 

And when there is, let’s say, a chance of 95 percent that an 19 year old man cannot 

afford a five series BMW, well, it would be logical to concentrate further work and 

input on the higher chance. And here comes the crucial point: In order to gain all this 

reactions, and to put out information of ones social status in the first place, a person 

would have to be part of the group, would have to have access to the market, where 

these ideas, opinions and feelings are actually expressed: the Internet, and in the case 

mentioned: social media.  
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The digital universe of joy satisfaction 

The usage of the Internet and social media through a need for the demonstration and 

also the creation of social status is how I think quite easily to understand. Media that is 

being used in a social context is for that reason called social media. And these media 

channels are also used to experience joy. But it is not only social media that can satisfy 

the human need for joy, but a huge amount of different services within the digital sector 

(meaning for our case: the Internet, digital communication and digital content that is 

produced, consumed and communicated through the digital / online infrastructure) that 

have been firstly created and established to satisfy the human need for joy and 

furthermore evolved to a universe of services and content that both provide the 

satisfaction of the need for joy and also supply people with new input that satisfies this 

need, input that could not be accessed without going online. And if we take a step 

forward there is, like in most of the other examples of human needs that I brought up 

here, the phenomenon that inputs and content is being created and available going 

online that would not exist without the digital infrastructure, the Internet, in the very 

first place. Once again we could ask: Who would refuse to new possibilities to 

experience joy? From figure 12 above, we can already see different services that 

provide for the satisfaction of joy, and this only in the context of social media. There is 

pictures (pinterest, flickr, a. s. o.), music services (YouTube, spotify, tape.tv, a. s. o.), 

gaming (World of Warcraft, Steam, Blizzard Entertainment, and many more), video 

services (again YouTube, vimeo, clipfish, and again many more). People, living in the 

middle of a metropolitan area still have the need for silence, for nature, for the eye 

wandering relaxingly over green, yellow, brown and reddish leafs — technology can 

satisfy this need: try 4K or 5K videos providing calm nature documentations.  

With all these examples, I am only trying to say one thing: The satisfaction of all our 

human needs, can be either organized or directly accomplished by going online, and 

going along this narrow online-path, discipline is achieved, interest groups, peer groups, 

whole characters can be defined by the usage of the metadata and also and especially 

the content data that is being produced during the satisfaction of this needs by each and 

every single one of the human beings going online. 
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A narrow path, granting two forms of discipline 

The most crucial, central point that comes along with the fulfilment of human needs in 

our online, digitized era, is the narrow path every single one in society has to follow in 

order to get satisfaction. This means that the ways how to get satisfaction are very 

limited. And with limited possibilities that are furthermore digitized, mass surveillance 

has been made possible. Now, in order for a human being to follow a narrow path, 

discipline is a central prerequisite. One of the most basic assumptions, a core believe 

that I have, is that real individualism and the need for freedom and self determination, 

the will to act and live (within the means and rules of a social humanism) without being 

told, is based deep inside every human being.  

 In this chapter, I have been talking about how our deepest human needs are 

serving as the foundation of online mass surveillance. And at no time, I am saying that 

our needs are the problem — as they are perfectly human and for this instance natural, 

worth to be protected and in most cases, like described among the examples above, it is 

unthinkable that we as natural human beings can lay off this needs. The problem is, how 

the holders of power take advantage of them. The problem is not only that our needs 

have become digitized, and the fulfilment robs us from genuine experiences in order to 

fulfil them. The problem is that with the digitization of the fulfilment of human needs 

and the following surveillance, power is expressed in a socially accepted form, as it is 

justified as ‚a good thing‘ — and I will talk about this construction within chapter 5.2. 

 The problem in the context of online mass surveillance is that the fulfilment of 

human needs in a digital / online environment produces discipline. And in this chapter, I 

think, we have seen two forms of discipline:  

• the discipline, to move in an infrastructure that grants, or is supposed to grant the 

fulfilment of basic human needs 

and secondly 

• the discipline that is evoked through panoptic power and that goes hand in hand what 

Wicklund and Duval called objective self awareness 
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Rhythm, to cultivate the clay soldier 

As I announced at the beginning of this chapter, I also want to give an insight in my 

understanding of the Foucauldian term of rhythm and how we are able to apply it to the 

context of online mass surveillance. Foucault writes among rhythm when he explains 

the control of activity in Discipline and Punish; there is „three great methods — 

establish rhythms, impose particular occupations, regulate the cycles of repetition — 

were soon to be found in schools, workshops and hospitals“ (1975, p. 149). Again, 

Foucault mentions the military connotation (see clay soldiers), but also social and 

economical spheres where rhythm is an instrument to control people. With rhythm, with 

a strict time table, activities of the masses are being made predictable, therefore 

controllable, and therefore the establishment of rhythm is a prerequisite for the 

expression of power. This we can also apply to the system of power and surveillance 

among the BND and NSA surveillance. We could say: If discipline is the spark, then 

rhythm is the catalyst to keep the machinery of controllable mass activities running.  

Among all the human needs that I have described so far, and how they have been 

digitized and therefore made controllable, we can see rhythmical patterns: especially 

among the satisfaction of economical security, the need for a group / social needs 

(belonging to a group), social status & joy. The most stable form of rhythm is achieved 

through fixed working hours, and fixed working hours have been established at large 

extends firstly through industrialization and secondly through the rise of the service 

sector: through fixed time tables when we go to work, in fabrics, in offices. Rhythm has 

been achieved through the standardization of our lives, through fixed school hours and 

stable pauses. Once again, also the entity rhythm (next to discipline) is being used to 

predict human behaviour. Isn’t it more likely that an extended friendly chat via VoIP 

programs is conducted within the lunch break of work, or after work, than within 

working hours? From the likelihood of extended digital communications between peers, 

colleagues and friends happening at a certain point in time, the likelihood of the content 

of these communications can be deducted: it is much more likely, that communication 

partners talk about personal interests, have enthusiast political discussions or 

discussions about personal preferences in evening hours, in the case they both work in 

the service sector, as chances would be that these kind of communication that has 
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become an element of security issues of the state and now is object of surveillance, 

takes place at 10 a.m. Discipline in this case serves the wardens in a way that it is much 

easier to express control over them, as the behaviour of the workers, speaking with 

Bentham: the inmates, has been made predictable over rhythm. If we take a look at 

Figure number 4 again, we can see that the NSA is clearly taking into account technical 

circumstances that could be described as rhythmic: „A target’s phone call, e-mail or chat 

will take the cheapest path, not the physically most direct path“ (NSA, 2013). And even 

if the NSA takes into account that „you can’t always predict the path“, the attempt to 

gain information, to surveil on the basis of communication patterns, is still taking into 

account fixed patterns. In this case, the pattern is technical. Furthermore, the NSA uses 

very consciously behavioural patterns of communications partners. This becomes clear, 

as the NSA, according to The Guardian, quoting the NSA builds up „a pattern of life“ 

through the surveillance of „cell phones, laptops, Facebook, Skype, chat-rooms“ and so 

on (The Guardian, November 1, 2013). 

Also in the case and the notion of rhythm among online mass surveillance, we can come 

up with two different contexts, this, also within the Foucauldian mindset. To summarise: 

• the surveilling entities (NSA, BND), make use of a technical rhythm that is inherent 

in digital communication (as patterns are available through the opportunistic, cheaper 

communication path), and: 

• the surveilling entities (NSA, BND), make use of behavioural rhythms of the 

communication partners, to predict when ‚relevant‘ content might be available 

After this extensive examination of discipline in the FRG, and also rhythm in the 

context of online mass surveillance, and how discipline is firstly achieved and secondly 

serves as a prerequisite of online mass surveillance, I will now try to explain the 

concept of power among online mass surveillance. 
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5.1.7   Power among digital mass surveillance 

We already got to know, how the mechanisms of power work in the Foucauldian 

panopticon. We got to know, how discipline is achieved both among the wardens and 

head wardens and the inmates, the objects of surveillance on the other hand side. I will 

now come to the point, where I try to explain, how power among digital mass 

surveillance — in our case in the FRG — works and how I think what this expression of 

power does with the people who are surveilled by the state and the intelligences. For 

this instance, I want to mention two important, recent publications that deal with the so 

called chilling effect. I think, this is a phenomenon, we can compare to the disciplinary 

changes of behaviour in the panopticon. In a conference paper, Simon Assion writes that 

the chilling effect surrounds „Effekte staatlichen Handelns, die Bürger davon abhalten, 

von ihren Grundrechten Gebrauch zu machen“ and futhermore „fast immer geht es 

dabei um die ‚Freedom of Speech‘, d. h. die Meinungsäußerungsfreiheit“ (Assion, 2014, 

p. 32). Assion writes that these effects are mass effects that on the one hand side affect 

the basic rights of the individual, but on the other hand side the state act that evokes the 

infringement of the basic rights from a multitude, a majority of the people in the state 

(p. 33). Very interestingly, Moser-Knierim wrote in her 2013 dissertation that 

„Vorratsdatenspeicherung würde ein Gefühl des Überwachtwerdens hervorrufen, dass 

auf Grund der Steuerbreite der Maßnahme und der überwiegend heimlichen 

Verwendung und Auswertung der Daten, der Einzelne das Gefühl verliert, Herr über 

seine Daten zu sein“ (p. 185). 

 Also, a very interesting study comes from Jonathon Penney, who investigated on 

the usage of Wikipedia articles concerning terrorism. Penney compared an empirical 

data  sets, consisting of the access of Wikipedia articles concerning terrorism before and 

after June 2013, when Edward Snowden blew the whistle on the NSA mass surveillance 

practices. Penney comes to the result that average monthly views of terrorism related 

Wikipedia articles declined from 2,775,709 views before June 2013 to 2,249,095 views 

after June 2013 (Penney, 2016, p. 146). This is an indicator for a chilling effect — the 

climate of open political discussion and information gathering cools down, chills, in the 

fear of ‚being seen‘, ‚getting caught‘ and being surveilled — without seeing the warden. 

Here, we can see a clear power relation and it’s effects: The holder of power, like 

always in our case: the surveilling entity, in this instance the NSA, evoked a recognition 
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of it’s surveilling activities among the objects of surveillance (spoken with Foucault: the 

prison inmates, in a further step also the warden under the head warden, like discussed), 

which lead to a change in behaviour, effectively to self-censorship. It lead to a self-

censorship that is, to transfer it to German legislative system, taken account of by the 

basic law under article 5. 

 This process of self-censorship is exactly what I described within chapter 2.2.1 

under The panopticon theoretically, when I introduced the basic architecture and the 

wished psychological effects by Bentham — the inmate shall feel to be under constant 

surveillance, under the irresistible pressure to perform ‚right‘ as wished by the holders 

of power. The thriving force: fear. 

5.1.8   Decryption: How the inmate is totally robbed of his privacy 

Overwhelming similarities between online mass surveillance and a panoptic prison can 

be found in the absence of privacy. Not only is the inmate object of surveillance at all 

time, or at least, the possibility to stand under surveillance is given at any time, but also 

can we find parallels between in most cases by the prison authorities, the wardens and 

prison managers, (persistent) attempts to firstly avoid communication between the 

inmates, and secondly, to intercept communication between the inmates, where it is not 

wished, where it is forbidden by the authorities, this, also in regular prisons. In his plan 

for the panopticon prison, Bentham describes another characteristic that comes along 

with the architecture of the panopticon: the seclusion of the inmates that is achieved 

with separated, individual cells (Bentham, in: Bozovic, 1995, p. 5). 

 Now, I have already been describing how I see the 21st century prison cell in a 

technical communication infrastructure in the 21st century within chapter 5.1.5. And I 

have been stating that the infrastructure of the Internet per se puts as in a defined 

spacetime, in a defined space, to a defined, time — like a body in a cell, whose presence 

in a certain point in time can be verified by thirds. With this knowledge, a warden can 

perceive means of communication between these individuals. But there are certain 

forms of communication that are not deliberately presenting their content to third 

parties, if these third parties are not in possession of additional knowledge in order to 

understand it: we call this encryption (encrypted communication). 
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Before I go any deeper into this thoughts and into the interpretation of the Foucauldian 

panopticon and what it means for hidden, encrypted communication, I feel we should 

take a deeper look at what encryption actually means, what possibilities it provides 

approved communication parties with and how safe from unauthorized interception 

certain means of encryption actually are. At this point, we might also have to rely once 

again on technical circumstances that firstly provide the communication parties willing 

to hide, to encrypt their communication content from third, unauthorized parties and 

secondly on the technical capabilities for third parties, in our case the capabilities of the 

wardens and head wardens, spoken with the terminology of the „real world“: The 

intelligences and security authorities.  

In order to gain privacy while communicating over the Internet, there are several 

technical means that can be approached by the communication parties in order to make 

it harder for the surveilling party to intercept in their communication. In an earlier 

paper, I have examined the functionality of several technical means for resistance 

against a hegemonic, and it lies in the nature of this circumstances, most of the time 

repressive governmental regime. I tried to categorise whether firewalls, certain search 

engines, encryption, proxy servers and among those Tor-Project and Virtual Private 

Networks, could provide users with effective and efficient privacy and whether an 

expression of resistance, in that former case either a real form of resistance, or rather an 

unplanned form of resistance (according to the notion of James C. Scott) would be 

given (Krause, 2016). In this case, in this chapter however, it is not about whether 

resistance in a prison, a panopticon prison and if we transfer also this thought to the real 

world: in the infrastructure of online mass surveillance can be established or not. In fact, 

this goes one step further, as in a panoptic prison communication between the inmates is 

not possible — either, because the warden watches, or the feeling (see self 

objectification / the clay soldier that is shaped and formed) or being watched has already 

made the inmate obey without any further sign of resistance or disobedience. 

Furthermore, the architecture of the prison cells does not establish the possibility for the 

inmates to communicate with each other („These cells are divided from one another, 

and the prisoners by that means secluded from all communication with each 

other“ (Bentham, p. 84, 1838-1843)). 
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Once again, we can see straight parallels between the case of online mass surveillance, 

this time within means of encryption and stealth communication and the panopticon 

prison. What possibilities are there left, for the actual prison inmates to communicate, 

sitting in their cells? There are means of encrypted communication that could be easily 

spotted by the wardens — imagine knock-signs: A Morse code would be far to easy to 

break, as it is widely known and does not serve encryption in the first place. 

Personalized knock-codes might not be decrypted by the wardens, but the wardens 

would be aware of them, as they hear them as well. And we have parallels: Imagine, the 

wardens would not be able to decode the knock-code, but of course, they perceive it. 

Everything standing between them and the clear message is time. Time, to decode it. 

This is what retention provides the government with, and time is only a factor in this 

equation, if the message is encrypted at all.  

 It serves in this case as an argument underlining my hypothesis that we would 

live in a total surveillance society, as an information, transported within a digital 

infrastructure has not to be subject of surveillance of intelligences in one space time 

continuum, but is disconnected (the actual information — clear text — gathering by the 

intelligences does not have to take place in real-time). As the information is stored 

digitally, it can be decrypted any time after the actual intended communication process 

of the communication partners. 

 So, it comes with the possibility of unlimited data storage and decryption that is 

possible over time (this is the only relevant variable, as there is no encryption technique 

that we know of, that is not breakable) and that online mass surveillance leads to a 

constant state of non-privacy among the communication partners, who are object of 

surveillance . 2

 For the efficiency of encrypted communication in the context of resistance, consult Krause, 20162
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5.2   The regime of truth, or: How online mass surveillance is sold as  

   ‚the good thing‘ 

From Michel Foucault's notion of truth we can apply two different meanings. The first 

one is a self critical notion that should not be left unmentioned in this Thesis. In a 1977 

interview, Foucault speaks critically about left intellectuals that would mean to be 

„something like being the consciousness / conscience of us all“ (Foucault, 1977, p. 67). 

For me and this Thesis, this means to try to stay as objective and work in good scientific 

manner, even though the thought experiment as conducted in this paper is quite abstract. 

The investigation on normative implications of online mass surveillance and the trial to 

give proof that we live in a panoptic state is very heavily loaded with moral end ethical 

figures and entities. Still I think, and even if I may be radical in the application of the 

Foucauldian panopticon to the case of online mass surveillance, this paper can be 

justified as it is. 

 But generally, I want to explain a different notion of truth that leads us back to 

the actual topic, this would be, how online mass surveillance is sold as a good thing, and 

as an instrument to grant security, to overall serve the people in a state, what also ought 

to stabilize international relations within the EU and it’s transatlantic partners, primarily 

the USA. 

 For Foucault, the acceptance of truth speakers and the acceptance of an idea or a 

concept as a ‚true idea‘ or a ‚true concept‘ goes hand in hand with his notion of power. 

Within the chapter The spectacle of the scaffold in Discipline and Punish Foucault 

writes that „nothing is more incorrect than this way of judging, which, in truth, is no 

other than a more or less well-founded opinion“ (p. 37), when he speaks about the 

judicial process and the juridical system of a state that relies on rules and the law. The 

rules this truth follows, would only be known to specialists and would therefore 

„reinforce the principle of secrecy“ (p. 37). What does this mean for the case of online 

mass surveillance? 

 In the first instance, I would like to repeat that my application to the case also 

might be the attempt to discover some truth. Still I want to take a look at entities that I 

would like to call facts, or simply information that is out there, and that does not stem 

from me, but from politicians that introduced and justified online mass surveillance as a 

good thing and therefore as something that is ought to uphold a truth that might be 
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defined as the self understanding of a state, that is sold as politics that would increase 

security among a society. And furthermore, the concept of security is and was being 

introduced and established in the western hemisphere as a good thing that defends the 

characteristics and the ideology of western industrial states. Just let me recall the 

quotation of former NSA counsel Steward Baker that I started this paper with in the 

preface. Baker said: „You can say, well show me proof that this really worked. I can 

show you proof that the lack of this really failed. And, when you lose 3,000 people, that 

proof is pretty compelling“ (Baker, in: The Guardian, November 1, 2013). So, Baker 

said, it is a good thing that people are surveilled. It would be a good thing that the state 

is in a position to express power over his people. And furthermore, we can argue that we 

live in a political era that is very much black and white. We live in an era, of a 

dichotomy of opinion. There is just a ‚good truth‘ and the other side that is wrong, and 

therefore has to be fought. Leading politicians are taking a whole society into clan way, 

by online mass surveillance, building up an atmosphere of constant threat that has to be 

fought; fought, with one remedy only, this being the increasing power of the state that 

shows itself in our case by a scenario of total mass online surveillance. Who could 

speak up against security? Who could come up with an argument which says that the 

attempt of the state that has the obligation to protect his people, is wrong in the way the 

state spends so much money, puts so much effort on, and tries to defend so rigorously? 

 We are confronted with an, we might call it political public relations industry 

that is selling truth, moral truth. If we recall the plans of the German government to 

introduce the new intelligence organization Zitis that is supposed to decrypt online 

communication at large, German chancellor Angela Merkel put the German people into 

clan way even in two different directions. On the one hand side, she repeated her 

famous phrase „Wir schaffen das“, creating and constructing a unified mass of people 

that all ought to accomplish something, from which none knows, what this should 

actually mean, and she was talking about a „zivilisatorisch[en] Tabubruch“ (Merkel, 

2016, in spon, July 28, 2016), directed to the attacks in Würzburg and Ansbach. Online 

mass surveillance, and I hope I have made this clear in this paper, always has been sold 

as a good thing, as in instrument that brings security to each and every citizen, wich also 

would lead to well being, social and economical stability, a. s. o. 
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5.3   A glance at the other side: Power without surveillance 

My main statement in this paper is that digital surveillance (in the FRG) goes so far that 

we can claim to live in a situation that resembles very much the Foucauldian 

panopticon. Power by the authorities is expressed through surveillance, at a large extend 

through digital, online surveillance as we have seen from the surveillance programs of 

the FRG itself and especially the USA that serves as a very central point, a point, where 

most of the information is being gathered due to the Internet infrastructure (remember 

the Internet backbone). I am explaining and criticizing digital online mass surveillance 

as an instrument that undermines basic human rights and constitutionally (FRG) granted 

rights. Still, I feel the need to mention that also apart, maybe rather parallel to the 

phenomenon of digital surveillance, power is still expressed by the executive forces of 

the state (the police). So: is there even a form of perceivable power, expressed by the 

state that is functional without surveillance? 

 From both Bentham and Foucault we have learned that power is a highly 

functional entity even without it’s direct expression, as I mentioned the executive state 

forces, the police: I want to say that power is also firstly expressed and secondly 

perceived as such, due to the sheer presence of state officials whose job it is to observe. 

And in this case, we come to an observing person (a patrolling police officer) that might  

allow us on one hand side to come up with the resemblance of a (Foucauldian) warden, 

but on the other hand side, leaving digital surveillance out of the equation, personal 

surveillance, direct surveillance through a human being located in the same spacetime, 

is probably not as, how I called it perfidious, as the surveillance by a digital warden, 

that cannot be seen or in most circumstances be perceived at all. 

Power without digital forms of surveillance is still functional. But it is the core effect of 

power that is expressed within digital forms of surveillance that a directly identifiable 

representative to express this power is not in the sphere of perception of the people that 

are object of surveillance anymore. This relation makes the new form of power so 

perfidious, and how I argued not in line with democratic norms anymore, it leads to 

what I called an inner prison (chapter 5.1.6.2). Now, for a last creative section, I am 

asking: Is there a way out of the digital panopticon? 
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5.4   Desecuritization: Is there a way out of the digital panopticon? 

Under chapter 3.9, I have been describing the concept of desecuritization and I have 

been mentioning some research that deals with this topic as well as I have stated that 

there is the possibility implied within the Copenhagen School of Security Studies that 

after a process of securitization, a redevelopment can take place. Spoken with the words 

of the Copenhagen Scholars, desecuritization would at least mean the beginning of a 

process, in which social entities and factors of society become less and less interesting, 

less and less monitored within security issues by the state and its security organs, also 

within an international context. 

 So, the pressuring issue that I see within the question of this chapter, whether 

there is a way out of the digital panopticon is: Is it probable, is it likely that the social 

branch of a society, all the social entities, everyday digital communication, would 

become an unmonitored thing again? I am very consciously asking, whether if it is 

likely, and not whether it is possible. To make it short, the answer to the possibility of an 

end of online mass surveillance would more or less only mean to, excuse the profanity, 

‚pull the plug‘. But is this likely? Is it likely that the powerful in a state decide to 

desecuritize policy in a way that brings such great power to them, like we have seen in 

the case of online mass surveillance? Wæver writes that the primary threat to a state in 

international relations would be its defeat by another state or an external factor, and with 

the Copenhagen School, not only external, military threats have the power to overturn, 

to defeat and to threat a state, but also economical, social, individual factors have this 

possibility, and therefore have been undertaken a status upgrade we could say, within 

the political agenda of a state that suddenly sees these non-classical factors of 

international relations and threats to a state as threats that endanger and challenge the 

pure existence and order of a state in the same way (Wæver, in: Lipschutz, 1995, pp. 39 

ff.). 

 It is a pressuring thing to ask, whether the government and state officials in the 

FRG actually, and I mean: honestly see an increase of security for the everyday life in 

the state, by monitoring communication at large, by even increasing surveillance on a 

very individual, intimate level (see Zitis). At this point, I am not asking, whether 

securitization and mass surveillance in particular can or could actually contribute to the 

increase of security. But I am saying that the fear of threat is constructed by officials and 
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securitization is their solution to a problem they themselves have created. And it is 

exactly this argument, this perspective from which I am posing the question: Is there a 

way out of the digital panopticon?  

 In this Master Thesis, I am arguing, I am trying to proof that, sadly, we life in a 

state, where all our information and communication is stored and surveilled, that this 

undermines human and democratic rights at large and that the infrastructure of 

surveillance resembles the Foucauldian panopticon already, with all it’s elements: From 

panoptic power over the will to obey to a state where people start to correct themselves 

(remember the panopticon as a correctional facility) to the foundation for an economical 

system that does not pose the question after political change from it’s basis. We could 

argue that from surveillance derive two big consequences: First of all, the collection of 

information, as it is the primary use of surveillance. But secondly, what stands behind 

all it, is control over the masses. If this is true, we have a hard time arguing with 

securitization theories. Once again, we should remember the Foucauldian panopticon as 

a correctional facility: The primary task of the panopticon prison is not to capture 

people, as, like I wrote, every other conventional facility would have fulfilled this 

purpose. The primary task, the reason for the surveillance prison, is the psychological 

factor. The usage of the panopticon prison is not to prevent inmates from further 

criminal actions, but to break their spirits, to educate, to form, to shape, to totally 

incapacitate — for selfish reasons.  

 This is probably the biggest, yet unresolved issue in digital online mass 

surveillance. And there is no official answer to this issue. If mass surveillance only 

serves to gain control over people, as it is expressed by the powerful, and we assume, 

that the powerful strive for more power, then society cannot expect this process, this 

wish, this decision to be turned around.   
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6. Findings & Self critique 

In order to determine what exactly the findings of this highly descriptive analysis of the 

NSA and BND surveillance are, I shortly want to review what I called the working 

hypothesis within chapter 2.3 („We live in a total surveillance society“).  

Unanswered questions 

At the end of this paper, I stand with some important unanswered questions. Even 

though I think, my argumentation is logical, I feel it is pressuring to ask: What is the 

actual aim of online mass surveillance? Even if I am convinced, also from a scientific 

point of view that online mass surveillance is breaking the German Basic law in the 

various articles listed among chapter 4.2.3 (and this juridical examination only covered 

retention as conducted by the German intelligence BND), I would like to know, what 

aim it actually should serve. I have argued that I see online mass surveillance as a 

technical phenotype of securitization and I have grounded this argumentation mainly 

with the Copenhagen School of Security Studies: Digital surveillance takes into account 

elements of the social world that had been unrecognized, that had not been elements of 

the discussion of state security before the Copenhagen Scholars. And if I jump to the 

latest status quo of the insights of my paper, where I claim that online mass surveillance 

changes the behaviour of people, chills the political climate, represses the freedom of 

speech and related basic rights, I am wondering what higher aim all this serves.  

All that I wrote and analyzed, from the accumulation of huge data sets by intelligences 

over the extensively discussed metaphor of the panopticon to the satisfaction of human 

needs in a digital world leads me to one core effect: stabilization. 

7. Conclusion 

Online mass surveillance is betrayal. And the betrayal goes deep. After the (also 

technical) examination of both German and US online surveillance programmes, after 

examining what information is being collected — and as we have seen, this is both 

content and meta data which is being collected, stored and analyzed by a various set of 

surveillance programs — I come to the conclusion that not only tangible basic and 

human rights are being infringed, but society as a concept, society as a democratically 
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organized from of common politics, rights and living has been undermined. Online mass 

surveillance is a massive abuse of power by the agents of surveillance, the state and it’s 

officials. I would love to answer the question whether we would live in a total 

surveillance society with no, but the philosophical perspective from which I chose to 

answer the question only allows me to say: yes, we do live in a total surveillance 

society. A lot of thoughts I have been spending on the implications that go along the 

word total in my hypothesis. ‚Is the surveillance society we live in really a total 

surveillance society?‘ I asked myself. And now, this may also serve as a summary of my 

findings, when I explain again how I have the notion, that we indeed life in a total 

surveillance society, infringing democratic norms to the biggest extend: 

First of all, I don’t think the message would lose much of its character, if I had come to 

the conclusion that we wouldn’t live in a total surveillance society. Still let’s say, to put 

it simple: surveillance would only take place, if we leave our houses and flats. This 

would still be infringing privacy and human rights. But I say that we live in a total 

surveillance society, very much comparable to the principal set up of the Foucauldian 

panopticon, as I explained in chapter 5. I come to the conclusion that every member of 

society is confronted with the consequences of surveillance and the implied 

infringements of basic human rights affect every user of digital communication and 

every member of a social sphere that makes use of elements of digital communication, 

which is in the year 2016 most likely everyone. 

 In chapter 2.2.1 I quoted former NSA Counsel Stewart Baker, who said in an 

interview „metadata absolutely tells you everything about somebody’s life. If you have 

enough metadata, you don’t really need content“ (Baker, 2013) and beyond sheer, direct 

observation of online communicators it is the accumulation of knowledge that derives 

from prior observation, from the establishments of behavioural patterns that can induce 

the bespoken chilling effect, self objectification and leads to a persistent undermining of 

basic rights, to a severe change of societal and political climate within society that 

resembles much more an autocratic regime than an open society of a democracy.  
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