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ABSTRACT: The study was initiated as part of the FP7 SURVEILLE project commissioned by the 
European Commission. The goal is to examine the mass surveillance technology used by the NSA in the 
programs revealed by the Snowden leaks. This paper forms the basis from which to study the effectiveness 
of these surveillance technologies. Novelty: While there have been a lot of headlines regarding what the 
NSA is purportedly doing, discussion of the technology used to do this is scarce to nonexistent. There 
is also the problem of different programs being revealed via different media sources, thus making it dif-
ficult to know and follow the information being revealed regarding NSA programs. This paper attempts 
to bring the NSA programs and methods into one place, categorize those that are similar, and analyze 
the probable surveillance systems used. Relevance: This work is the beginning of developing a method 
of evaluating the effectiveness of surveillance technologies, the lack of which is notable in government 
oversight mechanisms. Methods and findings: The methods for this research begin with a review and 
analysis of the leaked NSA information and documents. Further, a study of articles delving deeper into 
the NSA programs is conducted. Lastly, the research focuses on a technical understanding of the technol-
ogy involved through readings and interviews with experts. It is found that these numerous programs can 
be classified in a few categories of surveillance technology. This initial study forms for the basis for evalu-
ation of the effectiveness of these technologies.

 performed from the perspective of risk control. 
That is to say, the assessment focuses on an integral 
analysis of the system rather than on computer sci-
ence aspects.

This paper will provide an initial classification 
of NSA surveillance technologies as they have 
been revealed in the recent Snowden leaks. The 
classification aims to group the technology behind 
the confusing array of NSA operations and pro-
grams, and to rate it on a scale of mass to targeted 
surveillance. The following surveillance technology 
categories are examined: wiretaps (2.1), PRISM 
(2.2), decryption (2.3), exploitation (2.4), analysis 
tools and databases (2.5). We then classify these 
technologies as they relate to mass or targeted sur-
veillance (3).

Two factors have influenced our research. One is 
that what kind of surveillance technology the NSA 
uses and how it works is all classified information. 
Therefore much of our examination and explana-
tion is educated guessing based on recent leaks, 
previous revelations, and an understanding of 
what methods and devices are available. Secondly, 
the stories on the Snowden leaks have been pub-
lished in a multitude of media sources in various 
countries. This renders it more difficult to gather 
pertinent information into a meaningful ensemble. 
Further, these leaks continue and information on 
these systems may consequently change. There-

1 INTROdUCTION

Many types of surveillance (phone tapping, col-
lecting metadata, intercepting mail) used by the 
NSA are not new to the world of espionage. What 
is new in surveillance, thanks to huge advances in 
technology, is mass surveillance. In the digital age 
in which everyone’s communication and informa-
tion is stored and transmitted online it is now pos-
sible to gather massive amounts of information 
rather easily. What formerly would have required 
a laborious process of monitoring physical mail, 
tracking targets’ movements, and entering homes 
or offices to gain information about a target’s 
activities, contacts, financial information, etc., can 
now be done largely by monitoring their online 
activity. And in a post-9/11 era where terrorism is a 
primary concern of governments, all this informa-
tion can be swept up not just about one person, but 
about thousands, potentially even everyone, in the 
event that this information may prove useful later, 
and in the interest of identifying and apprehending 
terrorists before they are able to act.

The objective of this paper is to gather infor-
mation about technical systems that the NSA uses 
to perform mass surveillance to be able to later 
analyze their effectiveness to determine to what 
extent and at what cost these systems achieve their 
objectives as stated by the NSA. The analysis was 
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fore these are initial steps to understand NSA 
surveillance technology and will be updated and 
improved as necessary.

2 NSA SURVEILLANCE TECHNOLOGIES

2.1 Wiretaps

Wiretaps on fiber-optic cables are likely the means 
by which the NSA accesses and captures vast 
amounts of internet data. This would provide 
the basis for it to analyze and map the informa-
tion, identify specific targets, and deploy malware 
attacks. The conclusion that the NSA is tap-
ping fiber-optic cables is based on three things: 
1) According to an NSA slide, “Upstream” is “the 
collection of communications on fiber cables and 
infrastructure as data flows past.” 2) The GCHQ 
operation TEMPORA is known to be tapping into 
fiber-optic cables and to be working with the fol-
lowing telecom companies: BT, Verizon Business, 
Vodafone Cable, Global Crossing, Level 3, Viatel, 
and Interoute. (Ball et al. 2013) 3) A 2006 court 
case against AT&T, which disclosed that the NSA 
was wire-tapping fiber-optic cables at AT&T’s 
internet exchange point in San Francisco.

2.1.1 Fiber-optic cables
Fiber-optic cables carry the world’s communica-
tions across the globe. More than 550,000 miles of 
these undersea cables connect our world, (Fulghum 
2010) carrying 99 percent of the world’s interconti-
nental data (Timberg & Nakashima 2013).

Standard fiber-optic cables over land consist of 
144 individual glass fibers; those undersea consist 
of only 8 individual glass fibers. Each fiber carries 
40–160 light wave signals and each of these signals 
handles 10–40 gigabits of traffic. (Fulghum 2010) 
The data is turned into “ultra-short flashes of light. 
These flashes represent the zeros and ones that all 
digital information is comprised of. A photodiode 
at the end of the cable turns the light flashes back 
into electrical signals.” (Schmidt 2013) The signals, 
however, have to be re-amplified with a regenera-
tor about every 80 kilometers otherwise they will 
drop. Each fiber optic has to be to re-amplified 
separately, so the fiber optics must be laid out sep-
arately rather than bundled together. If  a cable was 
to be secretly tapped this is the weak point at which 
it could be more easily done (Schmidt 2013).

2.1.2 Fiber-optic splitters 
An even easier way to tap fiber-optic cables is to have 
the consent of the telecommunications company to 
split the wires. This was the case with AT&T—the 
company allowed the NSA to tap its cables.

To intercept AT&T’s signal at 611 Folsom 
St. in San Francisco, the NSA installed splitters. 

A splitter is a piece of equipment that physically 
splits the cable and sends the signal in two different 
directions. The simplest form of splitter is a “T” 
which has one signal coming in and two signals 
going out. The NSA splitters used in this case were 
50/50 splitters—of the signal that came in, 50% of 
it went out one fiber and 50% went out the other. 
This does not refer to 50% of the data, but to 50% 
of the signal. That is, the signal is split in half, mak-
ing it weaker, but 100% of the data is sent through 
each of the two signals. Essentially this means that 
a copy of the data is being made. The data is then 
sent on its way to its original destination through 
one signal, and a copy of this data is sent into 
another cable owned and operated by the NSA. 
(See Fig. 1.)

Effectively, these splitters were installed at an 
Internet Exchange Point. At the San Francisco 
facility AT&T exchanged internet traffic with 
16 companies with which it had peering arrange-
ments. The splitters diverted traffic related to 
AT&T’s Common Backbone, the network that 
provides internet access (as opposed to telephone 
traffic). It is believed that all, or substantially all 
of AT&T’s peering traffic was diverted through the 
splitters, but that its own traffic was not. The split-
ters were placed on the fiber-optic cables belong-
ing to these 16 ISPs before they reached the AT&T 
Common Backbone. Thus, their traffic was copied, 
but AT&T’s own traffic was not (Marcus 2006).

2.1.3 Deep packet inspection
After passing through the splitters, the copied 
data was sent into a secure room at the San Fran-
cisco facility where it was processed by Narus 
equipment.

Narus is deep Packet Inspection (dPI) technol-
ogy. dPI is the inspection and analysis of inter-
net traffic in real time. It extracts basic protocol 
information, such as source and destination IP 

Figure 1. 50/50 splitter (Source: Declaration of J. Scott 
Marcus, p. 13).
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addresses, as well as the deeper layers of the traffic, 
which consist of the actual content of the traffic.

dPI was designed by engineers for Internet Serv-
ice Providers (ISPs) to optimize their networks. 
“The primary technical capability underlying dPI 
is the ability to recognize. dPI has been developed 
to detect, for example, applications, protocols, 
media content, viruses or data in a specific format, 
such as credit card numbers.” (Asghari et al. 2012) 
Once data is recognized the ISP can manipulate 
it, for example, by blocking or prioritizing certain 
traffic. It can also carry out notification actions, 
such as “generating reports, alarms or billing inci-
dents.” (Asghari et al. 2012) Using dPI, ISPs can 
prioritize applications like VoIP to improve service 
or identify illegal downloads. In other words, ISPs 
use dPI to look at the internet activity of their cus-
tomers and act upon it.

The Narus system at the AT&T San Francisco 
facility consisted of two parts—the Narus Seman-
tic Traffic Analyzer (STA) 6400 and the Narus 
Logic Server. Part one of the system—the STA 
6400—monitors data packets for metadata that 
matches “key pairs,” such as “a specific IP address 
or a range of IP addresses, a keyword within a Web 
browser request, or a pattern identifying a certain 
type of traffic such as a VPN or Tor connection.” 
(Gallagher 2013) The matching packets are put 
into the second part of the system, the Narus 
Logic Server. This second part consists of analytic 
processing systems that re-assemble the network 
sessions of the matching packets, mine them for 
“metadata, file attachments, and other application 
data” then index and deposit the data into a data-
base. (Gallagher 2013) Narus is capable of process-
ing huge volumes of data and of storing the traffic 
that it captures.

The amount of internet traffic that Narus can 
handle monitoring is directly related to how many 
rules have been loaded into the machine watching 
the metadata flow past (part 1 of the system). The 
more rules, or pre-configured filters, turned on, 
“the more compute power burned and memory 
consumed per packet, and the fewer packets that 
can be handled simultaneously.” (Gallagher 2013) 
In the Narus system, if  all the pre-configured filters 
are turned on then the system can monitor 12 giga-
bits out of 20 (on a two-way 10 gigabit Ethernet 
connection). To make the system more efficient 
and able to monitor more of the 20 gigabits flow-
ing past, some of these filters have to be turned off. 
“In other words, to handle really big volumes of 
data and not miss anything with a traffic analyzer, 
you have to widen the scope of what you collect” 
(Gallagher 2013).

Also present at the AT&T facility was what was 
referred to as the “SG3 backbone.” This was a 
private backbone network, separate from AT&T’s 

backbone. It was believed that this indicated that 
after the Narus equipment collected and processed 
data of interest, the data was sent via the SG3 
backbone to central locations for further analysis. 
(Marcus 2006).

2.1.4 Possible additional locations  
of NSA splitters 

AT&T staff  revealed that besides San Francisco, 
NSA surveillance sites also existed in Atlanta, Los 
Angeles, San diego, San Jose, and Seattle. Using 
criteria based on the assumption that the NSA 
would want to intercept the most data with the 
fewest number of splitter sites, researchers at the 
University of Toronto have identified another 12 
cities that likely host NSA splitters. Of 1,319 U.S.-
only internet data traffic routes in the researchers’ 
database, only seven did not pass through one of 
these 18 cities suspected to have NSA surveillance 
sites. That means that with splitters at these loca-
tions the NSA could intercept 99% of U.S.-only 
traceroutes (Clement 2013).

2.1.5 Concluding remarks on fiber-optic  
cable tapping 

The splitters at the AT&T San Francisco loca-
tion were never known to be removed. The afore-
mentioned NSA “Upstream” slide mentions 
several code names in relation to the Upstream 
program—FAIRVIEW, STORMBREW, BLAR-
NEY, OAKSTAR. These code names reportedly 
refer to specific telecommunications companies 
such as A&T. (Cohn 2013) It seems likely that the 
NSA surveillance technology being employed in 
Upstream are splitters placed on the fiber-optic 
cables along with dPI technology. The program, 
MUSCULAR, in which the NSA exploits the data 
links connecting Yahoo and Google data centers, 
could also be using splitters and dPI to tap the 
fiber-optic cables connecting the data centers.

deploying splitters on fiber-optic cables is 
clearly mass surveillance since a copy of all data is 
made. And in this instance dPI would also qualify 
as mass surveillance since the parameters are set 
wide to capture as much data as possible.

2.2 PRISM 

The Guardian article revealing the PRISM pro-
gram reported that this program gave the NSA 
direct access to the servers of major internet pro-
viders such as Google, Apple, Skype, and Yahoo. 
The slide speaks of PRISM “collection directly 
from the servers” of nine U.S. internet services 
providers. The interpretation by The Guardian 
and The Washington Post was that this meant 
these companies were collaborating with the NSA 
to give it a direct connection to their servers, to 
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 “unilaterally seize” all manner of communications 
from them.  (Greenwald & MacAskill 2013) This 
proved, however, to be erroneous.

The “direct access” described here is access to a 
particular foreign account through a court order 
for that particular account, not a wholesale suck-
ing up of all the information on the company’s 
users. The court order gives the NSA access to 
the targeted account as well as to the accounts it 
is in contact with. This follows in the same prin-
ciple of a court order on a phone number yielding 
the phone numbers the targeted phone has com-
municated with (with the obvious difference of a 
Facebook page containing content, while phone 
metadata does not). The NSA and the attorney 
general serve a court order on one of these compa-
nies for one or more foreign accounts, say for exam-
ple, several Facebook accounts in Pakistan. Those 
accounts are then monitored and their activity is 
sent back to the NSA. This is where “direct access” 
fits in—the NSA has access to the account in real 
time. (Soar 2013) Marc Ambinder, writing in The 
Week, speaks of a ‘mirror’ of the accounts that the 
company somehow creates and only the NSA has 
access to. When the selected account is updated the 
Facebook server and the mirrored server are both 
updated in real-time. PRISM is the tool that allows 
the analyst to monitor and analyze this data and all 
the data on foreign targets provided to the NSA by 
internet companies in the U.S. (Ambinder 2013).

PRISM, then, is a targeted technology used to 
access court ordered foreign internet accounts.

2.3 Decryption, or circumventing encryption

One of the NSA’s core missions is to decipher and 
break codes. Interestingly, however, the leaks have 
shown that the majority of the NSA’s decryption 
efforts do not involve actually breaking codes, but 
exploiting human elements and implementation 
software to circumvent encryption. Further, while 
mass surveillance programs aid in identifying 
machines to exploit, the actual decryption—or cir-
cumventing of encryption—is done on a targeted, 
rather than mass surveillance scale.

BULLRUN is the NSA’s program dealing with 
defeating encryption. The Classification Guide for 
Project BULLRUN states that the NSA has “some 
capabilities” against encryption in HTTPS, VoIP, 
Secure Sockets Layer (SSL; used for online bank-
ing), VPNs, SSH, and Webmail. The Guide also 
make explicit that “capabilities against a technol-
ogy’ does not necessarily equate to decryption.”

The NSA has various methods for defeating 
encryption—obtaining encryption keys, backdoors, 
influencing encryption standards, and brute force. 
To obtain encryption keys the agency issues court 
orders requiring companies to turn over keys; hacks 

into companies to obtain the keys; or secures com-
panies’ willing collaboration. The agency report-
edly maintains of database of the keys it collects. 
(Simonite Sept. 6, 2013) The NSA has also per-
suaded or coerced companies into installing back-
doors into their security systems. It can then get 
around the encryption by using these backdoors.

The agency purportedly influences encryp-
tion key standards. This would probably be done 
through the National Institute for Standards and 
Technology (NIST) “which sets U.S. cryptography 
standards and is influential worldwide.” (Simonite 
Sept. 9, 2013) The MIT Technology Review’s IT 
editor for hardware and software argues that it is 
unlikely that the NSA compromised many of these 
most widely used standards because there were 
developed by open groups outside the U.S. The one 
standard it did play a significant role in developing 
is part of a cryptography toolkit—Suite B—used 
by the U.S. government and its contractors. “Intro-
ducing backdoors into that would seem counter-
productive to the NSA” (Simonite Sept. 9, 2013).

The NSA also uses brute computer force to 
break weak encryption. Therefore, although there 
is not yet evidence that the NSA has cracked SSL, 
experts have long warned that the keys typically 
used with SSL are not long enough. A govern-
ment agency or a large company with significant 
resources could break the 1,024 bits long keys that 
most sites use for SSL. Longer keys are necessary 
to protect against this kind of attack, but few com-
panies use them. (Google and Facebook are just 
this year switching to longer keys. Google’s key will 
be 2,048 bit.) (Simonite Sept. 9, 2013).

The NSA capabilities under BULLRUN are 
interesting because they show the limits of its 
abilities. The agency cannot break encryption. Its 
attacks against encryption use must be done on a 
case-by-case basis. However, it also illustrates its 
ability (and potential) to bring more data under 
its surveillance by bypassing encryption. Obtain-
ing each individual key or backdoor access is tar-
geted; what this yields could be targeted or mass 
surveillance (e.g. it could read all the traffic of a 
company once it has the encryption key). Where 
on the mass-targeted scale decryption falls is there-
fore somewhat variable. We have chosen to place 
it towards the mass end of the scale but not fully 
in the mass surveillance category since encryption 
keys and backdoors can give it access to non-target 
data, but the agency does not have the capability to 
unilaterally bypass all encryption.

2.4 Exploitation

To exploit—hack into—computers and other 
devices the NSA utilizes its secret servers and soft-
ware and hardware implants.
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2.4.1 Secret servers
The NSA’s attacks using FOXACId are a good 
example of both its exploitation techniques and 
how it circumvents encryption. FOXACId is 
a Computer Network Exploitation system that 
matches potential targets with prepared attacks. 
It is a modular system that allows exploits to be 
changed if  discovered and only launches certain 
attacks against certain targets. FOXACId is used 
to perform all kinds of attacks. One example is 
attacks against Tor users (Schneier Oct. 4, 2013).

Tor—The Onion Router—is an online anonym-
ity network. It is a problem for law enforcement 
because criminals use it for communication and it 
makes identification of the user, hence, the crimi-
nal, excessively more difficult. Tor works by rout-
ing data packets through multiple nodes, or relays, 
rather than taking the most direct path. Each relay 
only knows the relay the data came from and the 
next relay it is going to. To the websites visited, the 
location of the Tor user appears random.

To execute an attack, the first step is to iden-
tify Tor users on the internet. This is easy for the 
NSA to do because the characteristics that make 
Tor anonymous also make all Tor users look the 
same on the internet. However, the user’s identity 
and location remain unknown. “The NSA creates 
‘fingerprints’ that detect http requests from the Tor 
network to particular servers.” (Schneier Oct. 4, 
2013) The fingerprints are then put into a database 
and data analysis tools are used to sort through all 
the internet traffic the NSA monitors to identify 
Tor connections.

Once a Tor user is identified the NSA uses its 
secret servers on the internet backbone, codenamed 
QUANTUM, to redirect those users to other secret 
servers, codenamed FOXACId. Because QUAN-
TUM servers are at key locations on the internet 
backbone, they can react faster than other web-
sites and thus impersonate the website the user is 
wanting to access. They can respond to the request 
before the actual website can and they look the 
same as the actual website. The target’s browser 
is thereby fooled into contacting the FOXACId 
server. These kinds of attacks are a sort of race 
and are hard for anyone besides the NSA to exe-
cute because they depend on “a privileged position 
on the internet backbone” (Schneier Oct. 4, 2013). 
This is known as a man-on-the-side attack.

“By the time the NSA tricks a target into visiting 
one of those servers, it already knows exactly who 
that target is, who wants him eavesdropped on, and 
the expected value of the data it hopes to receive.” 
(Schneier, Oct. 15, 2013) Based on this, FOXACId 
automatically determines which exploits are best 
to serve against the particular target. It performs 
a risk-benefit analysis, considering factors such as 
the technical sophistication of the target, the value 

gained from a successful attack, the risk of discov-
ery, the value and rarity of the exploit, etc.  (Schneier, 
Oct. 15, 2013) In the case of Tor, FOXACId 
attacks through the Tor browser bundle (a group of 
programs designed to make the installation and use 
of Tor software easier), exploiting vulnerabilities in 
the Firefox web browser. Once an attack has been 
successfully executed, the infected computer calls 
back to the FOXACId server, which then further 
infects the computer, compromising it long-term 
and providing the NSA with ongoing information 
(Schneier Oct. 4, 2013).

Note that although the NSA can execute these 
attacks against Tor it cannot do so on a large scale. 
Nor can it do so on demand. These are targeted 
attacks against individual users, not blanket attacks 
against all Tor users. According to 2012 NSA Pow-
erPoint slides, the agency “will never be able to de-
anonymize all Tor users all the time.” It has had 
success de-anonymizing “a very small fraction of  
Tor users” with manual analysis, but has had no 
success in de-anonymizing a Tor user on demand. 
(Bold in original document.)

This is apparently the same kind of attack that 
the GCHQ used against Belgacom. When targeted 
employees visited their LinkedIn profiles a secret 
served responded with a fake page that infected 
their computer with malware. (Spiegel Online staff  
2013)

2.4.2 Software and hardware implants
In december 2013 Der Spiegel published a leaked 
document of a sort of catalog of NSA spy tech-
nology. It included both software and hard-
ware implants for exploiting mobile phones and 
their networks, computers, routers, and serv-
ers, among others. To give a couple of exam-
ples: SOMBERKNAVE, a software implant for 
 Windows XP, uses the computer’s unused wire-
less device to contact the NSA remote operations 
center and makes the targeted device controllable 
remotely. When the target is using the wireless 
card, SOMBERKNAVE is inactive. RAGEMAS-
TER is a hardware implant hidden in the monitor 
cable that allows the NSA to see whatever appears 
on the monitor of the targeted computer.

Like the attacks performed by the secret serv-
ers, these implants are targeted surveillance, being 
targeted at specific devices. In some cases, how-
ever, they could move along the scale towards mass 
depending on how they are used. For example, the 
implants for professional routers could potentially 
gather information on non-targets, depending on 
whether the organization itself  or someone within 
the organization using the router is the NSA’s target. 
It has also been reported by some sources that at 
least one of these systems—NIGHTSTANd—has 
been used from drones to target certain geographical 
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areas. (Appelbaum 2013) For this reason we classify 
exploitation on the targeted end of the scale, but 
not completely in the targeted category.

2.5 Analysis tools and databases

NSA has a myriad of data analysis tools and data-
bases to process the data it collects. XKEYSCORE 
is both an analytical tool and database. We have 
chosen to focus on this system as an example of 
NSA databases, as it is often mentioned in report-
ing on NSA leaks, and is at the same time, perhaps, 
the most complex and difficult to understand.

After the attacks of 9/11 the NSA needed a 
quick way to increase its internet surveillance. It 
accomplished this by purchasing “off-the-shelf” 
systems such as Narus. The result was that a lot 
of data was collected. The problem for the NSA 
was where to store it and how to get it there. “Even 
when you store just the cream skimmed off  the top 
of the 129.6 terabytes per day that can be collected 
from a 10-gigabit network tap, you’re still faced 
with at least tens of terabytes of data per tap that 
need to be written to a database.” (Gallagher 2013) 
It was physically impossible for the NSA to get all 
that information back to its central database. So it 
created XKEYSCORE. XKEYSCORE solves the 
problem by storing the data packets in local caches 
rather than sending it back to a central database. 
Since the advent of XKEYSCORE the agency can 
now store 3 days worth of raw packet data and 
30 days worth of metadata in the local caches.

XKEYSCORE is not the system that actually 
captures the data via the fiber-optic cable tap. The 
system that captures data packets from NSA wire 
taps is code-named TURMOIL. XKEYSCORE 
processes the data that TURMOIL brings in.

It processes it by running plug-ins, analysis 
engines that look for specific content in the cap-
tured data packets. XKEYSCORE has plug-ins for 
email addresses, phone numbers, webmail and chat 
activity, and extracted files, among others. “For 
selected traffic, XKEYSCORE can also generate 
a full replay of a network session between two 
Internet addresses.” (Gallagher 2013) The plug-ins 
extract the metadata from each internet session 
and index it into tables. XKEYSCORE can track, 
cross-index, and search any kind of metadata that 
can be extracted from an internet session—log ins, 
email addresses, the use of encryption, language 
use, IP address geolocation, etc.

There are approximately 150 XKEYSCORE 
sites around the world. These sites include wire-
taps at telecommunications companies’ peering 
sites (such as the AT&T case), systems connected 
to friendly foreign intelligence agencies’ collec-
tion sites, and mid-ocean fiber-optic cable taps 
(executed by F6, the joint CIA-NSA Special Col-

lections Service). Only information that is related 
to specific cases is sent back to the NSA’s central 
database. The data in the local caches is available 
to analysts through federated search while it is 
being stored (Gallagher 2013).

To perform a search request an NSA analyst 
creates a query. This query is sent to all the XKEY-
SCORE sites. Analysts can search by hard selec-
tors (e.g. email addresses) or soft selectors (e.g. 
language). So if  an analyst does not have a hard 
selector, such as an email address or phone number 
for a known target, he/she can do a search for a cat-
egory of information, such as all encrypted Word 
documents or all VPN (virtual private network) 
startups in a given country. (NSA XKEYSCORE 
slides 2008) Any kind of query can be created as 
long as the plugin exists. XKEYSCORE combines 
and returns all the responses to the query.

Using XKEYSCORE is apparently how the 
NSA can identify Tor users—this is a category 
that can be queried. Another category that can be 
searched is exploitable machines—“Show me all 
exploitable machines in country X.” (NSA XKEY-
SCORE slides 2008) When the NSA’s Tailored 
Access Operations (TAO) identifies a computer as 
a target it loads its fingerprints, or unique identi-
fiers, into XKEYSCORE’s fingerprint Id engine. 
In the case of Microsoft system crashes XKEY-
SCORE identifies these error reports and sends an 
automatic notification, enabling TAO to exploit 
the machine. (Spiegel staff  2013)

Like Narus, XKEYSCORE performs best when 
it ‘goes shallow,’ that is, fewer filters are applied 
to determine which data packets are captured. 
This means that a lot of information is collected, 
including, undoubtedly, information unrelated to 
NSA targets. XKEYSCORE, therefore, classifies 
as mass surveillance technology.

3 FINdINGS

Based on information currently available on the 
above NSA surveillance technologies, we have 
given them an initial and basic rating on a mass to 
targeted surveillance scale (See Fig. 2.)

The NSA’s use of splitters on the fiber-optic 
cables of companies like AT&T is clearly mass sur-
veillance. This surveillance technology indiscrimi-
nately copies all data, sweeping up vast amounts of 
data belonging to non-targets.

PRISM, by contrast, is a targeted surveillance 
method and is therefore placed at the other end of 
the scale.

The NSA’s decryption program is a little less 
clear cut. The NSA does not have the capability to 
unilaterally bypass all encryption. However, once 
it does have an encryption key or a backdoor, for 
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example, it can have access to far more data than 
just that belonging to specific targets. For this rea-
son we have classified it as one step down from the 
mass surveillance of wiretaps.

The surveillance technology used for exploita-
tion is targeted. However, as previously stated, in 
some cases it may be aimed at groups of people, 
which include non-target subjects. Therefore we 
have classified exploitation as targeted surveillance 
but not completely in the category of targeted.

Whether or not analysis tools and databases are 
mass or targeted surveillance is dependent upon 
the data that is put into them. Examining all data-
bases is beyond the scope of this paper. We have 
taken XKEYSCORE as an example, and found 
that because it sorts and stores volumes of data 
obtained via mass surveillance methods, it is also 
mass surveillance technology.

4 CONCLUSION

This paper aimed to create some structure for the 
many NSA surveillance programs recently revealed 
in the Snowden leaks. It was an initial step to clas-
sify the surveillance technologies and rate them 
according to mass and targeted surveillance. We 
found that in most cases (PRISM being the excep-
tion) several programs could be classified under 
one technology category. Further, while some of 
these programs have been portrayed as mass sur-
veillance, they are, in fact, targeted. Lastly, further 
research is needed to determine if  these technolo-
gies are effective.

Future work will examine subsequently leaked 
NSA programs, adding to and/ or adjusting the 
categories of surveillance technology as needed. 
This will form the basis from which to analyze the 
effectiveness of the NSA surveillance technology; 
to what extent and at what cost does it achieve its 
goals.
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